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The article deals with the system of joint doctrine development in the
Czech Armed Forces (CAF) focused on the operational level of command
and control, including the implementation of the NATO doctrines into
national conditions. Among others, it was found that the structure and
content of the Czech doctrines are not systematically set. Allied doctrines
are introduced either by rewriting them into the Czech version or by
introducing them in the full English version. In both cases, it might cause
inconsistency in military terminology. The Coordinating Committee as
the only supervisory body does not have the authority to streamline the
process of producing military publications. The most important paper
recommendations include alignment of the Czech doctrinal framework
with the NATO architecture, adoption of Allied doctrines in the English
version including the national specifics, or redistribution of competencies
within the processing group. Notwithstanding, the above-mentioned
proposals, which indicated high impact, require crucial steps to be taken
to implement them.

Clanek se zabyva systémem tvorby spole¢nych doktrin v Armadé Ceské
republiky (ACR) se zaméFenim na operaéni Groveri veleni a Fizeni, véetné
zjiSténi patfi, Ze struktura a obsah ceskych doktrin nejsou systematicky
nastaveny. Alianc¢ni doktriny jsou zavadény bud jejich transkripci do Ces-
ké verze, nebo jejich zavedenim v plné anglické verzi. V obou pfipadech
to mize zpUsobit nejednotnost v pouZivani vojenské terminologie. Koor-
dinacni vybor jako jediny kontrolni orgdn nema pravomoc zefektivnit pro-
ces tvorby vojenskych publikaci. Mezi nejdllezZitéjsi doporuceni prispév-
ku patfi sjednoceni ceského doktrinalniho rdmce s architekturou NATO,
prevzeti alian¢nich doktrin v anglické verzi, véetné doplnéni narodnich
specifik ¢i redistribuce kompetenci v rdmci zpracovatelské skupiny.

Military Doctrine; Doctrinal Framework of the Czech Armed Forces;
NATO Standardization.

Klicova slova: Vojenskd doktrina; Doktrinalni ramec ACR; Standardizace NATO.
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INTRODUCTION

An effort to improve the capabilities of military units to strengthen their operational
effectiveness, interoperability, and multi-purpose, is a necessary prerequisite leading to
victory. The application of joint standards and military art embodied in military doctrines
undoubtedly contributes to increasing the combat potential of the armed forces as such.

Basic principles enshrined in the doctrines guide the activities of the armed forces.
The implementation of new knowledge and lessons learned into the conditions of the
armed forces is a long-term process that needs to be emphasized from the perspective
of the changing security environment and must be perceived in the context of a modern
military.

The successful participation of the Czech Armed Forces (CAF) in joint combined oper-
ations led not only by NATO but also within the European Union and the United Nations
is based primarily on NATO standards implemented in its military doctrines. The doc-
trinal system must support the development of thinking using the latest knowledge of
military practice. Its aim must undoubtedly be to facilitate the performance of the CAF.
Newly introduced doctrines must reflect current trends in the military and also take into
account new knowledge applicable to operations.

It is necessary to emphasize that the doctrines are an integral part of the planning in
the Ministry of Defence (MoD) of the Czech Republic, where interconnected functional
areas are used and evaluated according to the NATO DOTMLPFI* methodology to pro-
vide a comprehensive structured description of required changes in the existing state.
Doctrines as one of the functional areas can significantly influence or initiate changes in
other areas.

The article aims to evaluate the current situation in the field of the CAF joint doctrine
development and to identify the possibilities of an optimization of the existing system.

1 BACKGROUND

Generally speaking, a doctrine can be understood as a fixed teaching, usually based
on some authority. It is also sometimes used to refer to a set of immutable principles
- dogmas. In contemporary usage, it is usually used to refer to a set of principles that
govern the foreign and security policy of a state2. The term doctrine came into English
from French meaning to teach, to give advice. Shortly thereafter, the word took on other
meanings - theories, principles, and the aforementioned term dogma3.

1 Doctrine, Organisation, Training, Materiel, Leadership, Personnel, Facility, Interoperability.
2 7ALOUDEK, Karel, 2004. Encyklopedie politiky. 3., preprac. a aktualiz. vyd. Praha: Libri. ISBN 80-727-7209-0.

3 BARNHART, Clarence Lewis, Sol STEINMETZ a Robert K. BARNHART. Dictionary of new English, 1963-
1972. London: Longman, 1973. I1SBN 0582555043.
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Despite its importance, the term military doctrine is often poorly defined. In a very
superficial way, most military practitioners are familiar with the term doctrine as a col-
lection of numerous manuals and other publications specifying some kind of guidance
on a particular matter. A precise and semantically correct definition of the term doctrine
allows a general understanding of its functions. The answer to this question may be
complicated by the fact that there are many different approaches relating to the under-
standing of the functions of doctrine?.

One of the possible approaches identifies ideal types where...” doctrine serves as
a tool of command in terms of what to do, a tool of change in terms of what a military
is to be, and a tool of education in terms of what a military does, why they do what they
do, and who they are as an organization”>. Another approach identifies doctrine across
technical, tactical, operational, and military strategic levels/areas. Technical and tactical
doctrines exist to provide instruction on the proper uses of equipment and procedures.
At the operational level, where doctrine focuses on military actions, the preferences rep-
resent a direct transmission of the most appropriate manner to conduct the operational
level of war. Military strategic doctrine functions to connect operations to the broader
political and strategic landscape, by providing some degree of explanation regarding the
role of military institutions in the national strategy®.

Allied Joint Doctrine defines doctrine as “fundamental principles by which military
forces guide their actions in support of objectives. It is authoritative but requires judg-
ment in application”. Doctrine offers a substance of expertise but it does not and should
never replace the skills, experience, creativity, and commanders’ judgment’.

Sometimes the term of military doctrine might be replaced by the military publica-
tion which can cause some confusion. Nevertheless, the meaning of those two terms is
mutually interchangeable in terms of the definition. In contrast, the term military regula-
tions must be understood differently. These represent normative acts of the Czech MoD,
which are binding for the military servicemen and all categories of employees executing
the tasks of the CAF.

1.1 Czech Doctrinal Framework

Doctrines, like the armed forces, are constantly evolving. Until 1999, the CAF capa-
bilities had been developed to ensure the individual defence of the Czech Republic. The

4 FRAZIER, Derrick V. a J. Wesley HUTTO, 2017. The socialization of military power: security cooperation and
doctrine development through multinational military exercises. Defence Studies [online]. 17(4), 379-397
[cit. 2023-01-05]. ISSN 14702436. Available at: https://muni.cz/go/ca26ff

5 Hgiback, H., 2016. The anatomy of doctrine and ways to keep it fit. Journal of strategic studies, 39 (2),
185-197. Available at: https://muni.cz/go/6fa055

6 Jackson, A.P., 2013. The roots of military doctrine: change and continuity in understanding the practice
of warfare. Fort Leavenworth, KS: Combat Studies Institute Press. Available at: https://muni.cz/
go/07151e

7 AJP-01, Allied Joint Doctrine, Edition F, NATO Standardization Office, 2022, Brussels
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change came with the Czech Republic’s accession to NATO when it was necessary to
start developing capabilities in accordance with the needs of collective defence and in-
teroperability requirements. The first hierarchy of the CAF doctrines was adopted, which
started building the doctrinal system, currently the doctrinal framework. Subsequently,
through the standardization process, alliance doctrines began to be introduced into the
CAF conditions through the NATO standardization process.

Standardization in the field of joint military operations within NATO is handled by the
Military Committee Joint Standardization Board (MCJSB). At the same time, other areas
of operations, or standardization boards, are maritime, land, air, medical, and logistics.
NATO standardization can be understood as .....” the development and implementation
of concepts, doctrines, procedures, and designs in order to achieve and maintain the
compatibility, interchangeability or commonality which are necessary to attain the re-
quired level of interoperability, or to optimize the use of resources, in the fields of opera-
tions, materiel and administration”8.

The doctrinal framework of the CAF consists of a system of military publications divid-
ed into military doctrines and expert publications as highlighted in Picture 1.
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Picture 1: Doctrinal Framework of the Czech Armed Forces

8 AAP-06, NATO Glossary of Terms and definitions. NATO Standardization Office, 2021, Brussels
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Doctrinal framework as such needs to be seen from the higher perspective of the nor-
mative framework, which also includes military regulations, publications, Czech Defence
Standards, standardization agreements, etc.

The development of military publications, respectively doctrines within the CAF is as-
signed to different branches within the MoD according to the level of command and
control, which are:

e at the strategic level, the responsibility belongs to the Capabilities Planning Divi-

sion of the MoD (the CAF doctrine);

e at the operational level, which is the responsibility of individual divisions and sep-
arate departments of the MoD and the General Staff (doctrines for the operational
level, military regulations, and publications in the field of capability development
and operational art);

e at the tactical level the responsibility lies with the Training Command-Military
Academy (tactical doctrines, publications, and training aids).

The primary responsibility for the development of any military publication rests with
the gestor of the military publication, which is the head of the relevant organizational
unit under the authority of the Chief of General Staff of the CAF, who is fully or predom-
inantly responsible for the issues covered by the military publication.

1.2 Allied Joint Doctrine Architecture

The development of the NATO joint doctrines is the responsibility of the MCJSB, which
ensures NATO interoperability through the development, revision, and harmonization of
Allied Joint Publications (AJP) for the planning and conducting of joint operations. The
executive body for the AJP development is the Allied Joint Operations Doctrine Working
Group (AJOD WG), whose members are NATO Member States, Partnership for Peace
(PfP) countries and other partners, the International Military Staff (IMS), NATO Strategic
and Subordinate Commands, NATO Agencies and Centers of Excellence (CoE).

The AJOD WG permanent structure is comprised of the Doctrine Support Panel re-
sponsible for managing the doctrine development responsibilities and the Terminology
Panel, which ensures compliance with the NATO Terminology Programme guidance.

The management of the production and revision of individual AJPs is provided by
custodians recruited from Alliance countries, NATO Strategic Commands, CoEs, NATO
education and training facilities, or other NATO military authorities. They are mainly re-
sponsible for:

e establish a writing team composed of the appropriate type of personnel to com-
plete AJP development;
regularly liaise with the IMS doctrine sponsor;
support the Allied Command for Transformation in data fusion;
meet deadlines and milestones set for the development of the doctrine;
produce reports on the management of the AJP process.

The development of each AJP is established in the Allied Joint Doctrine Campaign Plan
(Production plan). Each publication is assigned a sponsor from the IMS who provides
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custodial access to relevant knowledge available through NATO headquarters and NATO
Command Structure.

To ensure maximum effectiveness and validity of the AJP, NATO member countries
should participate in developing or revising the doctrine from the outset, allowing them
to provide input from their lessons learned, principles and rules, or other areas. Input
from Allies at the very beginning of the process can eliminate potential risks associated
with doctrine revision and allow for data fusion taking into account any national inputs
or constraints®.

Publications are structured and numbered in a system called the Allied Joint Doctrine
Architecture (AJDA), used to identify levels and functional links. A simplified schematic
representation of this system is provided in Picture 2.
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Picture 2: Allied Joint Doctrine Architecture

In the context of the issue under study, this article will continue to refer to the AJDA
wherever the alliance doctrine system is discussed.

9 AAP-47, Allied Joint Doctrine Development, Edition C, NATO Standardization Office, 2019, Brussels
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2 METHODOLOGY

The research aims to evaluate the current situation in the field of joint doctrine de-
velopment and to identify possible optimization of an existing system. The following
research questions were formulated to meet the research objective:

1. How are the joint Alliance doctrines implemented into the CAF?

2. How is the development of the CAF military publications coordinated?

3. To what extent is the Czech doctrinal framework currently fulfilled?

Those identified questions should address the issues and problems, which, through
analysis and interpretation of data, are to be answered in the paper’s conclusion.

Within the framework of the established methodology, an evaluation of national nor-
mative acts and publications regulating the development of military regulations and doc-
trines was carried out. There was also executed an analysis of the CAF doctrinal frame-
work and its comparison with the AJDA. To evaluate the military doctrine development
system, there was applied a structured interview using the Pencil and Paper Interview
method. Respondents were asked the same predetermined questions in the same order
and recorded to the questionnaire. The research sample of respondents was selected by
the method of random selection using the quota selection techniquel®. The interviewed
group includes 14 members of the CAF holding managerial, command, and leadership
positions at various levels of command and control.

3 ANALYSIS

The analysis was focused on examining the system of joint doctrine development at
the strategic and operational levels, especially from a content and process perspective.
When evaluating the doctrinal framework in terms of its structure and completeness,
the AJDA was taken as a point of reference, both in terms of standardization and the
division of doctrines according to individual levels of command and control.

3.1 Content Analysis

The main goal of the content analysis was to specify the system settings in terms
of normative (legal) and procedural perspectives. The evaluated documents, including
a brief description of their content and characteristics, are shown in Table 1.

10 Quota selectionis an unlikely selection in which we do not select at random, but try to meet predetermined
quotas (eg age, gender, completed education, or place of residence). A prerequisite for quota selection is
knowledge of the distribution of these traits in the population, resp. in the CAF.
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Table 1: Document analysis

Type of the

Content of the document
document

Name of the document

Definition of military doctrines and professional
publications in the system of military publications
Regulation of the CAF (doctrinal framework), the basic role
of senior staff and other persons involved in the
process of development of military publications,
their marking, publication, and accessibility.

Vsevojsk-20-1
Preparation and approval of
military publications, 2021

Establishment of basic principles, rules, and procedures,
determination of the production, revision and live

cycle of the military publications, specification of
guidelines, and establishment of formalities in the
production process (follow-up to Vsevojsk 20-1).

Professional methodical guidelines
for the development, publication, Methodical
and revision of military publications instruction
in the Czech Armed Forces, 2021

Directive of the Chief of the General
Staff of the CAF on the establishment of
the Committee for the Coordination of Directive
the Development of military regulations
and military publications, 2019

Establishment of the Committee for the coordination
of the development of military regulations and
military publications, establishing the functions
constituting the Coordinating Committee.

Status and Rules of Procedure of the
Committee for the Coordination of the
Development of military regulations
and military publications, 2019

Determination of obligations for the members of the
Directive Coordinating Committee and the Secretary, setting
up the Committee‘s activities - rules of procedure.

The key terms in the content analysis were identified as the Coordinating Commit-
tee, the military publications production plan, the military publications system (doctrinal
framework), and the doctrinal life cycle. These key phrases will be further explored in
terms of their connotation, implications, roles, and interrelationships in the process of
military publication development.

3.2 Structured Interview

Data collection using the structured interview was conducted to retrieve answers and
opinions on the current state of the art in the field of joint doctrine development in the
CAF, based on the respondents’ expertise and experience.

Respondents were asked the following questions:

1. Is the system of military publications (doctrinal framework) currently filled with
necessary doctrines at the strategic and operational levels? Alternatively, what
doctrines at these levels should be added to the framework?

2. Do you think that the system of the implementation of the AJPs into the CAF (ei-
ther by rewriting them into the Czech version of the doctrine or by introducing
them in the full English version as the STANAG through regulation) is sufficient for
the needs of the CAF members?

10
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3. The Coordinating Committee represents the main body for the development of the
doctrinal framework. Do you believe that the Committee has sufficient authority to
effectively coordinate, communicate, and interact based on established principles,
rules, and procedures during the process of developing, issuing, and implementing
revisions of the military doctrines at the strategic and operational levels?

4. Do you support the statement that doctrines at the operational level (joint, force
components, functional areas) specify the principles set out in the CAF Doctrine
and related NATO documents, and therefore should be hierarchically and substan-
tively developed following the doctrinal system used in NATO?

5. Updating of military publications should be carried out in the framework of their
preparation and publication. Do you agree with the statement that the relevance of
individual doctrines at the strategic and operational level is in line with the needs
of the CAF and at the same time in line with the life cycle of a military publication?

6. Can it be stated that the current military publications/doctrines methodically spec-
ify the basic provisions of the applicable military regulations?

For a graphical representation of the result of the interviews, the results of the an-
swers to the questions were transcribed into the form of statements with which the
interviewees agreed or disagreed to a certain extent. The answers were evaluated on
a threepoint rating scale (Agree, Partially agree, and Disagree). The questionnaire survey
results are shown in Picture 3.

Structured interview result
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Picture 3: Questionnaire survey results
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3.3 Key Problem Formulation/Problem Modeling

Based on the outputs from the analysis, a key problem was identified using causal
analysis. The method of the so-called Problem Tree illustrated in Picture 4 was chosen
for its definition!l, The identified roots of causes were divided into those affecting the
end state (Ends), those affecting the solution (Ways), and those affecting material and

financial security including human resources (Means).

Based on the output of the problem modeling, the key problem is defined as follows:
“Current system of the CAF doctrinal framework development does not create an
optimal environment for its expansion.”

Key
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Picture 4: Problem tree
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11 VESELY, A., NEKOLA, M. (ed.). Analyza a tvorba verejnych politik: pfistupy, metody a praxe. Praha: SLON,
2007
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3.4 Analysis Summary

Generally, it can be concluded that the system of military publications development
is set up according to valid regulations, directives, and instructions. The CAF doctrinal
framework architecture is not identical to the AJDA. Czech military doctrines are divid-
ed into individual levels, while the structure and content of the doctrines are not set
systematically.

Due to the necessity to capture national specifics in the Czech military publications,
different approaches are applied when implementing NATO doctrines into CAF. There is
used a system of introducing AJPs into the CAF either by rewriting them into the Czech
version of the doctrine or by introducing them in the full English version as the STANAG
through regulation. Notwithstanding, for military publications, the issue of legally bind-
ing force is not clearly set. All of this then affects the application of the required updates
to these doctrines.

Coordinating Committee was established as a supervising body for the military pub-
lications and regulations revision process within the CAF. However, committee mem-
bers do not have the authority to streamline the actual process of producing military
publications. Those officials responsible for military publications in each life cycle are in
particular the approving authority (assigner), the gestor, the guarantor (custodian), and,
last but not least the head of the processing group. Yet, the information flow between
these official bodies is not sufficiently set up, which harms the production process of
military publications.

The current CAF strategic doctrine, which was issued in 2019, is based on Czech stra-
tegic documents and at the same time implements the outdated alliance doctrine AJP-
01. In addition, the current version of the Czech strategic doctrine differs in both struc-
ture and scope of information when compared between editions.

The division of doctrines within the Czech doctrinal framework at the operational
level is divided into functional areas, force components, and joint doctrines. The opera-
tional level doctrine breakdown in the CAF is not the same as in the AJDA.

In common cases, the use of inconsistent military terminology in doctrines and regu-
lations has a negative impact on the use of those documents in practice. Moreover, the
use of NATO terminology (English language) within the current system of implementa-
tion of the Alliance doctrines is aggravated by the different language skills level of the
CAF members.

4 DISCUSSION

The discussion will touch on some of the findings, which will be compared with sim-
ilar results related to the issue under study. Those will be later taken on board to some
extent when defining recommendations.

13
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The issue of the necessity of unification of the doctrine’s content and structure can
also be found in other research. Stépankova and Richter!2 found that the structure of the
strategic and conceptual documents as such is always based on the assignment. They
revealed that vague assignments can increase the intuitive approach to deciding on the
document structure, causing high variability in the structure of individual documents.
Therefore, the beginning of the process of document development should be always
initiated by an assighment and setting up a general goal. Budik!3 noticed, that during the
CAF Strategic Doctrine development, there were inconsistencies in its content due to the
different structure and depth of information used in the individual editions and chapters
of the doctrine. According to the author, the key decision is to accept the assumption
that the AJP-01 will be the model for Czech strategic doctrine and fundamentally in-
fluence its content and structure. Yet, it shall include the necessity to incorporate the
modifications resulting from national specifics. In parallel, similar conclusions regarding
the necessity to take into account the national particulars were also made by Simmer14,

Another addressed area relates to the personnel involved in military publication de-
velopment. It was found out, that the motivation system for the officers involved in the
military publications development is not set in motion. One of the recommendations
given by respondents refers to the possibility of strengthening the process of doctrine
development via the element with competent experts who would address the differ-
ent levels of doctrine within their job description. Stépankova and Richter?5 proved that
among highly accentuated difficulties were random (unsystematic) choices of the mem-
bers of the process team often based on incorrect criteria or their low motivation to
take responsibility for document development. The authors recommended including the
need for a definition of the relevant criteria for the nomination of the processing team
members such as qualification, experience, knowledge or time capacity, and motivation
to participate in the process. A similar finding regarding the necessity to involve in such
a process competent personnel was identified by Petras1é while looking for a statistically
significant number of experts being potentially eligible for the research conducted in
the area of capability development. He found that the lack of respective subject mat-
ter experts is due to the extensive fluctuation of military personnel within the chain of
command.

12 STEPANKOVA, Eva, Jifi RICHTER, 2022. Creation of Strategic and Conceptual Documents in the Ministry of
Defence of the Czech Republic. Obrana a strategie (Defence and Strategy). 22(1), 089-112. ISSN 12146463.
D0i:10.3849/1802-7199.22.2022.01.089-112. Available at: https://muni.cz/go/3eel15

13 BUDIK, Tibor. Doktrina Armddy Ceské republiky a proces jejiho zpracovdni. 2017. Brno: Univerzita obrany,
Centrum bezpeénostnich a vojenskostrategickych studii, 2017. ISSN Ev.¢. 2176/17.

14 SIMMER, Jifi. Implementace doktrindlnich dokument(i NATO do procesu pfipravy v rezortu MO CR.
2019. Brno: Univerzita obrany, Centrum bezpecnostnich a vojenskostrategickych studif, 2019. ISSN Ev. ¢.
2817/19.

15 Ref. 10

16 PETRAS, Zdend&k. Kritickd analyza stavu vzdjemného propojeni pldnovdni pomoci cili a plénovdni
schopnosti. Vojenské rozhledy. 2014, ro€. 23 (55), €. 4, s. 3-24, ISSN 1210-3292 (tisténd verze), ISSN 2336-
2995 (on line). s. 13-14. Available at: https://muni.cz/go/993e97

14
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Last, but not least there emerged a matter of the option to introduce AJPs into the
CAF in the form of the full text (NATO STANAG). For instance, this very similar way is
applied by the United Kingdom Ministry of Defence, whose Development, Concepts and
Doctrine Centre produces strategic and operational level doctrines. In some cases, Unit-
ed Kingdom doctrines adopt a NATO publication as a direct replacement for the United
Kingdom national equivalent or add its national elements to NATO publications to high-
light national differences in approach?’. This might be referred to the necessity of the
national specifics incorporation as mentioned by Budik8 and Simmer??,

5 PROPOSALS

Based on the research results, the need to optimize the processing environment
emerged, especially by creating conditions that will support the continuous develop-
ment of the doctrinal framework. The Mind map, shown in Picture 5, provides a graphi-
cal model of initial ideas and research findings.

I Assignment :> CAF - Commanding Element - Ownerfl Approval >

Assigner
ENDS

Doctrinal Framework

Coordination - activities/ plans - leading

relation to the target state of the .
to the achievement of the goal

doctrinal environment

Eevelopment plans coordination in

Outputs meet
[ Coordinating Committee | Schedule/ Doctrinal End State
. - Development Plan Eramework End
Chairman, Deputy min. 5 years state _.{ Coherence
Timeliness
—!
Usability

Expediency
means wars
Interconnectivity
Members are not a part of the
processing group in the develop- Human resources : ]J
ment of military doctrines l System setting @

Material resources

Inputs

Financial resources

Processes

Regulators

Publishing

The processing group operates
ind dentl j department

within its own hierarchy Outputs

Picture 5: Mind map

17 Allied Joint Doctrine Development, (UK joint doctrine), Allied Administrative Publication-47, DCDC,
Ministry of Defence, 2020, Shrivenham. Available at: www.gov.uk/mod/dcdc

18 Ref. 11
19 Ref. 12
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The map divides the entire cycle of military doctrine development into mutually in-
dependent areas. Such a dichotomy aims to increase the efficiency of the whole process
and avoid overlapping tasks between the different members. For this reason, there is
a group responsible for producing the Development (Production) Plan and a processing
group carrying out tasks resulting from the approved Plan.

Individual responsibilities and interrelationships must be set up both horizontally and
vertically, which is key to ensuring the efficient work of the processing group. Emphasis
must also be placed on staffing the processing group with members with sufficient ex-
pertise whose main job would be to develop doctrine. Depicted areas called Means and
Ways include processes and describe settings that support the development of the mil-
itary doctrines concerning resources. The amount of personnel, financial, and material
capabilities required must reflect the tasks arising from the Plan.

The thinking map provides a representation of the ideal state that should be achieved
in the CAF doctrinal environment and demonstrates the initial model that will allow de-
fining proposals leading to the optimization of the current state of the Czech doctrinal
environment

Proposals leading to the optimization of military publications, respectively doctrinal
framework development, are based on the thinking map. These suggestions include pos-
sible impacts, both positive and negative.

5.1 Proposal Affecting the Final State “ENDS”

Proposal No. 1 - Alignment of the Czech doctrinal framework with the NATO AJDA,
taking into account national specifics.

Table 2: Proposal No. 1 affecting the final state

No. Pros Cons

Simplification of the process of the
1. implementation of NATO doctrines
into the CAF environment.
Necessary adjustment of already established CAF doctrines
during the transition to the new doctrinal framework.

Coherence of national and NATO doctrines

2. facilitating regular revisions and updates.
3 Elimination of duplication based on
' the needs of , dual” doctrines.
- ) . A comprehensive approach and an increased
Usability of nat‘lonal doctrines for level of participation of all stakeholders involved
a. the tasks carried out by CAF on the in the new doctrinal framework structure.

territory of the Czech Republic as well
as in NATO-led operations abroad.

Possible impact rate: High
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Proposal No. 2 - Preservation of the current status of military doctrines with adjust-
ment of the interrelations between the sub-elements of the normative framework
(regulations, military publications) and NATO doctrines.

Table 3: Proposal No. 2 affecting the final state

No. Pros Cons

1. Continuation of the current system.

A compromise solution with a short-term effect.

Optimization of partial problems negatively affecting
the system of military publications development.

Necessary adjustment of competencies
between the different parts of the system.

Possible impact rate: Low

Proposal No. 3 - Adoption of AJPs in the form of the full text (NATO STANAG) with
a specification of national specifics.

Table 4: Proposal No. 3 affecting the final state

No. Pros Cons

The easiest way to fulfill the
national doctrinal framework.

Necessary adjustment of already
established CAF doctrines.

The opportunity to streamline the
entire system of the development

2 and review processes in all areas
affecting the doctrinal environment. X
The need for complex reconstruction of
a current system of implementation and
Consistent use of military development of military publications.
3. terminology.

Possible impact rate: High

Proposal No. 4 - Defining the doctrinal content scheme according to the level of com-
mand and control.

Table 5: Proposal No. 4 affecting the final state

No. Pros Cons

Adjustment of a systems approach facilitates
the introduction of new knowledge in

L a unified form with a content focus on the
appropriate level of the doctrine.
2 The possibility of evaluating the relevance of No findings.
' doctrines by the content of single chapters.
3 Optimization of activities related to the

life cycle of military publications.

Possible impact rate: Medium
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Proposal No. 5 — Definition of indicators to assess the level of relevance of doctrines.

Table 6: Proposal No. 5 affecting the final state

No. Pros Cons

1 Key input for the development of the
: military publications production plan.

2 Unification of stakeholders views on the No findings.
: relevance (usability) of a given publication.

3. Elimination of non-conceptual steps.

Possible impact rate: Medium

5.2 Proposal affecting the final state “WAYS”

Proposal No. 1 - Application of the system approach used for the development of con-

ceptual documents of the Ministry of Defence

Table 7: Proposal No. 1 affecting the final state
No. Pros Cons
1 The necessity of theoretical verification of the
: chosen approach for the needs of the CAF.
Use of already established rules in a similar system.

Increased funding for time, material,

2. and human resources involved in the
application of the new approach.

Possible impact rate: Medium

Proposal No. 2 - Definition of the legally binding force of national military doctrines

and NATO doctrines introduced by military regulation.

Table 8: Proposal No. 2 affecting the final state
No. Pros Cons
1 Elimination of duplication between
: national and NATO doctrines.
Reduction of administrative burden No findings.
2. resulting from the adoption of regulation
for each NATO doctrine introduced.

Possible impact rate: High
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Proposal No. 3 — Redistribution of competencies within the processing group.

Table 9: Proposal No. 3 affecting the final state

No. Pros Cons

Establishing an environment enables

the achievement of the set goal.
Increase in the number of people

involved in the processing group.

The possibility to directly influence
the effectiveness of stakeholders.

Possible impact rate: High

5.3 Proposal Affecting the Final State “MEANS”

Proposal 1 — Defining the targeted requirements for each resource affecting the doctri-
nal framework development.

Table 10: Proposal No. 1 affecting the final state

No. Pros Cons

Establishing a comprehensive view (of resources)

1. .
to enable the achievement of the set goal.

No findings.
Setting priorities to fill the required
resource capacities.

Possible impact rate: High

The above proposals primarily address the identified roots of causes according to the
Problem Tree. The individual optimization recommendations are divided into the Ends
- Ways - Means areas to maintain coherence with the mind map in particular. Neverthe-
less, those can also be seen independently. The advantage of structuring the proposals
in this way is the possible versatility of the use of the sub-proposals.

CONCLUSION

When asked to what extent is the Czech doctrinal framework currently fulfilled, it
was found that is partially accomplished. At the same time, the doctrinal framework
cannot be perceived only in terms of the number of documents contained, but especially
in terms of the contribution it provides to all CAF service members under the current
trends of a modern military.

The method of implementation of the NATO doctrines is executed through the Office
for Defence Standardization, Codification, and Government Quality Assurance Authority
and it can be stated that the AJPs’ implementation into the CAF in the form of a military
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regulation is not optimal. Some suggestions regarding the method of the AJP implemen-
tation into CAF, specifically the proposal regarding the adoption of AJPs in the form of
the full text (NATO STANAG) might be also challenged by legislative rules, that do not
allow the publication of doctrine or regulation in a language other than Czech. Never-
theless, positively should be seen that this approach could eliminate the problem of
coherence of military terminology in national and Alliance documents.

A recent method of coordination of the production of military publications is ensured
by the Coordination Committee as an advisory body of the Chief of the General Staff of
the CAF. Unfortunately, its lack of ability to streamline the process of military publica-
tions development seems to be one of the most pressing issues as was agreed by the
majority of respondents. Negatively can be judged the absence of any motivation system
for those involved in the military publications development as was already proven by
other research.
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The article brings a comparison of the approaches to the strategic defence
analysis (SDA) and developing future Defence Concepts (DFDC) of the
Czech Republic and Norway. The countries are in a different geopolitical
situation, NOR being a country with borders that are part of the outer
border of the Alliance, the Czech Republic being a country surrounded
by three member countries of the Alliance and one PfP country. On the
basis of the comparison of the two approaches, the authors identified
differences and common points of the two. Based on the findings,
the discussion provides inspiration for possible enhancements in the
approach of the Czech Republic to SDA to ensure the future defence
of the country. All that in context of current Security developments in
Europe, that have an impact on how NATO member countries might deal
with Article 3 and Article 5 of the Washington Treaty.

Clanek prindsi srovnani pfistupu ke strategické analyze obrany (SAO)
a rozvoji budoucich koncepci obrany (RBKO) Ceské republiky a Norska.
Staty jsou v odlisné geopolitické situaci, Norsko je statem s hranicemi,
které jsou ¢asti vnéjsi hranice Aliance, Ceské republiky je statem obklo-
penym tfemi ¢lenskymi zemémi a jednou zemi, kterd je soucasti progra-
mu Partnerstvi pro mir. Na zakladé srovnani téchto dvou pfristupl autofi
identifikovali rozdily a spolecné body. Diskuse poskytuje inspiraci pro
mozna roziteni v pristupu Ceské republiky k SAO tak, aby byla v budouc-
nu zajisténa obrana zemé. To vse v kontextu vyvoje soucasné bezpec-
nostni situace v Evropé, ktery ma dopady na to, jak by mohly ¢lenské
zemé NATO pristupovat k ¢lanku 3 a ¢lanku 5 Washingtonské smlouvy.

Analysis; Capabilities; Defence Concept; Scenarios; Wargame.

Analyza; schopnosti; koncept obrany; scénare; valecna hra.
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INTRODUCTION

The fluid nature of the security threats the modern state is facing requires sound,
rigorous, and comprehensive planning for crisis and war under the pressure of profound
insecurity. Therefore, in modern defence policy, formalized long-term planning is essen-
tial to make important organizational and policy decisions on reforms, investments, and
acquisitions. Due to the deteriorating security environment, the debate on defence
planning and its ability to adequately respond to new challenges is intensifying.

According to Henrik Breitenbauch and André Ken Jakobsson?, studying the prepara-
tion of the armed forces of tomorrow is arguably as important as studying the employ-
ment of the existing armed forces of today. To achieve credible deterrence and defence
at reasonable and manageable costs requires a methodological framework, that can of-
fer efficiency in planning.

NATO provides a framework? and methodology? for long term defence planning to
the member countries and also offers frameworks for future defence considerations.

This paper is based on the outcome of a workshop held by the experts on long-term
planning from Norway (NOR) and the Czech Republic (CZE) held in June 2022, where
approaches to (SDA) and to the development of the future defence concepts (DFDC)
were presented and discussed.

This article engages in the academic debate on defence planning by comparing these
two approaches to SDA and DFDC. The authors compare the methodology of NOR and
CZE that have been used to support strategic defence management and offer possibili-
ties to apply best practice in SDA and DFDC.

NOR approach to conducting SDA and DFDC is being published with kind approval
and owing to the contribution of Dr. Glaerum of Norwegian Defence and Research Esta-
blishment. CZE approach to conducting Strategic Defence Analysis and developing Futu-
re Defence Concepts is being published with kind approval and owing to the contribution
of Dr. Baxa.

1 THE CONTEXT AND THE PROBLEM SETTING

In context of current developments of the security environment in Europe driven by
the conflict in Ukraine, analyzing the status of defence and reviewing future defence
concepts have become highly current and urgent topics for European governments.

1 BREITENBAUCH, Henrik and André Ken JAKOBSSON. Defence planning as strategic fact:
introduction. Defence Studies [online]. 2017, 18(3), 253-261 [cit. 2022-09-04]. ISSN 1470-2436.
Available at: doi:10.1080/14702436.2018.1497443.

2 NATO ACT, NATO Defence Planning Process (NDPP)

3 NATO RTO, Handbook on Long Term Defence Planning, 2003, Otawa, Canada ISBN 92-837-1088-3,
available at: ADA414193.pdf (dtic.mil)
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Since the beginning of the agression of the Russian Federation in Ukraine, methodology
of analyzing current status of defence and identifying possible ways to build a resilient
and credible deterrence and defence is getting attention of most of the countries in Eu-
rope as well as on the North American continent.

As Paul K. Davis stated, the basis of well-crafted analysis is to start from reality and
find or create relatively low-resolution analytical models that are appropriately parame-
terized.? The basic tenets of defence planning and analysis were expressed by Enthoven,
the validity of which was confirmed by their reissue in 2005.3 These tenets include:

1) Decisions should be based on explicit criteria of national interest and shared va-

lues, not on compromises between institutional forces.

2) Needs and costs should be considered simultaneously.

3) Major decisions should be made based on choices among explicit, balanced, and

feasible alternatives.

4) The Ministry of Defence (MoD) should have an active analytical staff to provide

relevant data and unbiased perspectives.

5) A multiyear force and financial plan should project the consequences of present

decisions into the future.

6) Open and explicit analysis (including transparent data and assumptions) available

to all parties, should form the basis for major decisions.®

Coherence and support of predictability, efficiency, and effectiveness are features ex-
pected from strategic planning and analysis. On the other hand, analytical methods must
be able to take into account unexpected changes in their analyses. Researchers investi-
gate them to avoid possible failures in strategic analyses. Davis? discusses analytical me-
thods of planning under uncertainty in general but with regard to national security issu-
es. Bracken et al. consider how to avoid strategic surprises in national security matters.2

According to Hrozenskd et al®, a necessary condition for improving the defence
planning system and achieving better defence results is to align the content of planning
documents with realistic financial coverage expected for the defence department.
The next step necessary to achieve better planning results is the creation of a unified

4 DAVIS, Paul K. Capabilities for Joint Analysis in the Department of Defence: Rethinking Support
for Strategic Analysis. Santa Monica, Calif.: RAND Corporation, 2016. ISBN 978-0-8330-9548-0.

5 DAVIS, Paul K. Defence planning when major changes are needed. Defence Studies [online].
2017, 18(3), 374-390 [cit. 2022-09-06]. ISSN 1470-2436. Available at: doi:10.1080/14702436.2
018.1497444.

6 DAVIS, Paul K. Defence planning when major changes are needed. Defence Studies [online].
2017, 18(3), 374-390 [cit. 2022-09-06]. ISSN 1470-2436. Available at: doi:10.1080/14702436.2
018.1497444.

7 DAVIS, Paul K. Capabilities for Joint Analysis in the Department of Defence: Rethinking Support
for Strategic Analysis. Santa Monica, Calif.: RAND Corporation, 2016. ISBN 978-0-8330-9548-0.

8 BRACKEN, Paul, lan BREMMER a David GORDON. Managing Strategic Surprise: Lessons from
Risk Management and Risk Assessment.

9 Hrozenska, B., Cunik, M., Stepanovi¢, D., & Brezina, M. (2020). Postupy obranného planovania
na Ministerstve obrany Slovenskej republiky: Rozvoj obrany — vyzbroj, technika a material;
komunikacné a informacné systémy (2020 ed.). Slovak MoD.
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catalogue of requirements for the development of capabilities needed to fulfil national
defence tasks and international commitments.

According to Breitenbauch and Jakobsson?, academics can collaborate in this effort
with practitioners who have experience with bulding defence strategy at the state bure-
aucracy level. Practitioners involved in research can bring into academic research a sen-
se of reality, and thus enable merging reality with different academic approaches.

The identified problem is that countries have different approach to SDA and to DFDC.
The authors focus in the article on differences in the above-mentioned approach be-
tween CZE and NOR. Both countries are NATO members; NOR makes part of the ou-
ter border of the Alliance; CZE is positioned inside the NATO territory. Since the end
of WWII, the NOR MoD has been maintaining a strong analytical support function for
decision making and solid institutional arrangements. The situation in the CZE MoD is
rather different. After the defence sector transitions from cold war robust military to
professional armed forces and in the same time by consuming a portion of peace di-
vidend during the last tree decades, the analytical support function is relatively week
and the institutional arrangements are subject to further consolidation. As a result, the
Czech Republic lacks a standard system for conducting strategic analysis, including the
implementation of various operational analyses using modern methods and supported
by the appropriate software. Therefore, the quality of the results of the national defence
planning process and the subsequent effectiveness of the development of the Czech
Armed Forces are questionable.

2 RESEARCH DESIGN AND METHODOLOGY

The design of the research was based on a comparative analysis of the CZE and NOR
approach to SDA and DFDC, looking for commonalities and differences. These are two
relatively comparable countries. They face the same security challenges, but in different
geographical locations and with different histories in the Alliance. Norway is a founder
member. The Czech Republic became a member of the Alliance in 1999. Prior to 1990,
the Czech Republic was part of the Eastern bloc.

During the workshop!! in Brno Czech Republic 2022 the two approaches had been
presented and discussed. Comparative analysis by selected criteria followed. Subse-
qguently synthesis has been applied to draw conclusions and identify possibilities for fu-
ture improvements to the current approach to SDA and methodology of CZE DFDC.

10 BREITENBAUCH, Henrik and André Ken JAKOBSSON. Defence planning as strategic fact:
introduction. Defence Studies [online]. 2017, 18(3), 253-261 [cit. 2022-09-04]. ISSN 1470-2436.
Available at: doi:10.1080/14702436.2018.1497443.

11 MELICHAR, Josef, BAXA, Fabian, PETRAS, Zdenék, VYKLICKY, Vladimir, GLAERUM, Sigurd.
Strategic defence analysis and setting the strategy.

24



Vojenské rozhledy ¢. 1/2024 Strategic Defence Analysis

3 COMPARATIVE ANALYSIS OF THE CZE AND NOR METHODOLOGY

The analysis focused on the following criteria for comparison:
Drivers of defence planning and decisions

Defence concepts

Force development concepts

Application of the Armed Forces

Analytical Support to Defence Planning and Decisions

3.1 NOR Approach to Conducting Strategic Defence Analysis
and Developing Future Defence Concepts

Norwegian approach to SDA and DFDC benefits from capabilities and experience of
Norwegian Defence and Research Establishment (FFI) that supports MoD and Chief of
Defence (CHOD) in conducting analyses of threats and challenges to Norwegian Security,
conducting capability analysis, cost studies and concept development?2,

There are two key aspects that drive the defence analysis and defence concepts deve-
lopment: relevance and affordability of the NOR Armed Forces.

Every four years, or based on the developments in the security environment (e.g., Ru-
ssian activities in Ukraine — war in the neighbourhood of NATO), a review of the defence
analysis is carried out. One of the main outputs of Defence analysis is a set of identified
requirements that need to be met in order to ensure defence of the country.

During the defence analysis, several main steps are implemented: Scenario analysis,
Force structure analysis, Gap analysis, and Cost evaluation (see Figure 1). Results may
have an impact on the Level of Ambition so that decision makers can consider what sce-
narios can be handled and what scenarios cannot. For scenarios that cannot be handled,
other solutions need to be identified and addressed.

12 Sigurd Glaerum and Alf Christian Hennum. Analytical Support to Norwegian Long-Term Defence
Planning. Vojenské rozhledy — Czech Military Review, 2016, 25 (Mimoradné Cislo), pp 82-91.
DOI: 10.3849/2336-2995.25.2016.05.082-091. ISSN 1210-3292 (print), 2336- 2995 (on-line).
Available at: www.vojenskerozhledy.cz
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Figure 1: FFI‘s method for defence analysis
Source: FFI

Defence analysis begins with the Security environment analysis to identify potential
future challenges and missions (which enables developing scenario classes) and mor-
phological analysis to identify mission types. For each mission type, there have been
scenarios developed with specification of geography, threat parameters, concept of ope-
ration etc. The scenarios cover the challenges within each mission type. Scenario classes
represent generic scenarios, and scenarios present scenario classes materialized in spe-
cific situation, geography, and conditions. The scenarios have to cover the challenges wi-
thin each mission type. Another important factor that comes into play when identifying
requirements is the Level of Ambition, which might be reconsidered if the requirements
cannot be met and Security challenges are too high.

For developing scenario classes, morphological analysis has been used to provide answers
to four questions related to four elements: Actor, Goal, Method, and Means (see Figure 2)

. Purpose: ACTOR |GOAL |METHOD |WEANS |
-~ Reduce complexily (273°9"6 = 324 State Regime change Military control over all Large scale
solutions) MNorwegian territory military forces
= Extracl meaningful definitions and Non- Change of Military control over Limited military
categories state policies part of Norwegian forces
territory
+  Method: Other gains Deny Norwegian or Irregular
~ Identify consistent solutions: Allied military forces
a) Logically consistent operations
b) Empirically consistent Attack on civilian Organized

*  Result:
— Typology of security challenges

Figure 2: Morphological matrix — example
Source: FFI
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Scenarios developed out of scenario classes represent defence tasks and span of Se-
curity challenges. Based on Scenario clases, scenarios have been developed for specific
defence tasks. Scenarios are reviewed as required in a multidisciplinary effort. Scenarios
are analyzed in a simplified Operations Planning Process with Course of Action (CoA)
analysis, task decomposition, and task analysis. CoA analysis is implemented as a table-
-top exercise or using other methods to analyze and validate CoAs. During CoA analysis,
there are considerations of scenario timelines, Allied reinforcements etc., the scenarios
have been owned by FFI.

One of the major outputs of scenario analysis are Capability requirements as discu-
ssed as well in13 and4. CoA selection in Strategic Assault scenarios is critical as it drives
the majority of requirements. It enables developing assumptions on timelines and as-
sumptions on Allied reinforcements. It is also a part of a concept development study
at FFl. Scenario analysis is followed by Force structure analysis to analyze capabilities
of Force Elements. For every Capability, there is a Yardstick established so that capabi-
lities of each Force Element can be compared to the Yardstick Capabilities. This allows
for comparing capabilities across different platforms and across services. This analysis
is quantitative and uses military judgment, simulations, and calculations. The output of
the Force structure analysis is an overview of capabilities of current and planned Force
structure elements.

Comparing Capability requirements with Capabilities of the Armed Forces allows
identifying Capability Gaps and Capability surpluses. When Capability gaps have been
identified, cost analysis is being implemented to give the possibility to compare estima-
ted costs with estimated budgets. As mentioned above, the results of defence analysis
may lead to a reconsideration of the Level of Ambition.

The process of identifying requirements can be summarised in three steps:

e Security environment analysis to identify potential future challenges and missions,
identify mission types using morphological analysis, and develop scenario classes
that represent the scope of challenges.

e Defining scenarios for each mission type with specific geography, threat parame-
ters, concept of operation etc.

e Appreciating the Level of Ambition to define what scenario classes and what sce-
narios the force structure should be able to handle and to allow considerations on
combinations of simultaneous scenario classes/scenarios.

Scenarios are valuable elements in Norwegian Long-Term Defence Planning, scenari-

os make defence tasks concrete and quantifiable (capability requirements can be quanti-
fied, readiness requirements can be explicit), scenarios are joint and comprehensive (the

13 PROCHAZKA, Josef, MELICHAR, Josef. Methodological Framework for Capability Analysis. In:
The XXIII. International Conference. The Knowledge-Based Organisation, Applied Technical
Sciences and Advanced Military Technologies, Conference Proceedings 3. Sibiu, Rumunsko:
Nicolae Balcescu Land Forces Academy Publishing House, 2017, s. 59-64. ISSN 2451-3113. ISBN
978-973-153-275-2. d0i:10.1515/kbo-2017-0157

14 MELICHAR, Josef. RAMEC PRO PLANOVANI SCHOPNOSTI V PROSTRED{ JEDNOTLIVEHO STATU.
In: Narodna a medzinarodna bezpecnost 2017. Slovensko, Liptovsky Mikulas: Akadémia
ozbrojenych sil generala Milana Rastislava Stefanika, 2017, s. 331-338. ISBN 978-80-8040-551-9.
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NOR Armed Forces are measured against the entire scenario portfolio, capability requi-
rements are not service specific). Scenarios offer a common framework for analyses at
different levels (war gaming, acquisitions, technology studies, concept development) as
discussed as well in15,. The scenario portfolio is a flexible and dynamic tool and has been
developed in cooperation with the Intelligence Service.

Force structure analysis is performed in two steps, review of Force structure elements
and Capability analysis of each Force element. In the first step, all elements of the for-
ce structure are identified, including legacy units and platforms, planned acquisitions /
replacements, and other potential future acquisitions.

In the second step, capabilities of each element are being analyzed, and capacity of
each element relative to yardstick / reference unit is assessed, rough assessment be-
ing produced. Furthermore, Life Cycle costs associated with each element are analyzed,
producing rough estimates. Force structure analysis provides a possibility to perform
quantitative capability analysis, however, it is challenging to assess capabilities across
different platforms / units. Military judgement, simulations and calculations are being
used in support of the analysis.

Multirolling and multitasking are being taken into account as well during Force
structure analysis. Force structure analysis allows quantification of gaps and redundan-
cies, allows for trade-offs across platforms and services, allows comparing ,apples and
oranges’. It needs to be used with caution however, it allows only rough assessment of
relative performance, it will in reality depend on type of scenario, weather conditions
etc. Once the Capability requirements are identified and Force structure elements’ capa-
bilities assessed, a gap analysis can be performed. At this stage, the following elements
are given: capability taxonomy, capability requirements, Level of Ambition (in terms of
scenario classes and scenarios), current force structure development plans and force
structure capabilities. Gap analysis produces quantified capability gaps and redundanci-
es in the short, medium, and long term. Capability gaps represent a major analytical in-
put into the NOR MoD’s long-term planning. FFl uses J-Darts as a tool for implementing,
running, and storing long-term planning analysis.

An important part of the process is cost analysis (see Figure 3) that includes all the
lifetime aspects of the required capabilities. Cost analysis usually covers a long period of
time reflecting the lifetime of the platforms. Conducting cost analysis over e.g. a 20 years
timeline provides possibility to consider challenges related to future need to replace
ageing capabilities or to planned future acquisitions.

15 MELICHAR, Josef. SCENARE, TVORBA, VNITRNi STRUKTURA, SCENARE A BEZPECNOSTNI
HROZBY. Vojenské rozhledy. (Czech Military Review.), 2017, 26 (58)(2), 18-32. ISSN 1210-3292.
IF 0,100. doi:10.3849/2336-2995.26.2017.02.018-032.
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Figure 3: Cost analysis — illustrative example
Source: FFI

There are considerations related to resource requirements necessary to run facilities,
support personnel, and platforms. Increase in the prices of military equipment and esti-
mated development of the defence budget are considered as well to identify potential
future challenges.

The structured approach to long-term planning gives a few advantages; it is exploited
to focus on capabilities instead of platforms, the analysis has a clear audit trail, it is repe-
atable, it points at problem areas in advance, and strategic trade-offs between different
capabilities can be identified. Although this approach is very structured, it can lead to
rigid thinking, tempting to accept this approach as the only approach to long-term de-
fence planning. Thinking outside the box needs to be encouraged in order to find out
if there are other ways to meet potential challenges. Thus, it is important to allow for
a multidimensional approach to defence planning, encourage creativity, and challenge
existing concepts. When using this approach, the focus should be on achieving balance
between tasks, budgets, and force structure.

3.1.1 Concept Development

Concept development aims at achieving effective deterrence as one of the crucial
defence concepts, the assumption being that the initial efforts must be handled by nati-
onal Armed Forces. The deterrence presented as ,Extended deterrence’ has three goals:
denying the adversary to achieve his objectives, keeping the fight going, and providing
support to the host nation. According to FFI, NOR focuses on operational deterrence,
that is, denying the attacker the ability to achieve his operational objectives. This con-
cept exploits the capabilities that can be used from distance, saving the force.

Concept development has been conducted as an interdisciplinary study, using war-
gaming, tabletop discussions to test the force structure, explore new technologies, and
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tactical concepts. Concept development results in number of potential defence con-
cepts eg. strategic deterrence, Control, Tripwire, Operational deterrence etc., one of the
concepts is taken as a lead concept and the rest are maintained as alternative defence
concepts.

3.1.2 Strategic Defence Analysis

Strategic defence analysis was launched in 2021 as a project to advise the NOR CHOD
on the strategic development of the NOR Armed Forces. The project output is an annual
report, which comprises results of the research activities of FFI. A yearly report is pro-
duced as a classified report that informs on the Security environment, the status of the
NOR Armed Forces, and brings selected strategic themes and specific advice based on
the results of the analysis. Part of the project is a Project Advisory Board that meets four
times a year and provides a place for strategic discussions. The content of the defence
analysis comprises of scenarios, defence concepts, and strategic risk analysis, the main
output being the Annual Report.

Part of the analysis is also program called ,Tech Watch” to monitor technological
trends, identify promising technologies, and look at what concepts these technologies
might make possible.

3.2 CZE Approach to Conducting Strategic Defence Analysis
and Developing Future Defence Concepts

CZE approach to SDA and DFDC lacks systemic, long term and comprehensive ana-
lytical support as well as there is no analytical body, that would be providing analytical
support to CZE MoD on regular basis. Analytical support is provided by researchers of
CSMSS on an ad hoc bases by the requirements of CZE MoD and General Staff of the
Army. Analytical support required by the MOD is provided usually during the develop-
ment or during the update of strategic conceptual documents.

Purpose and Areas of Strategic Defence-Oriented Analysis

Regarding strategic analysis itself, in accordance with the theory of management, ana-
lysis is considered as the first function of any planning, and planning as such is thought as
the first function of management in general.

3.2.1 Concept of defence of the Czech Republic

The concept of national defence planning is defined by Czech national legislation and
is elaborated in a hierarchy of conceptual and strategic documents. These are published,
among others, in the Capability Planning Methodology of the Ministry of Defence.1¢ The
basic planning document of the Ministry of Defence is Defence Minister Order (DMO)
66/2012 - Planning of activities and development in the Ministry of Defence. The Capabi-
lity Planning Methodology in the Department of Defence defines the National Capability

16 MO. 2021. Metodika planovani schopnosti v rezortu MO. Praha.

30



Vojenské rozhledy ¢. 1/2024 Strategic Defence Analysis

Planning Model. It describes the processes and sub-processes for planning, achieving,
sustaining and sustaining capabilities.1? This concept of defence, together with related
legislation and the document hierarchy, is subject to internal analysis as well as external
analysis. The external analysis is conducted at two levels, at which the defence as one of
the state functions is analyzed among other state functions, analysis of the the intra-sta-
te environment, and international environment analysis. In all three cases (conceptual
document analysis, intra-state environment analysis, international environment analy-
sis), the current situation has been analyzed together with trends of current and possible
future development in the intra-state and international environment.

Figure 4 illustrates the three levels of internal and external analysis together with
the hierarchy of conceptual and strategic documents. These concepts and strategies are
defence oriented, and they are divided into defence documents approved by the CZE
Government and individual forces, services, and support of the CZE armed forces docu-
ments approved by the Chief of Defence. At the time of writing the article a new contri-
bution to the existing family of defence concepts: ,Future warfighting concept’ was being
in process of drafting and it is expected to provide a significant cornerstone to defence
planning.

Content analysis of defence oriented strategic documents

External
emnror_ament National environment in general
- Security . .
- Operational National defence environment
Defence related state level management
| Setsof | Defence related concepts Armed forces related
e | s | concepts
scenarios |
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Figure 4: External Areas of strategic analysis of the defence at the Czech Republic level
Source: CSMSS

The reason for this strategic analysis is to recognise whether the legislation and re-
lated documents cover current security and operational situation in the world with
their trends satisfactorily and, if necessary, to aim and launch their regular or irregular
revisions.

17 |bid, Ref. 15.

31



Vojenské rozhledy ¢. 1/2024 Strategic Defence Analysis

3.2.2 Analysis of the External Defence Environment

The analysis examines information from international and national sources (NATO,
EU, and partly other organisations of which CZE is a member). As far as national sources
of information are concerned, valuable sources of information are intelligence services,
universities and their research capacities, other ministries and their sources, together
with national think tanks oriented on security issues. From the methodology point
of view, external environment analysis takes advantage of factor analysis in PESTLE®
structure and its‘ variants, as well as the PMESII system analysis with its PMESII-M12 vari-
ant. Analytical teams during the external environment analysis address possible develo-
pments usually from 10 to 15 years into the future. To come up with reasonable outputs,
analytical teams work with linear and non-linear extrapolation together with other pro-
gnostic methods (Trend Impact Analysis, Futures Wheel, Scenarios etc.)20 and?!. When
working with scenarios, concurrency of scenarios has been considered, as well as an
important factor for improving Strategic Defence Concepts. Results of external environ-
ment analyses provide inputs into capability planning that includes considerations of
technological development’s impact on capabilities.22

3.2.3 Internal Defence Environment Analysis

The functional analysis tool DOTMLPFI23 is the most frequently used instrument and
support tool?4. Internal environment analysis works with peace and crisis time esta-
blishment in four categories such as C3 (Command, Control, and Communication), com-
bat forces, support, and service support elements. Information for internal strategic
analysis has been obtained from international sources, such as NATO country assess-
ment and national government evaluation reports with similar documents elaborated by
other state-level audit organisations, CZE MoD auditions and inspections, and internal
Armed Forces analysis.

18 PESTLE — Political, Economic, Social, Technological, Legal and Environmental.

19 PMESII-M — Political, Military, Economic, Social, Information, Infrastructure and Military.

20 MELICHAR, Josef. SCENARE, TVORBA, VNITRNI STRUKTURA, SCENARE A BEZPECNOSTNI
HROZBY. Vojenské rozhledy. (Czech Military Review.), 2017, 26 (58)(2), 18-32. ISSN 1210-3292.
IF 0,100. doi:10.3849/2336-2995.26.2017.02.018-032

21 FUCIK, Jakub, MELICHAR, Josef, KOLKUS, Jaroslav, PROCHAZKA, Josef. Military Technology
Evolution Assessment under Growing Uncertainty and Complexity: Methodological Framework
for Alternative Futures. In: Proceedings of the 2017 International Conference on Military
Technologies. Piscataway, NJ 08854-4141 USA: Institute of Electrical and Electronics Engineers
Inc., 2017, s. 682-689. ISBN 978-1-5386-1988-9. doi:10.1109/MILTECHS.2017.7988844

22 FRANK, Libor, FUCIK, Jakub, BAXA, Fabian, PROCHAZKA, Josef. Technological Development:
Implications for the Capabilities of the Czech Armed Forces 2020. [studie]. Brno: University of
Defence, 2021, 26 p. ISBN 978-80-7582-377-9.

23 Doctrine, Organization, Training, Material, Leadership, Personnel, Facilities and Interoperability.

24 BAXA, Fabian, MELICHAR, Josef, PETRAS, Zden&k, PROCHAZKA, Josef, PROCHAZKA, Dalibor,
MICANEK, Frantiek. Obranné pldnovdni - pldnovdni za nejistoty. Praha: Ministerstvo obrany
CR, 2018. 139 s. ISBN 978-80-7278-710-4.

32



Vojenské rozhledy ¢. 1/2024 Strategic Defence Analysis

3.2.4 Defence Management Analysis

The defence management analysis is focused on completeness and sufficiency of
responsibilities of ministries and state organisations to cover all present and possible
future threats menacing contemporary and expected future state interests as well as
common interests within international organisations, which is CZE a member state. Sub-
ject of the defence management analysis, i.a.w. the theory of systems, are also links and
relations among elements of the state defence system at all levels. Therefore, distribu-
tion of responsibilities and if the responsibilities cover all defence related duties based
in legislation, as well as conduct of the duties is a matter of the defence management
analysis.

In addition to legislation, international and national laws and obligations with internal
contracts are also subject to content analysis. The validity of obtained analytical results
should be tested by other analytical methods, one of which might be a specific wargame.
This method is possible to use to test the degree of preparation of the defence system of
the entire country, including the preparation of related personnel together with existing
documentation. Wargame is also suitable to test the validity of defence-oriented con-
cepts and strategies, as well as suitability of selected concurrencies of scenarios.

3.2.5 Executive Elements Analysis

Necessarily, the strategic analysis of the state defence systems has also to be focused
on the executive elements of this system. In the CZE, the defence system includes Armed
Forces, central state bodies with ministries, and regional and local bodies responsible
for carrying out defence-oriented measures. There are also selected commercial organi-
sations, national or international, having legal obligations within the state defence sys-
tem. There are as well companies from the defence industry and companies oriented on
transport, logistics, medical services, Communication Information Systems, e.t.c.

Concerning the preparation of the Armed Forces, they are regularly tested via a se-
ries of a variety of exercises conducted at all levels, national and international. Analy-
sis of the preparation of state bodies together with their regional and local partners
to fulfil their defence-oriented responsibilities explores results from specific exercises.
Concerning commercial organisations, the analysis of their preparation to satisfy their
obligations is focused on the substantiality of signed contracts and the analysis of their
economic and technological viability.

3.2.6 Resources Analysis

Important part of the strategic analysis of the state defence system is aimed at the
availability of necessary resources in peace and during crises as experimentaly tested
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inZ> and26 . The demographics of the Czech population and its part that is mentally and
physically suitable for military service are analyzed. The specific subject to the analysis is
the CZE Armed Forces in their peacetime size, which should be able to perform their pe-
acetime tasks and can be supported by a budget with target of 2 % of GDP. From a long-
-term perspective, the CZE Armed Forces should be able to meet the distribution ratio of
the defence budget as follows: 50 % mandatory costs, 30 % operational costs, and 20 %
investments. Concerning the crisis-time size of the CZE Armed Forces, the numbers and
availability of trained active reserves and the ability to build the CZE Armed Forces into
their full size on time, with the necessary quality and quantity required by current and
potential future armed conflicts, have also been analyzed.

Similarly, the ability of the Czech population to generate enough suitable personnel
for the CZE Armed Forces to replace possible losses together with the ability of the CZE
Armed Forces to prepare these personnel on time has also been analyzed.

The material resources necessary for the state defence system to create conditions
for functioning during times of crisis are also subject to the strategic analysis. This ana-
lysis includes the sufficiency of resources together with the necessary raw materials and
infrastructure for the required activities of the CZE Armed Forces, minimal functionality
of the state bodies at all levels, the protection of population, and the necessary functio-
nality of the economy including industry, mainly a defence-oriented sector.

4 COMPARATIVE ANALYSIS — FINDINGS

A comparison of selected parameters is presented in Table 1 to bring a comparative
picture of possible approaches to SDA and DFDC in context of the Alliance Defence archi-
tecture and principle of Collective defence.

Table 1: Comparison of selected parameters
Source: CSMSS

Comparison Norway Czech Republic

Major geo-political data

Land total 385 155 km? 78 866 km?
Population 5 488 98412] (2022) 10526 937 (2022)12]

25 HODICKY, Jan, PROCHAZKA, Dalibor, BAXA, Fabian, MELICHAR, Josef, KRIZEK, Petr, KREJCIK,
Milan, MAREK, Milan. Analytickd vdlecnd hra - experimentdlni ovéreni konceptu. [studie]. Brno,
Univerzita obrany: 2019, 54 s.

26 HODICKY, Jan, PROCHAZKA, Dalibor, BAXA, Fabian, MELICHAR, Josef, KREJCIK, Milan, KRIZEK,
Petr, STODOLA, Petr, DROZD, Jan. Computer Assisted Wargame for Military Capability-Based
Planning. Entropy, 2020, 22(8), 861. ISSN 1099-4300. IF 2,524. doi:10.3390/e22080861
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Geopolitical status

Alliance member state with outer
border of the Alliance.

Alliance member bordering other
Alliance member states.

Drivers of defence planning and deci

isions

Threat and vulnerability
perceptions

Based on geo-political position
(threat next door)

Geo-political position percieved
as guarantee of collective security
(surrounded by member countries)

Competition

Challenge for national interrests

Challenge for economic sustainability
(EU policy vs. National interrests)

Economy

Supports defence planning and decisions

Economy drives defence
planning and decisions

Defence concepts

Focus of Defence planning

Capabilities for own Defence

Capability Targets for NATO

Defence orientation
(Collective defence,
National defence)

National defence has priority

National defence is based strongly
on Collective defence

Defence concepts

Number of own defence concepts linked to
Collective defence concept and strategy

Colective defence concept prevailing

Prioritised defence
concepts

Operational Deterrence

Collective Defence

Force development concepts

Force development
planning

Capability based

In majority driven by available
defence budget

Major driver of force
development planning

National interrests

Collective defence (Capability targets)

Application of the Armed forces

Operational tasks

Armed Forces applied to operational tasks

Armed Forces applied to operational tasks

Non-operational tasks

No application of the armed
forces (designed for war)

Armed forces applied to non-
operational tasks, support of the
Armed forces to the Integrated Rescue
System based in Legal architecture

Analytical support to defence planning an

d decisions

Concept of analytical
support

Analytical support provided by FFI

Analytical support provided by ad-hoc
built teams on demand (personnel
from CSMSS, General staff of the
Armed forces and the MoD)

Exploiting scenarios

Routine

Not as a principal basis for srategic
analyses and defence planning

Situations and tasks
covered by scenarios

Operational situations and tasks

Non-Military Crises, Operational situations
and tasks related to Collective Defence

Ownership of scenarios

FFI (fully developed scenarios)

MoD (outlined draft scenarios)

Exploiting wargaming

Routine, variety of wargames,
long tradition of wargaming

No routine established, random use of
seminar wargames with free rules

Exploiting software
support

J-Darts

No SW models designed
for defence planning

Table 1: presents a comparison of the two selected countries and indicates some major differences.
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The CZE approach is predominantly driven by the collective defence as a mechanism
to ensure protection of national interrests. The elevated emphasis on Collective defen-
ce brings allong as well other characteristics of CZE SDA and DFDC, steering defence
planning onto Capability targets for NATO Collective defence, leaving behind building
own defence concepts. Although the CZE Armed forces are designed for employment
in operational situations, they have been so far employed regularly only during non-
-military crises (e.g., Disaster Relief Operations) in support of IRS?? which is enshrined
in CZE law.

Analytical support for CZE Defence planning and decision making is merely in its infan-
cy. There are analytics exploited during defence planning, however, it lacks systemic app-
roach, and there is no organization dedicated to long-term and comprehensive analytical
support to defence planning and defence related decisions. CZE deals with this issue on
ad hoc built expert teams consisting of the CSMSS researchers and the experts from
respective sections of the CZE MoD. One of the shortcomings of the CZE approach is the
high turnover of mostly military experts in the sections of the General Staff from which
the experts are delegated. NOR exersises a long tradition in solid and well established
analytical support to the NOR defence planning and decision making.

,Operational Deterrence’ has been prioritized as NOR defence concept. NOR defence
concepts are designed to defend national interests with Collective defence as a seconda-
ry customer for building capabilities. Collective defence and deterrence is prirotized CZE
defence concept. NOR prioritizes national defence, CZE supports nearly solely Collective
defence concept, building capabilities to meet Capability targets requirements.

NOR uses a NATO-developed software tool (J-Darts) for the defence planning pur-
poses that can work with scenarios, mission types, Level of Ambition, force elements,
generate requirements, generate/optimise force structure, while CZE during the time of
conducting the study and drafting the article was not using any comprehensive analytical
tool or specialised SW tools to support defence planning in a long term.

5 DISCUSSSION AND RECOMMENDATIONS

The defence of the country and related tasks are predominantly dedicated to the
Armed Forces that are designed to deal with operational issues and with the Armed For-
ces of potential oponents. In preparation for possible future developments and security
crises that require use of military instrument of power to defend national interrests, ana-
lyses, scenarios, and wargaming have proven to be valuable and indispensable elements.

Analytical support to defence planning has a long history in NOR and has been pro-
vided by a dedicated organisation (FFI). In CZE CSMSS owns limited analytical capabili-
ty and stands on three pillars: education, research, and expert advice. In CZE there is
no comprehensive analytical architecture to support defence planning, while in NOR
this has been provided by FFI. FFI‘s analytical support includes providing analyses, using

27 |RS — Integrated Rescue System
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analytical software tools, exploiting scenarios, and wargaming. CSMSS’s analytical supp-
ort represents providing security environment and operational environment analyses on
an annual basis, strategic document analyses, participation in Armed forces analyses,
on Armed forces development concept, Future warfighting concept, Capability planning
concept, and other conceptual documents. Based on the three pillar architecture of
CSMSS, the defence planning support efforts are fragmented and do not ensure com-
prehensive lasting and personnel - backed analytical capability.

Scenarios used in support of development of the NOR Armed Forces are based on
security environment analysis and defence tasks that are supposed to be executed by
the Armed Forces. These scenarios describe situations that are related to the defence
of the country, FFl as the owner of scenarios does not exploit non-military crises (e.g.
natural disasters, migration crisis etc.) for developing scenarios. Scenarios for expected
employment of Armed forces used within the CZE MoD cover also non-military crises,
and the CZE Armed Forces are employed in support of the CZE Ministry of Interior (Mol)
during these crises. This means that elements of combat units and Military Police gene-
rally contribute to executing specific tasks during non-military crises that impact the le-
vel of combat training and combat readiness of units. CZE Scenarios are non-elaborated
outline scenarios.

Wargaming as a tool for analysing potential military crises, generating capability re-
quirements, enabling discovery of own weaknesses, saving resources (human, materiel,
and financial), and preventing mistakes and failures in real conflicts has been firmly in-
corporated in the FFI’s analytical toolbox. Wargaming in CZE is in its infancy and requires
a strong and sustained effort to bring it to the comprehensive level that will bring bene-
fits to CZE defence planning and to the Armed Forces.

The comparison of the two approaches leads to the following recommendations:

e Create or dedicate an organization or part of it solely to providing ful-scale analyti-

cal support to the MoD (e.g., Analytical department within CSMSS);

e Build a Wargaming capability within the General Staff and the CZE CSMSS as a part
of its analytical capability;

e Build up and exploit the force and cost modelling and simulation capabilities of the
CZE MoD and General Staff, supported by Training Command — Military Academy
(TC-MA) for building comprehensive analytical capability to include analyses, war-
gaming, and modelling&simulation, all that within the overall defence planning
system;

e Consider acquiring J-Darts as an option to enhance TC-MA’s modelling&simulation
capability;

e Design wargaming courses for strategic and operational levels and incorporate
wargaming into career courses.

CONCLUSION

The comparison was carried out using five broad criteria (drivers of defence planning
and decisions, defence concepts, force development concepts, application of the Armed
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forces, and analytical support to defence planning and decisions) pointing out following
most significant differences.

NOR places at first place national defence that is nested in context of collective de-
fence while CZE designs national defence primarily by the concept of collective defence
and deterrence, which indicates that it may lead to over-relying on collective defence and
weakening own national defence.

The NOR force development concept is capability — based and related to national de-
fence, while the CZE force development concept is centred around capability targets for
NATOQ'’s collective defence being significantly budget-driven.

NOR uses for non-military crises their Home Guard that is available through the mobi-
lization process, combat force is designed and applied only to operational. NOR combat
forces can, however, provide capabilities during non-military crises if they are suitable and
available. CZE applies the Armed forces to non-military crises as a support to CZE IRS.

NOR exploits FFI as an institution dedicated to analytical support to the MoD with long —
standing and comprehensive analytical capabilities. CZE has CSMSS as part of CZE Defence
university that stands on three pillars: education, research and expert advice. CSMSS contri-
butes on demand to ad-hoc designed working groups, providing analytical capability and ex-
pert advice. CSMSS support to the MoD is required in most cases during updating conceptual
documents (Armed forces development concept, Capability planning concept etc.).

Improving and consolidating comprehensive analytical capability within CSMSS to inclu-
de wargaming capability, and modelling&simulation capability appears to be one of the
essential imperatives for improvement of defence planning effectiveness and efficiency.

The objective of the article was two-fold, to present the differences between NOR and
CZE approach to SDA and DFDS, identify room for improvement for CZE, and to provoke
a discussion about presented topics. If the discussions take place, the objective has been
achieved.
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This study deconstructs the concept of active measures through the prism
of information influence. It understands it as sophisticated methods of
influencing public opinion and political decisions, originally used by the
Soviet Union and now adapted to cyberspace by the Russian Federation.
In the analysis, the concept is contrasted with the general abstraction of
information influence. This helps to better understand the proximity of
active measures to similar concepts. We conclude that abstractions of
information influence are also valid for conceptual understanding and
practical examples of contemporary Russian active measures. Active
measures are subsidiary to information influence, serving as tactical
means to achieve the latter’s strategic goals. Furthermore, the author
states that the information environment is the operational theatre for
active operations, cyber operations can be its manifestation, information
operations support as a key component of a broader information
operations strategy, and psychological operations are its critical element.

Studie dekonstruuje koncept aktivnich opatfeni prizmatem informacniho
vlivu. Chape jej jako sofistikované metody ovliviiovani vefejného miné-
ni a politickych rozhodnuti, které plvodné pouzival Sovétsky svaz a jez
Ruska federace pfizplsobila kyberprostoru. V analyze je tento koncept
konfrontovdn s obecnymi abstrakcemi informacniho vlivu s cilem Iépe
pochopit vztah aktivnich opatfeni a podobnych konceptl. Autorka do-
chazi k zavéru, Ze abstrakce informacniho vlivu jsou platné i pro kon-
ceptudlni pochopeni a praktické priklady soucasnych ruskych aktivnich
opatreni. Aktivni opatreni jsou vici informacnimu ovliviiovani subsidiar-
ni a slouZi jako takticky prostfedek k dosazeni strategickych cild druhého
jmenovaného.

Information Influence; Active Measures; Russian Federation.

Informacni vliv; aktivni opatteni; Ruska federace.
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INTRODUCTION

Many concepts framing contemporary information influence activities are used by
academics, journalists, and experts. There is a need to differentiate them and produce
a basis for a better understanding of the topic, which is taking practical form essentially
by Russian Federation malicious information influences. The need for research on the
topic increased with the events of the Ukrainian Euromaidan in 2013, the subsequent
Russian occupation of the eastern parts of the country and the Crimean Peninsula, and
the occupation of Ukraine in 2022. In 2012, Russia transferred part of the warfare to
cyberspace. In the following years, attackers used malicious cyber and information ope-
rations in Ukraine, the Baltics, Central Europe, the so-called West, and the US.

In recent years, Russian malicious information influences have remained the same.
On the contrary, they have become a daily reality, and the procedures against them have
reached actual institutional measures in Europe (task forces, legal actions, new scientific,
intelligent, and offensive institutions, etc.). To create them and make them effective, it
is necessary to continue the pursuit of scientific knowledge and to constantly adapt re-
search to the new technologies used by attackers in the dynamically developing sphere
of cyberspace.

The main goal of informational influence is to gain an advantage, exploiting the oppo-
nent’s weaknesses. The influence process is based on intelligence gathering and analysis,
dissemination, and emphasis of false and misleading information, as well as planning,
command, and policy decision-making. Information influence can occur anywhere on
the spectrum of war and peace.

In this context, we often encounter concepts and approaches such as information
or hybrid warfare, information operations, disinformation, fake news, weaponization
of information, grey zone warfare, or active measures. Miah Hammond-Errey discusses
information influence as a general construct under which most concepts can be subsu-
med.! The authors developed a conceptual framework that highlights the relationships
between these concepts and provides a better understanding of information influence
in society’s information environment. This paper analyses the last-mentioned concept —
active measures — in the context of information influence with the objective of a more
profound understanding of both concepts in society’s information environment.

Soviet Russia first used active measures in the 1920s. However, they are still used
today in response to the geopolitical structure of the contemporary world, the domestic
situation in Russia, and Russia’s defence capabilities. This information influence model
aims to erect barriers between nations, cultures, economies, states, identities, mino-
rities, and individuals. The media, politicians, or parties, cultural or religious groups,
the military, the economic world, and especially the intelligence agencies are the most
frequent actors of active measures. Active measures, currently primarily implemented

1 HAMMOND-ERREY, Miah. 2019. Understanding and Assessing Information Influence and Foreign
Interference. Journal of Information Warfare. roc. 18, ¢. 1., s. 1-23.
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by transferring measures into cyberspace, benefit significantly from technological
improvements.

Finding a concise definition of active measures is a complex undertaking. At best,
attempts at defining active measures are descriptive; many are contradictory, and those
that aren’t contradictory are rarely consistent. These predominantly reflect the recollec-
tions and historical accounts of Soviet intelligence defectors, CIA (Central Intelligence
Agency) and FBI (Federal Bureau of Investigation) operatives (past and present), congre-
ssional inquiries and investigations, and scholarly interpretations. A standard open-sour-
ce definition for active measures does not exist.

The tradition of the Russian intelligence agencies and its political and strategic culture
constituted active measures. Active measures generally alternate between open (white)
propaganda and terrorism; its scope is broad. Its conceptual proximity is recognizable to
hybrid warfare, where active measures can be understood as a source for contemporary
debate about hybrid warfare. Also, we see relative proximity with the destructive refle-
xive control concept, which describes Antti Vasara’s model?. This method targets the
decision-makers’s command and control systems, plans, and staff processes; it takes the
forms of maskirovka, disrupting or degrading communications and keeping authorities
confused about intentions’ true scope and limits.

1 RESEARCH GOALS, QUESTIONS, AND METHODOLOGY

The study aims to explain and deconstruct the concept of active measures through
the lenses of information influence. The article is conceived as an overview study. The
research aims at a deeper conceptual understanding of the issue of active measures.
The research design is based primarily on working with the literature, where individual
descriptions of concepts are compared to answer the research question.

Since the thesis operates with concepts such as information or hybrid warfare, psy-
chological operation or influence operations, the author will primarily operate with NA-
TO’s understanding of concepts. At the same time, it will be supplemented with informa-
tion from the academic literature.

In the case of the concept of information influence, the author uses a conceptual
basis from Mustonen-Ollila, Lehto, and Heikkonen3. Their research concludes that in-
formation influence is a complex phenomenon that involves various interrelated con-
cepts. The authors developed a conceptual framework that highlights the relationships
between similar concepts and provides a better understanding of information influence.

2 VASARA, Antti. 2020. Theory of Reflexive Control: Origins, Evolution and Application in the Framework
of Contemporary Russian Military Strategy. Finnish Defence Studies. Helsinki, Finland: National Defense
University.

3 MUSTONEN-OLLILA, E, MJ LEHTO, and J HEIKKONEN. “Information Influence in Society’s Information
Environment: An Empirical Analysis Using the Grounded Theory.” Journal of Information Warfare 19, no.
4 (2020): 70-88. https://www.jstor.org/stable/27033646
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The working hypothesis argues that information influence is a general construct under
which the concept of active measures can be subsumed.

For active measures deconstruction, the author uses practical examples and available
theoretical data from well-established authors.

We ask the following research questions:

In which abstractions does concept of active measures meets with concept of infor-
mation influence?

What is the relationship of the active measures concept with similar and interrelated
concepts?

A working conceptualization of the active measures is needed for the study. The
author proposes it at the end of the following part, which focuses on active measures
literature review, history, and characteristics.

The analysis focuses on the contemporary practice of active measures, which is taking
place primarily in cyberspace. The author chooses this approach because of the definiti-
on of information influence, which is also focused on cyberspace. The aim is to compare
compatible data.

Limitations of the Study

Since the author combines military terminology presented especially by NATO and
academic sources, slide discrepancies between understanding of particular concepts
might appear. NATO’s approach is practical and aimed at enhancing operational effici-
ency and strategic decision-making. In contrast, academic research explores the broader
implications of information systems, seeking to understand and improve the interface
between technology and users in various contexts. The author stresses them and tries to
find a synthesis to eliminate these issues.

2 LITERATURE REVIEW ON ACTIVE MEASURES

When going into more profound history, active measures are explained in a series
of books by former and later defected agent Ladislav Bittman* and an expert text by

4 BITTMAN, Ladislav. 1972. The Deception Game: Czechoslovak intelligence in Soviet political warfare by
Ladislav Bittman. Syracuse University Research Corp.; BITTMAN, Ladislav. 1981. The Deception Game. New
York: Ballantine Books.; BITTMAN, Ladislav. 1985. The KGB and Soviet disinformation: an insider’s view.
Washington: Pergamon-Brassey’s.; BITTMAN, Ladislav. 1992. SpiondzZni oprdtky. Praha: Mlada fronta.;
BITTMAN, Ladislav. 2000. Mezindrodni dezinformace. Praha: Mlada fronta.
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Dennis Kux3, the first chairman of the Active Measures Task Force (Active Measures Wor-
king Group) under the administration of US President Ronald Reagan. Kux conceptualizes
types of operations under active measures and divides them according to severity and
legality into white, grey and black. Jolanta Darczewska® summarises the historical under-
standing of active measures in the context of contemporary scientific debate, focusing
in particular on Dennis Kux’s ideas’. Authors Kragh and Asberg® examine the narratives
employed by Russian active measures in Sweden in the Journal of Strategic Studies, and
finally, the author of this paper and Jan Hanzelka, writing in the Slovak journal Political
Science, compare the Russian approach to applying active measures against three Euro-
pean Union countries with different political, cultural, historical, and economic realities.?
We may also locate an article by Martin Slavik in the same journal that examines how
the Czechoslovak StB (Statni bezpecnost — State Security Service) operates within the
context of active measures.10

Thomas Rid!! and Olga Bertelsen!? are two additional modern authors who target
readers outside of academia with their works. The 2020 book by Thomas Rid, which
chronicles the history of Soviet and, more recently, Russian active measures, includes
some examples of active measures currently being used in cyberspace. However, the
book is written with a readership other than professionals in mind and sometimes reads
like fiction when describing specific incidents.

Stephanie K. Whittle!3 took a similar approach to active measures study as this pa-
per does. In her thesis from 2015, she compares active measures with the current US
doctrinal framework of Unconventional Warfare to develop a better understanding of an
irregular strategy increasingly evident in the contemporary operational environment on
the part of both state and non-state adversaries.

5 KUX, Dennis. 1985. “Soviet and Disinformation: Overview and Assessment”. The US Army War College
Quarterly, vol. 15, no. 1. Available from: https://press.armywarcollege.edu/parameters/vol15/iss1/17/.
Laurelle, Marlene. 2015. The“Russian World” Russia’s Soft Power and Geopolitical Imagination. Center on
Global Interests.

6 DARCZEWSKA, Jolanta. 2018. “Active measures as the Russian hybrid aggression in a retrospect. Chosen
aspects”. Przeglqd Bezpieczenstwa Wewnetrznego, vol. 18, no. 10, pp. 244-265.

7 KUX 1985; ref. 5.
8 KRAGHM, Martin a Sebastian ASBERG. 2017. “Russia’s strategy for influence through

public diplomacy and active measures: the Swedish case. Journal of Strategic Studies,
vol. 40, no. 6, pp. 773-816. https://doi.org/10.1080/01402390.2016.1273830.

9 PAVLIKOVA, Miroslava a Jan HANZELKA. 2019 ,Nastroje ruskych aktivnich opatfeni ve vybranych zemich
EU”. Politické vedy. Banska Bystrica: Fakulta politickych vied a medzinarodnych vztahov UMB Banska
Bystrica, vol. 22, no. 1, pp. 108-131.

10 SLAVIK, Martin. 2020. “Ku korefiom dnesnych dezinformaénych kampani. Aktivne opatrenia rozviedky
komunistického Ceskoslovenska”. Politické vedy, vol. 23, no. 1, pp. 178-201.

11 RID, Thomas. 2020. Active Measures: The Secret History of Disinformation and Political Warfare. London:
Farrar, Straus and Giroux.

12 BERTELSEN, Olga ed. 2021. Russian Active Measures — Yesterday, Today, Tomorrow. ibidem Press .

13 WHITTLE, Stephanie K. 2015. Conquest from Within: A Comparative Analysis between Soviet Active
Measures and United States Unconventional Warfare Doctrine. US Army Command and General Staff
College Fort Leavenworth.
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The fundamental limits in the resource base are based on the need for official Russian
documents focusing on active measures. Denial and manipulation are essential com-
ponents of active measures. Thus, the author can assume that a significant part of the
current active measures comprises secret information and secret service activities. Aca-
demics do not have access to sources of a classified nature. The current clandestine na-
ture of operations is understandable, but even the KGB (Komitet Gosudarstvennoy Bezo-
pasnosti - Committee for State Security), the leading measures organization in the past,
has not opened its most secret archives.1* Furthermore, it is also necessary to perceive
shortcomings in the resource base on the part of Western sources, as some operations
that can be classified as active measures are visible only to the secret services. According
to the current discussion in intelligence studies, access to relevant government data, the
institutionalization of intelligence studies at a higher level, periodic scientific meetings,
and closer links between science and research and practitioners could be solutions.13

3 DEFINING ACTIVE MEASURES

The individual characteristic variables do not change over time; they merely adapt to
new possibilities brought about by technological developments, especially in cyberspace.

Active measures combine overt and covert techniques that represent a sophisticated
system of Russian ways to influence public opinion to further domestic and international
objectives. The methods used to accomplish these objectives target the fundamental
flaws in Western democracies, such as freedom of speech and open society, as well as
the West’s most crucial defensive measure, notably Article 5 of the Washington Treaty.16
Whittle!? operations have a subversive character; they aim to weaken the West, to drive
wedges in the Western community alliances of all sorts, particularly NATO, to sow dis-
cord among allies, and to weaken the United States in the eyes of the people of Europe,
Asia, Africa, Latin America, and thus to prepare the ground in case the war occurs.

The most thorough definition of active measures was initially published in the KG-
B’s counterintelligence lexicon (Komitet Gosudarstvennoy Bezopasnosti, or Committee
for State Security).18 If we shorten it, it only refers to active measures regarding KGB ope-
rations, namely, processes to foresee the opponent’s moves and prevent his subversive
actions from being used offensively. These actions use obfuscation and disinformation,

14 RID 2020: 364; ref. 11

15 VAN PUYVELDE, Damien, WIRTZ, James J, HOLEINDRE, Jean{-Vincent, pUDET, Benjamin, BAR-JOSEPH URI,
Kotani, KEN, Matei, FLORINA Cristiana and Antonio M DIAZ FERNANDEZ. 2020. “Comparing National
Approaches to the Study of Intelligence”. International Studies Perspectives, vol. 21, no. 3, pp. 298-337.

16 GALEQTTI, Mark. 2019. “Active Measures: Russia’s Covert Geopolitical Operations”. George C. Marshall
European Center For Security Studies, no. 31. Available from: https://www.marshallcenter.org/en/
publications/security-insights/active-measures-russias- covert-geopolitical-operations-0.

17 WHITTLE 2015, ref. 13.

18 NIKITCHENKO, V. F. et al., eds. Kontrrazvedyvatelnyjj slovar KGB. 1972. Moskva, SSSR.; DARCZEWSKA 2018:
252; ref 6.
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as well as the locations of agents within the inner sanctum of the adversary. According
to former KGB operative Vasily Mitrokhin, the concept of active measures is broader. It
includes acts intended to influence the opponent’s political life and foreign policy, misle-
ading him, undermining his position, or sabotaging his objectives.1?

In addition to the limited number of dictionary explanations available, a source of
Information on Soviet active measures is the testimony of Ladislav Bittman, a former
Czechoslovak State Security agent with a practical focus on active measures, compiled
in several volumes (1972, 1981, 1985, 1992, 2000), who in 1968, he moved to the West.
Bittman defines active measures as political, military and economic disinformation and
covert actions designed to manipulate public opinion, government and influential priva-
te organisations’ personalities.20

Today’s Russian scholarly sources do not define active measures. Contextual expre-
ssions can be found exceptionally in the media (e.g. RIA Novosti 2019). Individual aspects
can be found in texts devoted to soft power, information warfare, hybrid warfare or ana-
lysis of individual tools typical for the content of active measures. When active measures
are mentioned in Russian media, they usually refer to Soviet practices or labels used by
the West to describe Russian activities.!

Based on a study of mainly contemporary Western sources, the author finds that
active measures are most often explained and described concerning the tools used, the
role of the secret services, Soviet terms, and finally, the methods of warfare. References
to the past also play a significant role, which is understandable given the long history of
the concept, but often overshadows the present, an equally important form to under-
standing the politico-diplomatic reality.

The easiest way to explain active measures is through typical tools. Some authors
foreground or explain active measures using one dominant instrument, such as Fedoroy,
who relates them to achieving political goals by so-called agents of influence.?2 Most
texts operate with multiple tools; these are often divided into so-called overt and covert
(‘overt’ and ‘covert’) methods?® or white, grey ,and black operations??, or according to

19 MITROKHIN, Vasili a Andrew CHRISTOPHER. 2018a. Mitrokhin Archive. The KGB in Europe and the West.
Penguin Books Ltd.; MITROKHIN, Vasili a Andrew CHRISTOPHER. 2018b. Mitrokhin Archive Il. Penguin
Books Ltd.

20 BITTMAN 2000: 51; ref. 4.

21 (e.g. ALEXEYEV, Alexey. 2020. “Mezhdu Andropovym i Kissindzherom. Kak SSSR vyigral prezidentskie
vybory vChili, aSS HA osporili ikh rezultaty (Mexay AHaponosbim 1 KuccuHaxepom. Kak CCCP Bbirpan
npesuaeHTckue BbiGopbl B Yuam, a CLUA ocnopuau ux pesynstathl)”. Kommepcants, 31. 10. 2020.
Available from: https://www.kommersant.ru/doc/4556649?query=akTusHblemeponpuaTis; KLIMOV,
Andrej. 2017. “Vnesnepoliticeskie aspekty kul'turnogo liderstva v global'nom mire”. MeZdunarodnaja
Zizn (MesayHapogHas u3Hb), no. 6.; LITVINOVA, Marta a Anna LUSNIKOVA. 2019. “Bor'ba ni s éem»:
v Evroparlamente opasajutsja «aktivnyh meroprijatii» Rossii protiv ES”. RT na russkom, 18. 6. 2019.

22 FEDORQV, Yurij. 2016 Hybrid War a la Russe. Kyiv: Center for Army, Conversion and Disarmament Studies.

23 e.g. DARCZEWSKA 2018; ref. 6, LUTOVINOV, Vladimir I. 2009. “Razvitie ilspol‘zovanie Nevoennykh Mer
Dlya Ukrepleniya Voennoi Bezopasnosti. Rossiiskoi Federatsii”. Voennaya Mysl (BoeHHas meicab), no. 5,
2009, pp. 2-12.

24 e.g. KUX 1985; 6.
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the areas or sectors where they are applied, e.g. economic, informational, cyber and
diplomatic measures.?5

So-called open methods characterize sponsoring by official propaganda sources and
involve diplomacy or cultural relations. Conversely, covert activities include written and
verbal disinformation, operations of agents of influence, secret broadcasts or activities
of so-called fronts. These are primarily directed by the secret services, which prepare the
operational background.2é

Some authors then refer to only semi-secret, covert, or grey and black methods as
active measures.?’ The exclusion of overt methods and white operations is a more radi-
cal definition.

Among the leading tools, contemporary definitions include those often associated
with methods of political struggle, such as social engineering, psychological influence,
and manipulative techniques to achieve political goals?8, and less so with military or
paramilitary operations, such as the use of camouflage, proxy actors, deception, or te-
rrorist attacks.??

The emphasis on political activities is, to some extent, a reflection of the current image
of Russian foreign policy activities, especially in the media. Thus, the most frequently
cited are the establishment of so-called fronts, the establishment of relations with ideo-
logically close political parties, and the dissemination of disinformation3?. This raises the
guestion to what extent the current form of active measures oscillates between political
warfare and military warfare or, according to Sante3!, between instruments of politics
and instruments of war. According to Babbage, political warfare is a set of operations
aimed at influencing nation-states, organizations or individuals by the opponent’s strate-
gic interests without using kinetic force outside the framework of armed conflict. Opera-
tions that involve armed violence cannot be a political struggle. Galeotti32 calls using mi-
litary means as adjuncts in political struggle’ heavy metal diplomacy’. Complementarity
occurs on both sides - just as political struggle can be enhanced by military tools, military
operations can be complemented by means of political struggle, such as disinformation.

25 (e.g. PYNNONIEMI, Katri. 2019. ,The Asymmetric Approach in Russian Security Strategy: Implications for
the Nordic Countries”. Terrorism and Political Violence, vol. 31, no. 1, p. 3.

26 DARCZEWSKA 2018: 245; ref. 6

27 HUGHES, John. 1985. Active Measures. Christian Science Monitor.; Galeotti 2019, ref. 17

28 DARCZEWSKA, Jolanta a Piotr ZOCHOVSKI. 2017. Active Measures: Russia’s Key Export. Warsaw: Center
for Eastern Studies.; U.S. Information Agency. 1992. Soviet Active Measures in the ,Post-Cold War” Era

1988-1991. A Report Prepared at the Request of the United States House of Representatives Committee
on Appropriations by the United States Information Agency.

29 BAGGE, Daniel. 2019. Unmasking Maskirovka: Russia’s Cyber Influence Operations. Defense Press.;
DARCZEWSKA, and ZOCHOVSKI 2017; ref. 32.

30 GALEOTTI 2019, ref. 16.

31 SANTE, Alejandro. 2018. Countering Russian Active Measures. Diploma master thesis. Joint Forces Staff
College. Virginie: Norfolk, p. 11.

32 GALEOTTI, Mark. 2016. “Heavy Metal Diplomacy: Russia’s Political Use of its Military In Europe Since
2014”, European Council on Foreign Relations. Available from: http://www.ecfr.eu/page/-/Heavy_Metal_
Diplomacy_Final_2.pdf.
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Based on the literature, it can be concluded that the importance of political warfare
is increasing today. Among the leading causes are new technologies that make political
struggle more aggressive and effective.33 According to Babbage34, Russia currently ex-
ploits the grey zone between war and peace through the tools of political struggle, or,
as Sante33 puts it, active measures; thus, it understands them as synonymous with po-
litical struggle. Propaganda, political and economic influence are at the forefront, while
military threats (and official diplomacy) complement each other. Escalation into formal
conflict will not occur because fighting before the brink of war is more advantageous for
Russia.36

A third crucial definitional level is the role of intelligence agencies (e.g. Juurvee3?),
which the Cold War literature considers almost synonymous with active measures. This
narrower conception derives from intelligence analytical practice in the US during the
Cold War. The essence is the prioritization of intelligence activities and their framing as
the main characteristics of active measures. The model originates in the intelligence acti-
vities of the CIA and the administration, which responded to hostile foreign intelligence
activities in this way.38 Conversely, Bittman3® considers the KGB and the International De-
partment, along with the Communist Party, as the two main components of active mea-
sures, whose activities had a more significant impact than those directed by intelligence.

4 SIMILAR AND INTERRELATED CONCEPTS

4.1 Information Warfare

NATO does not specifically define information warfare, however it can be described
contextually through its official documents. Information warfare is defined as the deli-
berate use of information to achieve a competitive advantage over an adversary. This

33 PATERSON, Thomas a Lauren HANLEY. 2020. “Political warfare in the digital age: cyber subversion,
information operations and ‘deep fakes’”. Australian Journal of International Affairs, vol. 74, no. 4, p. 440

34 BABBAGE, Ross. 2019. Winning Without Fighting. vol. 1. Washington, DC: Center for Strategic and
Budgetary Assessments.

35 SANTE 2018: 16; ref. 31

36 WARRELL, Helen. 2020a. “Russia and China waging ‘political war’, says UK military chief”. Financial Times,
30. 9. 2020. Dostupné z: https://www.ft.com/content/8103dcc2-fbb7- 4d5d-b5f9-ee9f0dbifled

37 JUURVEE, Ivo. 2018. “The resurrection of ‘active measures’: Intelligence services as a part of Russia’s in
influencing toolbox. Strategic Analysis”. The European Centre of Excellence for Countering Hybrid Threats.
Finland: Helsinki.

38 ABRAMS, Steve. 2016. Beyond Propaganda: “Soviet Active Measures in Putin‘s Russia.” Connections, vol.
15,no0.1, p. 11.

39 BITTMAN 1985: 44; ref. 4.
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includes both the protection and exploitation of information and information systems
in a way that influences the decision-making process of adversaries while safeguarding
NATQO’s decision-making capabilities.

Regarding the relationship between information warfare and active measures, the
former concept can be seen as superior to the latter.4? Bagge?! considers active measu-
res as one of the three sources of the Russian approach to information warfare, along-
side the military-technical revolution and cybernetics. Miller4, in turn, notes that con-
temporary Russian information warfare is a natural outcome of Soviet active measures.

4. 2 Hybrid Warfare

NATO does not provide a single, fixed definition of hybrid warfare*? but acknowledges
it as a strategy that combines military and non-military means, including cyber attacks,
misinformation, economic pressure, and political campaigns, to achieve strategic goals.
This approach is designed to exploit vulnerabilities, sow confusion, and operate in the
gray zone between peace and war44

Pynnoniemi43, argues that the current discussion on the concept of hybrid warfare
replicates the debate on active measures in the 1980s, which aimed at understanding of
Soviet strategy for the Western expert community. Miller4® considers active measures as
a critical component of hybrid warfare. Active measures reflect the complexity of hybrid
warfare and bring together different techniques and actors.4?

40 e.g. BERTELSEN 2021; ref. 12.
41 BAGGE 2019: 39; ref. 33.

42 MILLER, Nash. 2022. Adaptive Russian Information Warfare in Ukraine. In: MILLER, Nash, Jessica, BRZESKI,
Jacqueline. EVANS, Jesse CLARKE, Francie DAUCE and Benjamin LOVELUCK. Russian Information Warfare:
Russian Analytical Digest No. 282 [online]. ETH Zurich, 2022, pp. 13-16 [cit. 2022-10-13]. Available
from:  https://www.research-  collection.ethz.ch/bitstream/handle/20.500.11850/541999/RAD282.
pdf?sequence=3&isAllo wed=y

43 More on the scope of hybrid warfare defining BiZIK, Vladimir, Dominika KOSAROVA, Adam POTOCNAK
and Richard STOJAR. 2022. “Hybrid Interference: From the Particular to a Continuum. Empirical
Test of the Multi-Dimensional Concept of “Hybrid”” Obrana a strategie 22(1): 075-088. DOI:
10.3849/1802-7199.22.2022.01.075-088.

44 BILALA, Arsalan. “Hybrid Warfare — New Threats, Complexity, and ‘Trust’ as the Antidote.” NATO
Review, 30. 11. 2021, Available from https://www.nato.int/docu/review/articles/2021/11/30/
hybrid-warfare-new-threats-complexity-and-trust-as-the-antidote/index.html

45 PYNNONIEMI, Katri. 2019. ,The Asymmetric Approach in Russian Security Strategy: Implications for the
Nordic Countries”. Terrorism and Political Violence, vol. 31, no. 1, pp. 154-167.

46 MILLER 2022; ref. 50
47 DARCZEWSKA 2018: 245; ref. 6.
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According to Lloyd?8, Russian active measures® are part of the Russian hybrid warfare
strategy adopted by President Vladimir Putin as a tool to achieve foreign and domestic
political goals. The relationship between the two concepts is thus similar to that of in-
formation warfare; active measures are a resource that complements the current hybrid
warfare strategy.

5 OPERATIONALIZATION OF ACTIVE MEASURES

To be designated as active measures for analysis, operations should meet the fo-
llowing conditions. These are based on the main theoretical findings presented in the
theoretical section.

- Operations take the form of political or military struggle and are manipulative, crea-

te political or social pressure, and influence political decision-making;

- Operations pursue Russian foreign policy interests;

- Operations have a subversive character; it aims to weaken the West, to drive wed-
ges in the Western community alliances of all sorts, particularly NATO, to sow dis-
cord among allies and to weaken the United States in the eyes of the people of the
world, and thus to prepare the ground in case the war occurs.

6 INFORMATION INFLUENCE

NATO does not have a specific definition for “information influence” as a standalone
term. As stated in the introductory part, information influence is a complex phenome-
non that involves various interrelated concepts®® such as information or hybrid warfare,
information operations, disinformation, fake news, weaponization of information, grey
zone warfare or active measures. Paper by Mustonen-Ollila, E. B., Lehto, M., and Heik-
konen presents a conceptual framework of thematic and item categories related to in-
formation influence in society’s information environment. The authors used the Groun-
ded Theory approach to collect and analyse. The paper’s unique result is the 13 higher
levels of abstractions of statements in the conceptual framework. Overall, the paper
contributes to a better understanding of information influence and its interrelationships
with other related concepts. In the following analysis, the author of this paper confronts
Mustonen-Ollila’s, Lehto’s and Heikkonen’s outcomes with the working concept of active

48 LLOYD, Gabriel. 2021. “Hybrid Warfare and Active Measures”. Small Wars Journal, 10. 10. 2021. Available
from: https://smallwarsjournal.com/jrnl/art/hybrid-warfare-and-active- measures

49 According to Galeotti, active measures reflect the Russian mentality of a permanent state of war,
which corresponds to both information as well as hybrid warfare. GALEOTTI 2019, ref. 16.

50 MUSTONEN-OLLILA, E. B., LEHTO, M., and HEIKKONEN, J. 2020; ref. 3
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measures to understand better its relationship to other related concepts and well as its
role in contemporary malicious usage in the realm of the irregular warfare.

In their analysis of information influence, authors came to the number of characteristics
of information influence as following 13 higher-level abstractions. Author of this paper
added short headlines.

1. Uncertain Beginnings and Targets
It is very difficult to know when a specific information influence has started, what its
goals are, and who it is targeting;

2. Indistinct Targeting
In a certain action, either an activity or a person can be the target of any kind of infor-
mation influence, and the targets may not even know that someone is influencing them;

3. Obscured Driving Forces
It is difficult to see what background forces are driving the influences and operations and
what their political goals are;

4. Undermining Societal Structures
Society’s information environment, decision-makers, and people are being undermined
by information influences and information31;

5. Cyber Operations Impact
Cyber operations have led to questioning the ability of society to handle the crises that
cyber operations cause;

6. Crisis in Decision-Making
Crises test decision-maker’s abilities to do things correctly when the critical infrastructu-
re is hacked;

7. Influencing Decision-Makers
The conflicts caused by the moods of politicians, decision-makers, and influential people
can prevent them from making proper decisions;

8. Warfare Objectives
During wartime, the goal of information influences is to affect enemies directly by
weakening their spirit to fight.

9. Domestic Influence
Information influences, information operations, and psychological operations may also
be targeted at one’s citizens and can either directly or indirectly influence information
influence;

10. Societal Division
The aim is to shape the IE so that society will divide against itself and external forces can
rule politics and the economy;

51 MUSTONEN-OLLILA, E. B., LEHTO, M., and HEIKKONEN, J. do not
explicitly define information in the provided sources.
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11. Media Manipulation
The actions of social media and the normal media are critical because, in social media,
news spreads extremely fast, and the other media does not always check the truth or
reliability of the social media information;

12. Psychological Pressure
In psychological operations and influences, the goal is to influence citizens so that they
give in to psychological pressure and give up unless they have enough support, criticality,
and common sense to trust their situation awareness and understanding of things;

13. Covert Actors
The actors are somewhat hidden while working at different levels of society or outside
society, coordinating these influences and operations carried out at different levels and
aimed at different types of people in society. However, they do exist and try to influence
strongly.

Since the authors operate with several concepts that have not yet been defined in
the text, they will be introduced in the following section. Priority definitions are taken
from the understanding of NATO and at the same time complemented by the authors’
understanding of the above abstractions.

6.1 Information Environment

In their study. authors understand IE as the societal context in which information is
disseminated, accessed, and utilized. It encompasses networks, infrastructures, and so-
cial media platforms. They do not use any further definition. However, in their next pa-
per, Mustonen-Ollila, E. B., Lehto, M., And Heikkonen define information environment
(IE) as “Information, aggregate of individuals, organizations and systems that receive,
collect, process and convey/disseminate the information, or act on information, and the
cognitive, virtual and physical space in which this occurs”, which corresponds with the
definition of NATO from 201252, They emphasize that the definition includes both mili-
tary and non-military information operations (I0) and information warfare (IW). Only
slight changes appear to compare with 2023 version (AJP-10. 153). NATO defines it as
“An environment comprised of the information itself, the individuals, organizations and
systems that receive {(...).”

52 MUSTONEN-OLLILA, ERJA B., M. LEHTO, and J. HEIKKONEN. 2020. ,Components of defence
strategies in society’s information environment: a case study based on the grounded
theory*“. Security and Defence Quarterly 28 no. 1: 30. doi:10.35467/sdq/118186. p. 20.

53 NATO. 2023. Allied Joint Publication-10.1 Allied Joint Doctrine for Information
Operations. Ministry of Defence, United Kingdon. https://assets.publishing.service.
gov.uk/media/650c03bf52e73c000d9425bb/AIP_10_1_Info_Ops_UK_web.pdf
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6.2 Cyber Operations

Mustonen-Ollila, E. B., Lehto, M., And Heikkonen34 operate with cyber operations and
define them relatively vague. “Cyber operation can use cyber weapons, which form mi-
litary-grade, world-class malicious software in information networks and cause a great
deal of damage to enemies. Cyber weapons use code clusters, which make it possible to
bring down foreign states’ electronic networks by attacking them through information
networks. They can bring down net banks and information networks by adjusting the
control logistics of oil transport, in order to cripple states and their critical infrastructu-
res” NATO (AJP-10. 1)3 defines them as an activities that project power to achieve mi-
litary objectives in or through cyberspace. These operations can have effects in the phy-
sical dimension (e.g.computer hardware destruction) and cognitive (thoughts, beliefs,
interests, and perceptions of individuals and groups), which expands from the definition
of authors above. NATO also uses phase “offensive cyber operation”, which can be used
to inflict permanent or temporary effects, reducing an adversary’s confidence in their
networks, information, or other capabilities for a specific period and can be conducted
in isolation or in conjunction with other capabilities. Information operations is important
at the operational-tactical level of operations.

6.3 Information Operations

Mustonen-Ollila, E. B., Lehto, M., and Heikkonen5é define information operations as
integrated military operations that use information to influence decision-making and
achieve desired effects on the will of enemies, defend against enemies, and impact cul-
tural groups and international communities. Information operations are a crucial aspect
of countering information influence in the information environment. NATO%? defines 10
similarly, however with stronger emphasis on operational dimension and is more speci-
fic. 10 represent comprehensive approach that encompasses activities in peace, crisis,
and conflict situations throughout the continuum of competition. It involves understan-
ding the information environment and specific audiences, planning activities for cogni-
tive effect, and supporting the planning of all engagement space activities. Information
operations focus on three interrelated activity areas, which include protecting friendly
command and control systems and communication and information systems, countering
adversary information activities, and supporting the achievement of objectives through
cognitive effects.

54 MUSTONEN-OLLILA, ERJA B., M. LEHTO, and J. HEIKKONEN. 2020, ref. 3, pp. 74.

55 NATO. 2023, ref. 65, pp. 33.

56 MUSTONEN-OLLILA, ERJA B., M. LEHTO, and J. HEIKKONEN. 2020, ref. 3, pp. 70-71.
57 NATO. 2023, ref. 65, pp. 19 and 24.
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6.4 Psychological Operations

Authors38 define psychological operations as a component of information operations
that aim to influence people’s emotions, attitudes, and behaviors through the use of va-
rious techniques such as propaganda, social engineering, and control. Psychological ope-
rations are considered a form of soft psychological operations. Psychological operations
are often employed in warfare to achieve strategic objectives by exploiting psychological
vulnerabilities and creating psychological effects on the target audience. They are an im-
portant tool in countering information influence and achieving desired outcomes in the
information environment. NATO’s definition is similar, it contributes with the stress on
strategic communications within the NATO military. These operations can be conducted
in conjunction with other capabilities, such as cyber operations, to create desired effects
and support deterrence.5?

6.5 Interrelation of Concepts

In essence, while information influence and the information environment provide the
overarching goals and battlefield, information operations serve as the primary means of
achieving these goals, with cyber and psychological operations acting as critical, though
subsidiary, tactics within this framework.

Information Influence

Information Environment

Y & A

Strategic Level Information Operations

Cyber Operations Psychological Operations Operational Level

» .
Tactical Level

Figure 1: Interrelation of concepts

58 MUSTONEN-OLLILA, ERJA B., M. LEHTO, and J. HEIKKONEN. 2020, ref. 3, pp. 70 and 83.
59 NATO. 2023, ref. 65, pp. 9 and Lex. 11.
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ANALYSIS: ACTIVE MEASURES AND INFORMATION

INFLUENCE ABSTRACTIONS

The following part analyses the concept of active measures in the context of the abo-
vementioned abstractions of information influence.

7.1 Uncertain Beginnings and Targets

Active measures often start covertly, making it hard to pinpoint their inception, ob-
jectives, and targets, aligning with the elusive nature of these operations. Past and cu-
rrent active measures are characterized by the long-term nature of operations, which
may have their origins deep in the past. Soviet propaganda operated on selected targets
over extended periods, with varying intensity across campaigns® and the form of the
channels through which they were disseminated. Bittman®! speaks of long-term targets
that were set for a period of 5 to 7 years. Of the current active measures, this can be
illustrated by cyber espionage campaigns using cyber tools known as advanced persis-
tent threats, which are sophisticated and long-term in nature.

7.2 Indistinct Targeting

Similar to active measures, which often subtly influence individuals or groups without
their awareness, this abstraction emphasizes the covert and broad-reaching nature of
these campaigns. Operations of secret services, which are essential for active measures,
are naturally based on covert actions. About ,certain action, either an activity or a per-
son” as a target of any kind of information influence is also typical for active measures
taking place in cyberspace, where each person can be targeted due to the networked
character of society.

7.3 Obscured Driving Forces

This abstraction aligns with the hidden agendas and political motives often found in
active measures, where the true instigators and their goals are concealed. Contempora-
ry Russian active measures have a highly decentralized character. There are also wide
variations in the degree of involvement of the centre in individual operations. It can

60 PYNNONIEMI 2018: 7; ref. 41.
61 BITTMAN 1985: 44; ref. 4
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directly lead operations but also intervene with minimal (e.g. financial) or no support.
According to Galeotti®?, the center’s role is inspirational, curatorial, and, in some opera-
tions, initiatory. Multiple actors can then be motivated and influenced by various factors.
The executive actors are either directly part of the state, can come from the state and
private business sphere, or can be non-state actors or proxies.3

7.4 Undermining Societal Structures

Active measures aim to destabilize society, decision-making processes, and peo-
ple’s trust, similar to the impact of information influence.

Individuals are indispensable in active measures, especially those active in public life
or politics. Decision-makers can be undermined by cyberespionage operations, which
lead to, for example exposure of secret governmental or political documents. Also, their
position or politics could be sabotaged by malicious information influence, as stated
above, which can lead to particular election results.

7.5 Cyber Operations Impact

Active measures now frequently incorporate cyber tactics to create societal or infra-
structural crises. Sophisticated cyber threats that disrupt critical infrastructure systems
and cause widespread economic and societal damage. The blackout of national power
grids is one of the most real threats, especially with the ransomware attack already
underway against targets in Europe, where significant economic damage can occur on
a national level.

7.6 Crisis in Decision-Making

Active measures, through information influence and cyber operations, can create en-
vironments that test and challenge decision-makers, especially in crisis situations.

From the attacker’s point of view, decision-makers’ abilities could be undermined by
the attack on critical infrastructure and, therefore, attack not only citizens but also politi-
cal authorities and their trustworthiness. It contributes to one of the objectives of active
measures, which is producing chaos in society. If decision-makers fail to respond to the
crisis adequately, they contribute to society’s ongoing chaotic situation.

62 GALEOTTI 2019, ref. 16
63 SANTE 2018: 16-17; ref. 31
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7.7 Influencing Decision-Makers

The aim of active measures is often to create conflicts and influence the moods and
decisions of politicians and leaders, as highlighted in this abstraction.

One of the aims of the active measures is to sow distrust between states, allies, po-
liticians, and decision-makers. By provoking a conflict, these authorities can make an
erroneous and harmful decision with a societal impact.

7.8 Warfare Objectives

Similar to the goals of active measures during conflict, this point focuses on demora-
lizing the enemy, a common tactic in psychological warfare.

Since the invasion, Russia used some traditional tools of active measures against
Ukraine, especially disinformation and fake news. Following Bergengruen®?, Russia used
a dazzling array of strategies to defend its actions, seed doubts about the news from the
ground. It pushed false or misleading narratives to weaken support for Ukraine. Atlantic
Council Digital Forensic Research Lab is talking about causing the loss of morale and
confusing people, which can weaken the spirit to fight.55

7.9 Domestic Influence

Active measures can be directed inward, influencing a nation’s own citizens through
information and psychological operations, for control or to achieve internal objectives.

While active measures are often associated with foreign objectives, they can also be
directed inward for domestic control or to bolster a government’s position. This might
represent a slight divergence, as traditional active measures focus more on foreign ad-
versaries, but modern interpretations acknowledge domestic applications.

This abstraction can be illustrated by the very beginning of the active measures
in 1919 during the Soviets started to gain power. The newly created active measures
were aimed not at foreign enemies but domestic ones (see, for example, Andrew and

64 BERGENGRUEN, Vera. 2023. “Inside the Kremlin’s Year of Ukraine Propaganda”. Time, 22. 2. 2023.
Available from https://time.com/6257372/russia-ukraine-war-disinformation/

65 OSADCHUK, Roman and Andy CARVIN. 2023. Undermining Ukraine: How the Kremlin Employs Information
Operations to Erode Global Confidence in Ukraine. Atlantic Council Digital Forensic Research Lab. Available
from: https://www.atlanticcouncil.org/wp-content/uploads/2023/02/Undermining-Ukraine-Final.pdf
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Mitrokhin).56 The focus on internal enemies continued later in the Soviet Union. As Bert-
elsen®? mentions, KGB-led measures had two dimensions: domestic and foreign.

Currently, active measures on Russia’s citizens can be illustrated by Russian state me-
dia coverage right before the invasion of Ukraine in February 2022. By Daukas®® there
were two phases of Russia’s activities in the domestic information environment - the
military conflict escalation phase (from 01.10.2022) and the actual war phase (from
24.02.2022 until 31.03.2022). In the first phase, the Russian citizens were being prepa-
red for the upcoming invasion by information operations. The budget on information
operations against its citizens has arisen, and narratives oriented on tensions between
Russia and Ukraine. Right after the invasion, much information arose with narratives
orienting in support of invasion. We can perceive this as a direct influence on the infor-
mation environment. Indirectly, the Ukrainian information environment was influenced.
Ukrainians were well prepared for various information operations as well as reacting to
narratives about war spread by the Russian government.

7. 10 Societal Division

One of the goals of active measures is to fracture societal cohesion, making it easier
for external forces to exert influence and control, as noted in this abstraction.

According to Bittman, one of the fundamental theorists of active measures, they can
be divided into three forms of operations —white, grey and black. According to Bittman®?,
who Pfaltzgraff, Ra’nan and Milberg paraphrase’?, the ultimate goal of black operations
is manipulating the entire society, which can be related to the general purpose of Ru-
ssian active measures. This form of subversion is typical for information influence and
active measures. Russia aims to weaken the West, to drive wedges in the Western com-
munity alliances of all sorts, particularly NATO; to sow discord among allies, to weaken
the United States in the eyes of the people of Europe, Asia, Africa, Latin America, and
thus to prepare the ground in case the war occurs. political strength or morale of a go-
verning authority.” The Soviets simply defined subversion as the strategy of “conquest
from within”.71

66 MITROKHIN, Vasilia ANDREW Christopher. 2018b. Mitrokhin Archive Il. Penguin Books Ltd.
67 BERTELSEN 2021:14; ref. 12.

68 RAIMUNDAS Jareckas,Viktoras DAUKSAS, Vera MICHLIN-SHAPIR, and Neville BOLT. 2023 Analysis of the
Kremlin’s comms strategy towards RUS audiences before and after invasion of Ukraine. NATO StratCom
COE Conference: How to Loose the Information War: Case Study of Russia.

69 BITTMAN 1972, 1981; ref. 4.
70 BITTMAN 1981: 213; ref. 4.
71 WHITTLE 2015; ref. 13.
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7.11 Media Manipulation

Active measures often exploit social and traditional media to spread misinformation
rapidly, leveraging the lack of verification processes.

Two variables are critical for the contemporary active measures and the usage of
media 1) its renaissance by Vladimir Putin and the rise of authoritarianism in modern
Russia, 2) new communication technologies, especially those which enable faster and
more effective spread of propaganda. These are primarily social media and normal me-
dia, which also went online. Also, it is necessary to mention the role of hybrid trolling,
as Spruds et al.”2 refer to. The abstraction is also valid for local language-specific media;
their existence and functioning are usually controlled from below, and editors use their
ideological convictions. Links to the centre are minimal. The content of the media out-
lets where the editors operate resembles a combination of opinion pieces and news
coverage, often taken from other disinformation, social media or pro-Russian websites.
If we look at such media outlets in the Czech Republic, the abovementioned formula is
fulfilled, for example, by Aeronet, AC24 or Rukojmi. These actors can also be found in
Slovakia, Hungary or the Baltic countries.”®

7.12 Psychological Pressure

This mirrors the objectives of psychological operations within active measures, aiming
to break the will and resistance of citizens and adversaries through psychological stress.

This category copies the statements from abstractions 4 and 10, where citizens are
influenced by active measures operations, leading to distrust of their government and
institutions. Active measures often target those who already distrust the system and lack
critical thinking. These are usually readers of disinformation media, members of online
groups with anti-system, extremist or pro-Russia content, and voters of non-liberal, anti-
-systemic, pro-Russia or non-democratic political parties. According to Crilley et al.74,
the targeted audience are citizens with anti-establishment stands, corporativism and the
West.

72 SP_RUDS, Andris, Anda ROZUKALNE, Klavs SEDLENIEKS, Marns DAUGULIS, Diana POTJOMKINA, Beatrix
TOLGYESI a llvija BRUGE. 2016. Internet Trolling as Tool of Hybrid Warfare: the Case of Latvia. NATO
Stratcom Centre of Excellence.

73 see e.g. SOLIK, Martin a Luka$ HOLAN. 2019. ,Prokremelské propagandistické ,alternativni“ medialni weby
na Slovensku”. Politologicka revue, vol. 25, no. 2, pp. 27-64. ; Investigative Journalism for Europe. 2020.
“Who's Financing Fake News in the Baltics?” Available from: https://www.investigativejournalismforeu.
net/projects/whos-financing- fake-news-in-the-baltics/.

74 CRILLEY, Rhys, Marie GILLESPIE, Bertie VIDGEN a Alistair WILLIS. 2022. Understanding RT’s Audiences:
Exposure Not Endorsement for Twitter Followers of Russian State — Sponsored Media. The International
Journal of Press/Politics, vol. 27, no. 1. pp. 220-242.
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7.13 Covert Actors

The hidden nature of the actors behind active measures corresponds to this point,
emphasizing their influence across different societal levels and their efforts to remain
undetected. In today’s active measure with cyberspace as a central arena, everyone can
be an actor of active measures, no matter on what level of society he stands. These
can be decision makers, military, politicians, actors from the business sphere, non-state
actors, proxies’, and citizens. For example, the Latvian Security Service’® mentions Ru-
ssian intelligence that recruits the decision-makers of middle management of political
parties.

Decentralization is typical for contemporary active measures; coordination is blurred
and often hidden.

Active measures: fulfilment of the characteristics of information influence

According to analysis, most of the information influence abstractions are also valid for
conceptual understanding and practical examples of contemporary Russian active mea-
sures. Therefore, we can confirm the that information influence as a general construct
under which the concept of active measures can be subsumed.

However, some of the abstractions remained in the hypothetical presence. There mi-
ght be two main reasons 1) the data about some variables (e.g. particular tool, interfe-
rence, attack) are not available as an open source, they might be known only to secret
services or specific authorities, 2) an attacker was not able to perform particular active
measure in full scale or the ideal form. In practice, these are primary large-scale disinfor-
mation campaigns leading to social divisions, chaos in society or influencing of elections.
For example, one of the biggest threats emerging from contemporary active measures is
cyberattacks on critical infrastructure, which significantly impact societies’ functioning.
Also, large-scale information operations with sophisticated propaganda tools (Al, micro-
targeting) have not occurred yet to occur. If so, some of the disastrous consequences
that abstractions describe could occur.

About the relationship and interrelated concepts, we conclude that information influ-
ence, being the broader concept, encompasses the strategic use of active measures to
shape perceptions and manipulate information. Active measures are subsidiary to infor-
mation influence, serving as a tactical means to achieve the strategic goals of the latter.

The information environment is the operational theatre for active measures. Active
measures exploit the various components of the information environment (cognitive, in-
formational, and physical) to disseminate manipulated information and influence public
perception. The information environment is the domain within which these measures
are executed.

75 SANTE 2018: 16-17; ref. 31

76 Latvian Security Service. 2016. “Annual report for 2015”. Available from: https://vdd.gov.lv/en/useful/
annual-reports/
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Cyber operations can be a form of active measures, utilized to disrupt, damage, or ma-
nipulate information systems. Active measures often incorporate cyber operations to
achieve specific disruptive or influential effects within the information environment.
Information operations encompass a wider array of activities (including cyber operati-
ons and psychological operations) aimed at influencing, disrupting, or exploiting decisi-
on-making. Active measures align closely with information operations, often serving as
a key component of a broader information operations strategy.

Active measures can be considered a subset of information operations, particularly in
their focus on covert influence and manipulation. Psychological operations, which aim to
influence attitudes and behaviors, are a critical element of active measures.

Active measures often use psychological tactics to create misinformation, sow confusi-
on, and influence public opinion. Psychological operations, when used as part of active
measures, are a tactical approach within the broader strategy.

Information Influence
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Information Environment
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Figure 2: Relation of active measures to information influence and other concepts

SUMMARY

Active measures are a critical component in the arsenal of modern information in-
fluence, often interwoven with information operations, cyber operations, and psycho-
logical operations to achieve strategic goals within the information environment. They
serve as both a method and a subset within these broader concepts, emphasizing the
complexity and interdependency of these operations in contemporary geopolitical con-
texts. The relationship between active measures and these concepts is characterized by
a strategic synergy where active measures provide the tactical means to influence and
manipulate, thereby achieving the broader objectives of information influence. The in-
formation environment is the operational theatre for active measures. Cyber operations
can be a form of active measures, utilized to disrupt, damage, or manipulate informati-
on systems. Active measures align closely with information operations, often serving as
a key component of a broader information operations strategy. Psychological operations,
which aim to influence attitudes and behaviors, are a critical element of active measures.
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Upon review, the 13 abstractions largely align with the concept and operational
tactics of active measures, reflecting the covert, manipulative, and destabilizing aims
of such operations. While most points directly support the traditional understanding of
active measures, the application to domestic audiences (point 9) could be seen as a sli-
ght divergence for those who strictly view active measures as foreign-targeted operati-
ons. However, in modern contexts, the distinction between foreign and domestic targets
has blurred, with many states employing similar tactics internally to maintain control or
suppress dissent.

This work with the conceptual distinction and clarity could serve as a basis for future
research focusing on practice. It could be useful to examine how active measures are
adapting to advanced technologies such as artificial intelligence and micro-targeting,
and how these tools may change information influence tactics. Further research could
also explore international responses to active measures and the effectiveness of coun-
termeasures. It would also be important to examine the impact of active measures on
democratic processes and public opinion in different geopolitical contexts.
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Cognitive Warfare as a New Dimension of Security
A fictional concept or a real silent threat?

Kognitivni val¢eni jako nova dimenze bezpecnosti
Fiktivni koncept Ci redlna ticha hrozba?
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Cognitive warfare is a new phenomenon that differs from any forms
of action previously used in the information space aiming to affect the
thinking of target groups. The main difference consists in the targeted
and sophisticated use of scientific knowledge from neuroscience, with
special attention on consciousness and perception of reality. This deeper
understanding of how the human mind works has impacted distributed
narratives and the choice of the most suitable technological platforms
for their distribution to the target audience. This article presents
a conceptual classification of cognitive warfare and defines its three core
segments: neuroscience, technology and aspects of social science.

Kognitivni valéeni predstavuje novy fenomén, jenz se lisi od dfive vyuzi-
vanych forem pUsobeni ovliviiujicich mysleni cilovych skupin v informac-
nim prostoru. Hlavni rozdil spociva v cileném a sofistikovaném vyuziti
védeckych poznatk, které vychazi z neurovédni oblasti a kladou zvlastni
zfetel na védomi a vnimani reality. Hlubsi poznani zplsobu fungovani
mysli ovliviiuje Sifené spolecenské a kulturni narativy a volbu nejvhod-
néjsich technologickych platforem vyuzivanych pro jejich distribuci mezi
cilenou populaci. Clanek predklada konceptudlni zafazeni kognitivniho
véaléeni a vymezuje jeho tfi zakladni segmenty: neurovédu, technologie
a spolecenskovédni aspekty.

Cognitive Warfare; Neuroscience Segment; Social Science Segment;
Technological Segment.

Kognitivni valéeni; neurovédni segment; spolecenskovédni segment;
technologicky segment.
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INTRODUCTION

For centuries, military commanders and their staff have striven to find ways and me-
thods to demoralise both the military forces and civilians of their enemy, to deteriorate
their ability to successfully resist aggression or, conversely, conduct offensive operations.
Over time, all manners of means have been used for this purpose and level of their em-
ployment depended on the objectives of a particular operation and the capacity of the
respective instruments.

Of course, rapid, massive and unprecedent technological development has contribu-
ted to the increasing sophistication of methods used to influence the morale of armed
forces and the mood of the population in a targeted way. The previous range of indi-
vidual forms of warfare has been expanding, with synergistic use of knowledge from
scientific disciplines that were not previously directly involved in the conduct of conflict
operations.

The mass development of communication technologies has also created an entirely
new environment for developing capabilities that are enormously effective in terms of
meeting information warfare goals, much more so than before the spread of the Internet
and social media as sources of uncensored and professionally uncorrected information.
Technological development has thus enabled the creation of an uncontrolled informati-
on flow “into every household”, to every individual and to all social groups.

At the same time, advancements in neuroscience have made it possible to get an ever
deeper understanding of the processes of receiving and processing information in the
human brain. The bringing together of knowledge from the biological and technological
sciences have given rise to new forms of “addressing” the target population with a high
degree of probability that the disseminated narrative will affect thought processes and
opinion formation in accordance with the intention of the creator and distributor of the
information activities, which are usually implemented within a framework of long-term
information campaigns.

By exploiting the potential of neuroscientific knowledge and highly advanced techno-
logical instruments, a new environment has been created where battles for “hearts and
minds” can take place. Currently, this environment can be described as an uncharted
area of the human mind that is unconsciously influenced and controlled, above all, by
modern technology.

The previously known environment, in which psychological operations were conduc-
ted as part of information warfare, the dissemination of disinformation, cyber infiltrati-
on, and other forms of hybrid warfare, has thus been fundamentally expanded to include
a very effective domain. It increases the probability of the success of an opponent’s ac-
tion on the individual and is characterised by the breadth of its potential in this action.
On the other hand, this process is not limited to military forces and population groups at
the stages of preparing and conducting conflicts between states or other entities; rather
it tends to be used for deeply latent operations in peacetime, without making the long-
-term efforts of a potential enemy to manipulate whole nations obvious.

Unlike traditional methods of employing information, this process creates a “silent
threat”, which, due to its focus on the human mind, can be referred to as cognitive
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warfare. While this threat may seem less graspable and obvious to some traditional wa-
rriors compared to conventional military instruments, i.e. less visible and destructive
on the traditional battlefield, in fact, in terms of effectiveness and potential it is much
more powerful than the effect of traditional military tools, not to mention its impact on
civilians.

The means of cognitive warfare have an inherent and fundamental potential to under-
mine entire social units and state formations, ruin their institutions, to transform value
systems and the established social order. The statement that cognitive warfare is actually
a genocide of the thinking of selected targets groups is by no means an exaggeration.

New strategic conceptual and doctrinal documents? that have been approved in re-
lation to future warfare and building the capabilities of the Czech Army already assume
the building of abilities, capacities and resilience against cognitive influence of the ene-
my against all target groups in the information environment. The use of cognitive warfa-
re is thus assumed both by one’s own forces against the adversary and simultaneously
it requires building the resilience of the society and protecting one’s own forces against
the cognitive activities of the enemy.

The aim of this article is therefore to present the multidisciplinary and complex natu-
re of this issue, to provide its conceptual classification and to introduce the different seg-
ments and factors that need to be taken into account when discussing and addressing
this highly challenging phenomenon.

1 CONCEPTUAL CLASSIFICATION OF COGNITIVE WARFARE

” u ” u

Terms such as “disinformation”, “hybrid warfare”, “cyberattacks”, “psychological in-
fluence”, “information warfare”, “conspiracy theory”, “electoral manipulation”, “polaris-
ation of society” and numerous others dominate both the contemporary military world
and fields dealing with the security of the civilian environment, crisis management,
maintaining social stability, as well as other trends that have become apparent in the
context of the multiple crises? faced by global civilisation over the past two decades. Un-
like earlier decades, when these terms were generally only coined between specialised
experts, they have now become the everyday topics of news broadcasts, social media,
and discussion platforms, so that today these concepts have become an entrenched part
of our worldviews. That said, in fact only very few people can imagine what these terms
actually mean, and what are their real consequences.

1 For example: Koncepce vystavby Armddy Ceské republiky 2035 (KVACR 2035). Ministerstvo obrany
Ceské republiky — VHU Praha, 2024. Available at: https://mocr.army.cz/assets/informacni-servis/
zpravodajstvi/kvacr_2035_final.pdf.

2 We can list at random the financial crisis and the consequent socio-economic instability in 2008 and
beyond, the wave of illegal migration into the European area since 2015, the COVID-19 pandemic caused
by the SARS-CoV-2 coronavirus, the Russian aggression in Georgia in 2008 and Ukraine in 2022, or the
energy crisis in 2022.
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Moreover, within this conceptually confusing situation a completely new collocation
has emerged — adjectivally implicated in actions related to the human mind, it is ancho-
red in the complex system of diverse instruments of modern warfare. This is new, and
does not represent an established or generally accepted definition of this phenomenon.
It has often been confused with informational or cyber warfare or other terms referring
to the asymmetric, non-kinetic, unconventional actions of the new era.3

At the same time, it has been discussed whether cognitive warfare itself can be regar-
ded as a sixth global domain. In practice, however, there is currently a consensus that
it should be considered “only” as a security dimension of specific actions intended to
bring more benefits to one’s own side and to deteriorate the potential of a competing
opponent through specific actions.

1.1 Terminological Definition

An attempt to conceptually anchor the phenomenon of cognitive warfare must be
based on the tools it applies and goals it pursues. This article does not provide a defi-
nition that would be definitively adopted by NATO, nor does it constitute a recognised
national definition. This is due to the absence of a generally accepted concept. This is
partly a consequence of different starting points, and partly the very perception of the
principles and objectives of cognitive warfare by its various participants. Here it is based
on evaluating the activities and trends for the use of cognitive warfare that we experi-
ence in practice.

The Middle English term cognicioun refers to all the conscious or unconscious activi-
ties and processes of an individual relating to the acquisition, storage, reduction, proce-
ssing, development, retrieval, recovery and use of information. It combines various men-
tal and mind-related processes such as thinking, perception, understanding, cognition,
learning, memorising, reasoning, remembering, attention, motivation, imagining, and
decision-making.? Essentially, this is the ultimate function of the mind.3

3 DU CLUZEL, Francois. Cognitive Warfare, a Battle for the Brain. Norfolk, Va.: NATO Allied Command
Transformation, 2021, p. 1-12.

4 BAYNE, Tim, BRAINARD, David, BYRNE, Richard W., CHITTKA, Lars, CLAYTON, Nicky, HEYES, Cecilia,
MATHER, Jennifer, OLVECZKY, Bence, SHADLEN, Michael, SUDDENDORF, Thomas, and WEBB, Barbara.
What is cognition? Current Biology. July 8, 2019, Vol. 29., Is. 13, pp. 608-615. LAWLOR, Peter G. The
Panorama of Opioid-Related Cognitive Dysfunction in Patients with Cancer. American Cancer Society.
March 15, 2002, 94(6), pp. 1836-1853. Available at: doi:10.1002/cncr.10389.

5 ROBBINS, Trevor W. Cognition: The Ultimate Brain Function. Neuropsychopharmacology Reviews. 2011,
36, pp. 1-2. Available at: doi:10.1038/npp.2010.171.
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The statement that “the mind has become a battlefield”® is the most common de-
finitional shortcut related to cognitive warfare. The meaning of the word cognitive is
thus linked to the mental process of understanding, which encompasses all aspects of
intellectual functions, including the subconscious aspects governing all human decision-
-making. The words “cognitive” and “warfare” are joined to refer to activities carried out
in a synchronised way with other instruments of power in order to influence the attitu-
des and behaviours, or disrupt the cognitive abilities of individuals or groups in order
to gain an advantage over a rival party. In terms of the instruments used, it involves the
integration of informational, psychological, cyber and other technological capabilities
with a potential for social engineering. The applied accompanying disciplines include
game theory, social psychology, and ethics. Cognitive warfare activities are not necessa-
rily accompanied by a kinetic component and may not have directly tangible outcomes
(such as the acquisition of resources or territory). As with other instruments of hybrid
warfare, they are conducted in synergy with other activities that remain in a notional
“grey area”, i.e. below the threshold of armed conflict.”

To achieve a broader concept of cognitive warfare, we must include information influ-
ence operations, a crucial part of which involves disrupting the process of self-correcting
inaccurate information by professional journalists or representatives of publicly engaged
groups and organisations. Broad-based influence operations are characterised by the
use of deception techniques and the mass use of these techniques renders the social
system no longer capable of deliberately correcting inaccurate information.8

The relationship between information operations and cognitive warfare therefore
requires a more detailed definition. For example, the definition established within the
US armed forces environment says that “the information environment is the aggregate
of individuals, organisations and systems that collect, process, disseminate or act on
information?”. The information environment consists of three dimensions: the physical
dimension, the informational dimension, and the cognitive dimension. In this model,
the mind (cognitive) is within the information flow separated from the body (physical)

6 CAO, Kathy, GLAISTER, Sean, PENA, Adriana, et al. Countering cognitive warfare: awareness and
resilience. NATO Review [online]. Brussels: Atlantic Council, February 20, 2021 [cit. 2023-07-14]. Available
at: https://www.nato.int/docu/review/articles/2021/05/20/countering-cognitive-warfare-
awareness-and-resilience/index.html#:~:text=In%20cognitive%20warfare%2C%20the%20
human%20mind%20becomes%20the,to%20favour%20an%20aggressor%E2%80%995%20
tactical%200r%20strategic%20objectives.

7 Cognitive Warfare: Strengthening and Defending the Mind. NATO ACT [online]. Norfolk,
Va.: NATO Allied Command Transformation, Strategic Warfare Development Command,
April 5, 2023  [cit. 2023-07-14].  Available at:  https://www.act.nato.int/article/
cognitive-warfare-strengthening-and-defending-the-mind/.

8 Combating information influence activities: A Handbook for communicators [online]. Prague: The Ministry
of the Interior of the Czech Republic [cit. 2023-07-14]. Available at: https://www.mvcr.cz/chh/article/
combating-information-influence-activities-prirucka-pro-komunikatory.aspx.

9 Joint Publication 3-13: Information Operations [online]. Washington, D.C.: Department of Defense, Joint
Chiefs of Staff, 2012, pp. iii. [cit. 2023-07-16]. Available at: https://defenseinnovationmarketplace.
dtic.mil/wp-content/uploads/2018/02/12102012_iol.pdf.
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and from the thoughts (informational).1? This understanding emphasizes the differences
and interconnectedness of the dimensions presented and therefore the importance of
cognitive dimension itself. However, the exploration of the concept of cognitive security
is at the very beginning. The relation is thus not properly described or analysed.

When evaluating the process of acquiring knowledge and understanding the indivi-
dual person in the context of cognitive warfare, we encounter yet another concept. This
is the concept of “psychological operations” — characterised as planned activities using
communication methods and other means to influence the perception attitudes, and
behaviour of the target audience in pursuit of political and military objectives. Psycholo-
gical operations are one of the instruments used for implementing information operati-
ons.11 Clearly, in this sense, activities realised as “cognitive warfare” and “psychological
operations” cannot be confused.

1.2 Classification within the Spectrum of Hybrid Warfare

The tools of cognitive warfare can be classified as part of the broad concept of hybrid
warfare which can be understood as an “...interplay or fusion of conventional as well
as unconventional instruments of power and tools of subversion. These instruments or
tools are blended in a synchronised manner to exploit the vulnerabilities of an antago-
nist and achieve synergistic effects”2. In this type of conflict, the line between war and
peace blurs. Kinetic and non-kinetic tools of hybrid activities therefore usually operate
below the threshold of war. Their use is also cheaper, easier and less risky than kinetic
operations, although their damage is real. Hybrid attacks are also difficult to attribute,
making response to them challenging.13 Cognitive warfare is therefore an integral part
of hybrid warfare.

For mutual links, relationships and interactions between selected forms of warfare see
Figure 1.

10 Joint Concept for Operating in the Information Environment (JCOIE) [online]. Washington, D.C.:
Department of Defense, Joint Chiefs of Staff, 2018, pp. 47. [cit. 2023-10-16]. Available at: https://www.
jcs.mil/Portals/36/Documents/Doctrine/concepts/joint_concepts_jcoie.pdf.

11 AJP-3.10.1: Allied Joint Doctrine for Psychological Operations, Edition B Version 1, with UK National
Elements [online]. London: Ministry of Defence, 2014, pp. 89 [cit. 2023-07-16]. Available at: https://
assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/
file/450521/20150223-AJP_3_10_1_PSYOPS_with_UK_Green_pages.pdf.

12 BILAL, Arsalan Hybrid Warfare — New Threats, Complexity, and ‘Trust’ as the Antidote. NATO
Review [online]. November 30, 2021 [cit. 2023-10-14]. Available at: https://www.nato.int/docu/
review/articles/2021/11/30/hybrid-warfare-new-threats-complexity-and-trust-as-the-
antidote/index.html.

13 BILAL, Arsalan Hybrid Warfare — New Threats, Complexity, and ‘Trust’ as the Antidote. NATO
Review [online]. November 30, 2021 [cit. 2023-10-14]. Available at: https://www.nato.int/docu/
review/articles/2021/11/30/hybrid-warfare-new-threats-complexity-and-trust-as-the-
antidote/index.html.
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Figure 1: Classification of cognitive warfare within the spectrum of hybrid warfare

Source: HUNG, Tzu-Chieh and HUNG, Tzu-Wei. How China’s Cognitive Warfare Works: A Frontline
Perspective of Taiwan’s Anti-Disinformation Wars. Journal of Global Security Studies, Vol. 7, Is. 4,
December 2022. Amended by authors (supplemented by psychological operations)

The above mentioned context, as well as other known ones, obviously indicate that
cognitive warfare encompasses information warfare, including media, brain control and
influence operations.1? Even though they are ongoing in the information environment
which is more complex (physical, informational and cognitive dimensions), information
operations are always targeted at the human mind. At the same time, psychological ope-
rations are an essential part of it. They cannot be conceived outside of cognitive warfare,
as it is impossible to influence the psyche and mentality of an individual outside of his
cognition and nervous system.

Furthermore, the cyber domain is a part of the information environment and con-
sists of an interconnected network of information technology infrastructures?s. Cyber

14 HUNG, Tzu-Chieh and HUNG, Tzu-Wei. How China’s Cognitive Warfare Works: A Frontline Perspective of
Taiwan’s Anti-Disinformation Wars. Journal of Global Security Studies, Vol. 7, Is. 4, December 2022.

15 Joint Publication 3—13: Information Operations [online]. Washington, D.C.: Department of Defense, Joint
Chiefs of Staff, 2012, pp. I1-9. [cit. 2023-07-16]. Available at: https://defenseinnovationmarketplace.
dtic.mil/wp-content/uploads/2018/02/12102012_iol.pdf
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warfare consists of physical attacks on infrastructure, selected individuals, and the in-
dividual stages of decision-making processes. It therefore contains aspects outside the
cognition.

Simultaneously, cognitive warfare, which can be conceived in a very simplistic way as
“mind control”, is thus not an independently applied tool. It operates instead in a broad-
-based process of hybrid warfare that subsumes the above-mentioned tools while accep-
ting the effects of economic warfare activities, military and other operations that do not
directly affect the cognition of the individual.1®

2 FORMS OF COGNITIVE WARFARE

Like any form of military and non-military action in the context of hybrid action, cogni-
tive warfare has its offensive and defensive components.

Obviously, the offensive concept of cognitive warfare is the primary subject of natural
interest. Offensive use by an adversary aims to modify the way reality is accepted, influ-
ence behaviour, and create social and military challenges to disrupt the political and so-
cio-economic system and institutions, without the need for direct armed confrontation
using traditional military instruments.

Defending against the consequences of its use tends to be much less discussed and
is usually assessed only through the prism of defence against disinformation. However,
considering the sophistication of cognitive warfare, it is essential that this phenomenon
be examined in a way that allows its principles to be understood and the means it uses,
in order to prepare an effective defence strategy against it.

At present the dangers of cognitive action are not being sufficiently reflected upon.
However, the protection of one’s own forces and sufficient resilience of the population
should be a decisive priority in the defence and security efforts of any country.

3 NATURE OF TOOLS USED WITHIN COGNITIVE WARFARE

The goal of cognitive attacks is to use information and manipulate the surrounding en-
vironment to activate subconscious processes in the human mind in a way that makes it
difficult for it to reflect on an existing cognitive threat. The modern concept of cognitive
warfare primarily reflects developments made in the field of neuroscience in the last few
decades. It is also based on the technological development of modern communication
tools that allow the transfer of information to a human target. The social sciences repre-
sent a very important part of the process of cognitive action. They define and influence
the operation of an individual in a particular group and their way of thinking.

16 See: HUNG, Tzu-Chieh and HUNG, Tzu-Wei. How China’s Cognitive Warfare Works: A Frontline Perspective
of Taiwan’s Anti-Disinformation Wars. Journal of Global Security Studies, Vol. 7, Is. 4, December 2022.

70



Vojenské rozhledy ¢. 1/2024 Cognitive Warfare as a New Dimension of Security

4 SEGMENT 1: THE NEUROSCIENCES

Generally speaking, we can assume the general public considers the “mind” to be
actually the brain, i.e. an anatomical organ, and the thought process as an activity in
which the brain is the decisive element. However, in order to better grasp cognitive war-
fare, it is necessary to see the thought process in a broader context, also because the
mind and brain represent the environment where this form of warfare takes place.

4.1 Mind and Brain

In modern terms, the mind is a broad term covering all areas of subjective experience.
It describes mental acts and senses, such as thoughts, ideas, emotions, perceptions, de-
cisions, imagination, sensory memory, instinct and other factors which are concentrated
in the central nervous system.17 A basic orientation in environment, i.e. in the current
situation, is then enabled by subjective reflections of objective reality.1® The brain thus
acts as an inference machine.1?

Human consciousness, through observation and comparison with already acquired
experience, selectively arranges details of our surroundings into “maps”, thus creating
our own adaptation of reality. Its form, its evaluation of events, and its efforts to meet
basic human needs subsequently influence thinking, choices, attitudes, and values,
etc.20 It also navigates behaviour itself, i.e. by looking at the aforementioned “maps”
enriched with emotions. Given schemes are tested constantly with the expectation of
what will happen. If the prediction matches reality, the individual experiences a sort of
harmony. However, when the brain reports a discrepancy between the experience and
the expectation, one experiences discrepancy and surprise, called a “prediction error”.2

17 PEROUTKA, David. Tomistickd filosofickd antropologie (Thomistic philosophical anthropology). Prague:
Krystal OP, 2012. ISBN 978-80-87183-42-7, pp. 11, 19-20, 36 and 47.

18 STEPANOVA, Klara. Cognitive Systems: Perception: Vision. Human vs. Al (Computer Vision) [online]. Prague:
Czech Technical University, Faculty of Electrical Engineering, Czech Institute of Informatics, Robotics and
Cybernetics, October 21, 2020 [cit. 2023-07-20]. Available at: https://cw.fel.cvut.cz/b221/ media/
courses/abm33ksy/2022_cognitive_systems_vision_lec3_cns_ks.pdf.

19 HORACEK, Jifi. The synergistic effect of the current digital ecosystem and cognitive warfare operations on
the human mind, and the possibilities of defence. Lecture at the conference Mysl jako bitevni pole (Mind
as a Battlefield), April 12, 2023. Prague: Evropsky dim.

20 DRTINOVA, Daniela, HORACEK, liti. O mozku, dusevni nemoci a spolecnosti (About the brain, mental
illness, and society). Prague: Vysehrad, 2021, pp. 18, 24-28, 49, 56-58, 110-118.

21 7ZLAMALOVA, Lenka. Nejistota a socidlni sité rozkladaji mozky (Uncertainty and social
media break down brains). Interview with the neuroscientist Horacek [online]. Echo24.
cz, February 23, 2023. [cit. 2023-08-20]. Available at: https://echo24.cz/a/Hxjw9/
tydenik-echo-rozhovor-psychiatr-neurovedec-horacek-vymyvani-mozku-konspiracni-teorie.
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22 23 pye to the accompanying uncertainty and stress, the adaptation process begins
by rewriting “maps”, whereby one is more prone to accept any would-be explanatory
information (potentially fraudulent or altered content) that seemingly offers a solution
to the stressful situation. This may lead to a greater level of rigidity and polarisation of
opinions, where the offered explanation contradicts the world view of a particular indi-
vidual or group.

Cognitive operations take advantage of these processes, especially of the uncertainty
and low resilience of targeted individuals and populations.2? They purposefully alter or
slowly and gradually shift the surrounding reality, environment, and pooled informati-
on of the person who is the target of cognitive operations and who interacts with and
accepts the planted content. The outcome of this process is the manipulation of the
resulting “maps” and consequently of the entire experience, thinking, and actions of the
individual, who at the same time is influencing the shape of the reality of their surroun-
dings. Consequently, one can begin to question one’s prior understanding of reality and
begin to separate oneself from socially accepted consensus, values and rules. Negative
or alarming messages with a strong emotional charge are a particularly effective means.
Such messages cause people to experience more insecurity and stress. The ability to
resist this particular action requires a high degree of critical thinking, an appreciation
and understanding of how consciousness works, and that not all available explanations
are true.?s

4.2 Use of the Neurosciences

Neuroscience is a discipline dedicated to the nervous system, investigating the ope-
ration of the brain, the process of receiving and sorting information, and modelling the
cognitive dimension (i.e. explaining, “reading”, and changing the cognitive functions).
It requires the collaboration between various disciplines such as biology, psychology,

22 HORACEK, Jifi. The synergistic effect of the current digital ecosystem and cognitive warfare operations on
the human mind, and the possibilities of defence. Lecture at the conference Mysl jako bitevni pole (Mind
as a Battlefield), April 12, 2023. Prague: Evropsky dim.

23 DRTINOVA, Daniela, HORACEK, Jifi. O mozku, dusevni nemoci a spole¢nosti (About the brain, mental
illness, and society). Prague: Vysehrad, 2021, pp. 25-28, 34, 49, 56, 58, 70-71, 110-118.

24 HORACEK, Jifi. The synergistic effect of the current digital ecosystem and cognitive warfare operations on
the human mind, and the possibilities of defence. Lecture at the conference Mysl jako bitevni pole (Mind
as a Battlefield), April 12, 2023. Prague: Evropsky dim.

25 DRTINOVA, Daniela, HORACEK, Jifi. O mozku, dusevni nemoci a spolecnosti (The brain, mental illness and
society). Prague: Vysehrad, 2021, pp. 162-163.
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medicine, physics, mathematics, and chemistry.26 27 28 The artificial Intelligence (Al), big-
-data mining and other new advanced methods and experiments based on machine lear-
ning, massive databases, and specific algorithms are therefore widely used in neurosci-
ence. The main aim is to ensure two-way communication between the computer and
the brain, to create its full simulation and its operation in relation to human behaviour.
Neuroscience is thus revolutionary in terms of the close proximity we find ourselves to
an individual’s brain and their cognitive abilities. 29 30

However, a number of potential benefits of the neuroscience, such as personalised
and regenerative medicine, entail significant risks and raise a number of ethical questi-
ons. Currently, for example, neuroscience data sets have been undergoing the process
of industrialisation. Without adequate regulatory mechanisms their content is prone to
be misused for undesirable political and economic purposes.31 32

5 SEGMENT 2: TECHNOLOGY

The new era has offered up a new environment, scope and ways of manipulating
an opponent and its population in a particular, deliberate direction. Technologies and
information-psychological tools, i.e. neurotechnology, Al, virtual reality, cyberspace and
hacking33, social media, networks, and many other means34 have consequently made it
possible to carry out cognitive warfare operations quickly, efficiently, and in masse. The

26 GROSTAD, Paul. CyCon 2022 DAY 3 Panel: Cognitive Warfare — Hacking the OODA Loop. YouTube
video [online], July 13, 2022. [cit. 2023-08-20]. Available at: https://www.youtube.com/
watch?v=H3RqF5PigXM.

27 AKIL, Huda, MARTONE, Maryann E., and ESSEN, David C. Van. Challenges and Opportunitiens in Mining
Neuroscience Data. Science, February 11, 2011, Vol. 331, pp. 708-711.

28 ALBRIGHT, Thomas D., KANDEL, Eric R., POSNER, Michael I. Cognitive neuroscience. Current Opinion in
Neurobiology, 2000, Vol. 10, pp. 612-624.

29 N@RGAARD, Katrine, LINDEN-V@RNLE, Michael. Cyborgs, Neuroweapons, and Network Command.
Scandinavian Journal of Military Studies, 2021, 4(1), pp. 94-107. DOI: https://doi.org/10.31374/sjms.86.

30 FREGNAC, Yves. Big data and the industrialization of neuroscience: A safe roadmap for understanding the
brain? Science, October 27, 2017, Vol. 358, pp. 470-477.

31 MALANOWSKI, Norbert. Combining ICT and Cognitive Science: Opportunities and Risks. The European
Foresight Monitor Network. Foresight Brief No. 152, August 2008, pp. 1-4.

32 FREGNAC, Yves. Big data and the industrialization of neuroscience: A safe roadmap for understanding the
brain? Science, October 27, 2017, Vol. 358, pp. 470-477.

33 A commonly used definition of hacking is the act of compromising digital devices and networks through
an unauthorised access to an account or computer system. Hacking is not always necessarily a malicious
act, yet most often it is associated with illegal activity and data theft by cyber criminals.

34 STOIANOV, Nikolai. Cognitive Warfare and Its Implications for the NATO STO IST Panel. NATO Science and
Technology Organization [online], June 21, 2021. [cit. 2023-08-23]. Available at: https://hal.science/
hal-03635960/document.
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current paradigm is thus being changed through many kinds of modern technologies
that have the potential to push the boundaries of human functioning.35 36

We are talking about factors that carry the potential for progress and significant bene-
fits, as well as for destruction and fraud, and for bringing new, as yet uncharted risks37.
Security has therefore become a matter not only for the traditional security actors of
times gone by, but also for the private sector, academia, and every individual.38 Never-
theless, assigning responsibility, authority, and ensuring transparency for the issue, as
well as defining its boundaries through international law, is a fundamental problem.3?
The possible activation of Article 5 of the North Atlantic Treaty also poses a challenge,
since cognitive activities traverse below the threshold of traditionally perceived conflict
and in a so-called grey area of legitimacy.4®

To understand cognitive warfare, it is important to introduce a technological platform
that, in its present form, makes it possible to get the required manipulation techniques
into the minds of targeted population groups more easily and directly than ever before,
as well as to collect data about them.%!

5.1 Neurotechnology as an “Inverter” of an Individual’s Cognitive Abilities

Neurotechnology and neuroweapons are created to detect, degrade, enhance, or
otherwise alter the functions of an individual’s brain, their cognitive and other executive
abilities.#2 43 The output might thus be the creation of a “better” individual or a hybrid

35 KADTKE, James, WELLS, Linton II. Technology Is a Strategic National Security Component. SIGNAL
Magazine, Jan 1, 2015, pp. 1-3.

36 FLORIDI, Luciano. The Fourth Revolution: How the Infosphere is Reshaping Human Reality. Karolinum: New
media studies. 2019.

37 KADTKE, James, WELLS, Linton Il. Technology Is a Strategic National Security Component. SIGNAL
Magazine, Jan 1, 2015, pp. 1-3.

38 NATO. Emerging and disruptive technologies. NATO [online]. Last updated June 22, 2023. [cit. 2023-08-
23]. Available at: https://www.nato.int/cps/en/natohq/topics_184303.htm.

39 N@RGAARD, Katrine, LINDEN-V@RNLE, Michael. Cyborgs, Neuroweapons, and Network Command.
Scandinavian Journal of Military Studies, 2021, 4(1), pp. 94-107. DOI: https://doi.org/10.31374/sjms.86.

40 BROSE, Robert. Cyber War, Netwar, and the Future of Cyberdefense. IEEE Xplore [online], 2015, [cit. 2023-
08-22]. DOI:10.1109/CYCON.2015.7158466

41 WELLS, Linton Il. Cognitive-Emotional Conflict: Adversary Will and Social Resilience. Prism, 2017, Vol. 7,
No. 2, pp. 5-17.

42 GARDEN, Hermann, WINICKOFF, David. Issues in neurotechnology governance. OECD Science, Technology
and Industry Working Papers, November 2018, pp. 1-24.

43 \WURZMAN, Rachel, GIORDANO, James. ‘NEURINT” and Neuroweapons: Neurotechnologies in National
Intelligence and Defense. In GIOVANO James (Ed.), Neurotechnology in National Security and Defense:
Practical Considerations, Neuroethical Concerns. Boca Raton: CRC Press. pp. 79-113, 2015. DOI: https://
doi.org/10.1201/ b17454.
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system integrating the benefits of machine and human cognitive capabilities?4. Neuro-
technology includes prosthetics, neuromodules, modern weapons systems linked to Al,
and medical preparations affecting cognitive abilities. The increase in the sophistication
and ability to read brain activities and use of lie detectors is also being matched by im-
provements in interrogation methods and machines assist people in logistics and milita-
ry decision-making.

A number of ethical issues necessarily arise in relation to these processes. Misuse of
these technologies might lead to the serious vulnerability both of the individual and the
protected population. At the same time, their nature causes confusion as to who will
bear legal and ethical responsibility for the output and use of neurotechnology.4 46

5.2 Information and Communication Technologies (ICT)
as the Main Tool of Cognitive Operations

ICT have changed the character of contemporary human society, which has become
completely dependent on them. With greater frequency they are influencing our self-
-perception and how we interpret the world around us. 47 It provides humans with co-
mmunication and entertainment applications, where information is transmitted in pre-
viously unimaginable volumes.?8 Attackers make good use of the hyper-connectivity*?
provided by cyberspace, the Internet, social media, and other channels. Cyber opera-
tions and cyberattacks make it possible to influence targeted audiences over long di-
stances at a relatively small cost, and in a short time. These are an apposite means for
performing information and psychological operations, which may disrupt cohesion and
polarise society as a whole.3? Threats arising from ICT also include invasion of privacy,

44 Cyborg refers to the hybrid of a biological organism and a machine. This term is mostly used to describe
people whose bodies are permanently supplemented with artificial components.

45 N@RGAARD, Katrine, LINDEN-V@RNLE, Michael. Cyborgs, Neuroweapons, and Network Command.
Scandinavian Journal of Military Studies, 2021, 4(1), pp. 94-107. DOI: https://doi.org/10.31374/sjms.86.

46 TENNISON, Michael el N, MORENO, Jonathan D. Neuroscience, Ethics, and National Security: The State of
the Art. PLoS Biology, 2012, Vol. 10, Iss. 3, pp. 1-4.

47 FLORIDI, Luciano. The Fourth Revolution: How the Infosphere is Reshaping Human Reality. Karolinum: New
media studies. 2019.

48 ARQUILLA, John, RONFELDT, David. Cyberwar is Coming! Comparative Strategy, 1993, Vol. 12, No. 2, pp.
23-60.

49 DRTINOVA, Daniela, HORACEK, liti. O mozku, dusevni nemoci a spolecnosti (About the brain, mental
illness, and society). Prague: VySehrad, 2021, pp. 160-163.

50 KADTKE, James, WELLS, Linton Il. Technology Is a Strategic National Security Component. SIGNAL
Magazine, Jan 1, 2015, pp. 1-3.
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data theft, etc., their disruption poses a risk of the functioning of the administrations of
individual countries. 51 52

5.3 Artificial Intelligence (Al)

The influence of ICT is strongly augmented by Al. Its so-called “deep learning” ability
has been inspired by the functions and structure of the brain. Together with other ana-
lytical tools, it performs detailed data collection and analysis in the information environ-
ment. 33 54 A| offers the possibilities of learning, searching, and the easier operation of
critical infrastructure, etc.35 56

However, its abilities can be relatively easily misused for learning about the psycho-
logy and internal settings, for the targeted manipulation of cognitive abilities of a se-
lected population and individuals,3? for fraud, political infiltration, and for conducting
cyberattacks and crimes.58 Al’s algorithms also directly influence the content people see
online, leading to rigidity and to selective access to information by citizens.>® With all
these risks comes a potential to jeopardise political, economic and social security and
system itself.60

51 SINGER, Peter W., FRIEDMAN, Allan. Cybersecurity: What Everyone Needs to Know. Oxford University
Press. 2014.

52 JEONG, Doowon. Artificial Intelligence Security Threat, Crime, and Forensics: Taxonomy and Open Issues.
IEEE Access, 2020, Vol. 8, pp. 184560-184574.

53 ARMY CAPABILITIES INTEGRATION CENTER — FUTURE WARFARE DIVISION. Operationalizing Robotic and
Autonomous Systems in Support of Multi-Domain Operations [White Paper] [online], 2018, [cit. 2023-08-22].
Available at: https://info.publicintelligence.net/USArmy-RoboticAutonomousMultiDomainOps.
pdf.

54 JEONG, Doowon. Artificial Intelligence Security Threat, Crime, and Forensics: Taxonomy and Open Issues.
IEEE Access, 2020, Vol. 8, pp. 184560-184574.

55 ZENG, Yingjie. Al Empowers Security Threats and Strategies for Cyber Attacks. Procedia Computer Science,
2022, 208, pp. 170-175.

56 KADTKE, James, WELLS, Linton Il. Technology Is a Strategic National Security Component. SIGNAL
Magazine, Jan 1, 2015, pp. 1-3.

57 GROSTAD, Paul. CyCon 2022 DAY 3 Panel: Cognitive Warfare — Hacking the OODA Loop. YouTube
video [online], July 13, 2022. [cit. 2023-08-20]. Available at: https://www.youtube.com/
watch?v=H3RqF5PigXM.

58 JEONG, Doowon. Artificial Intelligence Security Threat, Crime, and Forensics: Taxonomy and Open Issues.
IEEE Access, 2020, Vol. 8, pp. 184560-184574.

59 HORACEK, Jii. The synergistic effect of the current digital ecosystem and cognitive warfare operations on
the human mind, and the possibilities of defence. Lecture at the conference Mysl jako bitevni pole (Mind
as a Battlefield), April 12, 2023. Prague: Evropsky dim.

60 ZENG, Yingjie. Al Empowers Security Threats and Strategies for Cyber Attacks. Procedia Computer Science
2022, 208, pp. 170-175
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5.4 Wearables

Wearables (e.g. smartwatches and chips) is an object connecting people to the Inter-
net. It actively collects physiological data from devices worn directly on the body.51 That
can be used in healthcare, i.e. for disease monitoring, detection deterioration in health,
promoton of a healthy lifestyle.62

However, due to the openness of protocols and other security imperfections, they
are highly vulnerable to various cyberthreats, the collection or modification of personal
data, and the surroundings in which we operate, or to a general breach of trust, to the
availability, credibility and integrity of data. This opens up the possibility not only to ob-
tain accurate data on the targeted population on a massive scale, alter its content, cont-
rol the device, but also to manipulate individuals at times when they are most vulnerab-
le.Similar threats apply to other commonly used devices and objects that are connected
to the Internet (so-called Internet of Things), or to nanotechnologies and nano-weapons
that are expected to start a new industrial revolution and have the potential to disrupt
the entire immune system.63 6465 66 67

5.5 Virtual Reality (VR), Augmented Reality (AR), Gaming, and Cinema

The prospect of escaping to alternative experiences, whether in the unreal environ-
ment of virtual and augmented reality, games or movies, represents an attractive oppor-
tunity for an interactive experience. Thanks to involving a great number of sensations,
it is a way of providing information and entertainment for lots of individuals. We must
increasingly anticipate ever more extensive possibilities for influencing the cognitive
abilities of an individual in a given area as characterising the next generation of social
media. This would bring enormous risks not only in relation to obtaining information

61 GAO, Yiwen, LI, He, LUO, Yan. An empirical study of wearable technology acceptance in healthcare.
Industrial Management & Data Systems, 2015, Vol. 115, No. 9, pp. 1704-1723.

62 ZAMAN, Shakila, ALHAZMI, Khaled, ASEERI, Mohammad, et. al. Security Threats and Artificial Intelligence
Based Countermeasures for Internet of Things Networks: A Comprehensive Survey. I[EEE Access, 2021, Vol.
9, pp. 94668-94690.

63 TSENG, Tzu Wei, WU, Chia Tung, LAI, Feipei. Threat Analysis for Wearable Health Devices and Environment
Monitoring Internet of Things Integration System. IEEE Access, 2019, Vol. 7, pp. 144983-144994.

64 GROSTAD, Paul. CyCon 2022 DAY 3 Panel: Cognitive Warfare — Hacking the OODA Loop. YouTube
video [online], July 13, 2022. [cit. 2023-08-20]. Available at: https://www.youtube.com/
watch?v=H3RqF5PigXM.

65 DRESSLER, Falko, KARGL, Frank. Towards security in nano-communication: Challenges and opportunities.
Nano Communication Networks, 2012, Vol. 3, pp. 151-160.

66 KOSAL, Margaret E. The security implications of nanotechnology. Bulletin of the Atomic Scientists [online],
July/August 2010, [cit. 2023-08-22]. DOI: 10.2968/066004006.

67 |ONESCU, Adrian M. Nanotechnology and Global Security. Connections, 2016, Vol. 15, No. 2, pp. 31-47.
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through seemingly natural conversations or other communication flows and, e.g., deep
fake technologies, but also in manipulating human emotions, an individual’s imaginati-
on, and the way they view reality itself.68 69 70

Virtual and augmented reality also pose a threat to user privacy and user data pre-
servation. Likewise, it is easy to modify the content that is transferred in them. With
their help, it is possible to determine the location of the player, their biometrics as well
as behavioural patterns, or to acquire other personal data. Of course, VR and AR also
fully influence an individual’s emotional state by manipulating and creating an illusion
of the surrounding “environment” and the situations the player finds themselves in.72

An additional media having impact on individuals and forming their opinions, atti-
tudes, emotions, and desires is cinematography, which presents and conveys the idea
of a “perfect” world or other targeted structural, opinion-forming, value-forming, and
social patterns. Opponents can misuse cinema not only to plant certain ideas, informa-
tion and views, but also to distract audiences from reality or to render individuals and
societies ineffective.”?

6 SEGMENT 3: THE SOCIAL SCIENCES

For cognitive warfare to succeed, it is essential to know how the mind works and how
information-processing works, as well as the technological platform by which the requi-
red information reaches the mind of the target population. The form and content of the
disseminated narrative is also an integral part of this process, so that it reflects the target
group as much as possible across the spectrum of characteristics that will increase the
likelihood that the disseminated discourse will succeed in achieving the intended effect
of the cognitive operation.

In the case of offensive cognitive operations, a deep knowledge of the target audien-
ce of the opponent is essential. With defence against the effects of cognitive operations,
knowledge of one’s own nation is essential to the extent that is possible to prepare
measures that will allow the negative impact of the enemy’s actions against one’s own
population to be minimised. In both cases, it is essential that the knowledge of the target
or one’s own population is deep enough to enable the long-term preparation of active

68 PATEL, Parth D., TRIVEDI, Prem. A systematic literature review on Virtual Reality and Augmented Reality in
terms of privacy, authorization and data-leaks. Cornell University, December 9, 2022.

69 GROSTAD, Paul. CyCon 2022 DAY 3 Panel: Cognitive Warfare — Hacking the OODA Loop. YouTube
video [online], July 13, 2022. [cit. 2023-08-20]. Available at: https://www.youtube.com/
watch?v=H3RgF5PigXM.

70 PATEL, Parth D., TRIVEDI, Prem. A systematic literature review on Virtual Reality and Augmented Reality in
terms of privacy, authorization and data-leaks. Cornell University, December 9, 2022.

71 BAKER, Christopher, PAWLING, Ralph, FAIRCLOUGH, Stephen. Assessment of threat and negativity bias in
virtual reality. Scientific Reports, 2020, Vol. 10, pp. 1-10.

72 DEPPO, Serge da. Mind Like a Battlefield. Greetings at the Mind Like a Battlefield Conference, April 12,
2023, Prague: Evropsky dim.
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measures, whether offensive or defensive. This issue can be considered broadly interdis-
ciplinary, and it is the domain of the social sciences and humanities, which are used for
building a picture of the target audience.

There is a wide range of criteria that shape the characteristics of a nation or its chosen
social group. Alongside these will be a number of factors that make the target group
more vulnerable to the effects of cognitive warfare tools, or, on the contrary, more resi-
lient than others.

6.1 Political Context

The political context at all levels of the target state is of fundamental interest in the
process of cognitive warfare. In particular, internal politics at the regional and national
level, reflecting the political preferences of voters, is highly indicative of the opinion
spectrum of the population and individual groups.

Understanding the political system and institutional order allows one to target the
effect of cognitive warfare tools on the creation or support of narratives questioning
the fairness of the political order, the erosion of trust in the institutions of state admi-
nistration and public self-government, the credibility of political representatives, or the
un-fairness of the electoral system, and to induce a sense of the erosion of the existing
political order and to support efforts to change it both by legal and illegal means.

6.2 Economy

Actions aimed at the civilian population include attempts to create the desired image
for foreign investors, especially in contracts of strategic importance and with key infra-
structure. An important element of these activities is forming conditions for the exerci-
se of financial influence and material dependence. Targeted and skillfully disseminated
narratives may relate to problems of non-transparent deal-making, environmental de-
gradation, industrial pollution, lack of transparency in lending, and corruption. Cognitive
tools can be used to hide existing problems of this nature or vice versa to discredit a se-
lected target by creating an impression that such negative facts exist without this actu-
ally being the case. A poor socio-economic situation is a breeding ground for distrust of
government, state institutions, and for the overall questioning of political mechanisms
and processes.

6.3 Societal Area

In the context of cognitive warfare, characteristics that are shaped in society over
the long term, which have a low probability of being changed rapidly, and that can be
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influenced by external action, i.e. from outside the society itself, only very little or not at
all, can be considered crucial.

The primary goal of cognitive tools is not to completely change these characteristics,
but rather to make the most of them instead — adapting the content of disseminated
narratives and the form of their distribution to the target group. A deep knowledge of
these characteristics is a prerequisite for successful action on the opponent’s mind, or, in
the case of a defence against cognitive warfare, to protect one’s population. The comple-
xity and the interdependence of these parameters shape the complexity of this segment.

At the practical level, the experience of one environment is not transferable to ano-
ther. What works in one country will certainly not work in the conditions of another,
and what works in relation to a certain social group will certainly not work in relation to
another.

6.4 Psychology of the Nation

This characteristic is also sometimes referred to as national character or national
mentality, and is an umbrella term for a more stable psychological characteristic of a par-
ticular nation. Such psychology is derived from various factors, e.g. the nature of the
landscape, historical experience, or linguistic peculiarities and it relates to the typical
conditions of life of a particular national population.

It includes, for example, the application of certain procedures in relation to raising
children and subsequent generations. Certain political, cultural, and other events can be
derived from the supposed or observed characteristics of particular nations.”3

In the narrower meaning of psychology, it is a comparative discipline examining psy-
chological phenomena and traits that distinguish one ethnicity from another. Nowadays,
it can be equated to ethnopsychology.”4

6.5 Religion, Faith, History

Hasova et al. state: “Religious belief and historical consciousness are indicators that
refer to a particular kind of memory. We understand memory as a means of maintaining
certain patterns of behaviour, actions, and thinking across generations. Relation to histo-
ry and historical consciousness refers to historical memory, which is defined as a shared
understanding of historical events and individuals’ own attitude towards knowledge of

73 NESPOR, Zdenék at al. Charakter narodni (National character). The Sociological Encyclopedia [online].
Prague: Institute of Sociology of the Czech Academy of Sciences [cit. 2023-07-25]. Available at: https://
encyklopedie.soc.cas.cz/w/Charakter_ n%C3%A1rodn%C3%AD.

74 NESPOR, Zdenék et al. Volkerpsychologie. The Sociological Encyclopedia [online]. Prague: Institute of
Sociology of the Czech Academy of Sciences [cit. 2023-07-25]. Available at: https://encyklopedie.soc.
cas.cz/w/V%C3%B6lkerpsychologie.
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history and history itself. In our era, which is driven by modernisation and rising indivi-
dualism, memory is threatened and yet at the same time it is a key source of identity.”75

The link between the historical development of a nation and its religious identity is
one of the most important characteristics, if not the most important. Nations playing an
important role in world history which have a strong institutionalised religious identity
undoubtedly have different collective characteristics than nations with marginal histori-
cal significance, without a firm anchor in the system of the world’s major religions, and
with built-up historical skepticism. From a cognitive perspective, each of these catego-
ries will require a completely different approach and the use of different tools.

6.6 Social Relations in Society

In this area, we may include a variety of social characteristics that are of particular
importance in the process of understanding the target group. These include, in particu-
lar, ethnic composition, age groups, social stratification, mobility, social classes, social
inequalities, occupational and labour market structure, consumption, leisure, mass and
individual culture, deviant behaviour, the structure of social institutions, arrangement of
urban and rural settlements, and everyday life in the particular society.”®

6.7 Value System

We can refer to the order and priority that an individual or society assigns to certain
values as a value system. Even if an individual or society shares a common set of values,
this does not mean that they will respectively assign equal weight to its individual ele-
ments. A value system is evolutionary, reflecting social development, as well as the exi-
stential status of a person or segment of a population. In practice, there are differences
between an idealised and realised value system, i.e. one that is looked up to as an ideal
and one that is used in everyday life. The difference between individualism and collecti-
vism is an important aspect, with a direct impact on the value system.””

In the context of cognitive warfare, it is also necessary to monitor value orientation.
This manifests itself in the situational, short-term, or long-term degree of importance

75 HASOVA, Veronika, Jan VANE, Jifi VINOPAL et. al. Religious Faith and Relationship to History — Analysis
of Interconnection. Acta FF, 2019, 11(1), 1-18, p. 2. ISSN 23366346. Available at: doi:10.24132/
actaff.2019.11.1.1

76 NESPOR, Zdenék et al. Sociology. The Sociological Encyclopedia [online]. Prague: Institute of Sociology
of the Czech Academy of Sciences [cit. 2023-07-25]. Available at: https://encyklopedie.soc.cas.cz/w/
Sociologie

77 Value systems. Psychotherapeutic database: Encyklopedie [online]. [cit. 2023-07-25]. Available at:
https://dbterapie.cz/encyklopedie/hodnotove-systemy/.
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that an individual or part of society attaches to certain ideals, characteristics, and phe-
nomena affecting their practical behaviour.”8

6.8 Legal System and the Rule of Law

Belief in the stability and functionality of the legal system and the rule of law repre-
sent basic attributes of the trust a population has in the basic arrangements of state
power and its credibility. This parameter has a significant impact especially in democratic
countries, where it occupies the position of natural target for the action of cognitive war-
fare tools. The creation of distrust in the legal system and law enforcement is therefore
a strong motive for acting on social stability, in particular if an impression can be created
that the law only applies to a certain group of the population, while for another group
it is unenforceable.

CONCLUSION

Cognitive warfare is a term that has been used more in recent years. Given the term
“warfare”, we might think that this phenomenon would relate exclusively to the military
field and to the broader conduct of military operations under the conditions of the tech-
nologically advanced battlefield of the 21 century. However, from brief practical expe-
rience with the issue, we can learn it actually refers to forms of influencing the mental
processes of target groups, i.e. psychological, information, influence operations. In the
context of reflections on the nature of cognitive warfare, the issue of disinformation
spread by modern communication platforms is often discussed, noting that this is the
problem at the heart of presented phenomenon.

Nevertheless, cognitive warfare differs from previously used forms of action in the
information space with an impact on the thinking of target groups thanks to its targe-
ted and sophisticated use of scientific knowledge from the neurosciences. Disseminated
narratives and the choice of the most suitable technological platforms for their distribu-
tion to the target audience are adapted to this deeper understanding of how the human
mind operates. It is through the use of neuroscience that earlier forms of informational
and psychological activity have reached a new level.

In defining cognitive warfare, the manner and degree of involvement of neuroscienti-
fic knowledge has not yet been determined, however. Nowhere is it specified what form
the new quality should take compared to the traditionally used forms of information
activity. In this respect, further focused research on the phenomenon of cognitive war-
fare is required, fully respecting the differences of the subject of research of all three de-
scribed segments. At the same time, conceptual ambiguity and a lack of conceptual and

78 PRUNNER, Pavel. Vyzkum hodnot (Value research). Plzen: Euroverlag, 2002, pp. 27-28, ISBN 80-7177-710-2.
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doctrinal anchoring prevent a deeper understanding of individual segments of cognitive
warfare and their interdependence.

This article therefore introduced a conceptual classification of cognitive warfare, its
forms, its tools and the three main segments it connects: neurosciences, technology,
and social sciences. Only further research on these core disciplines together will enable
an understanding of the phenomenon and provide insights into how to address it. The
importance of cognitive warfare in the near future is already sufficiently evident and po-
ses a new fundamental challenge not only to the armed forces and security authorities,
but to the defence and security community in general.
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Clanek se vénuje konceptu crowdsourcingu v prostiedi socialnich siti jako
novému fenoménu zapojujiciho civilni obyvatelstvo do zpravodajské-
ho procesu a umoznujici vyuZiti jeho zpravodajského potencidlu béhem
ozbrojeného konfliktu. Crowdsourcing civilniho obyvatelstva je predstaven
na prikladu intervence NATO b&hem prvni ob&anské valky v Libyi. Clanek
prezentuje jeho vyuZiti béhem zpravodajského procesu na strategicko-
-operacni Urovni veleni a fizeni ozbrojenych sil. Stanovuje jeho mozZnou
definici jako zdrojového prvku zpravodajského procesu, pricemz je jako
zdrojovy prvek distinktivné oddélitelny od podobnych zdrojovych prvka.

The article focuses on the concept of crowdsourcing in the social
networking environment as a new phenomenon involving civilians in
the intelligence process, enabling the use of their intelligence potential
during armed conflict. Crowdsourcing of the civilian population is
introduced by the example of NATO intervention during the first civil
war in Libya. The article presents its use during the intelligence process
at the strategic-operational level of command and control of the armed
forces. It establishes its possible definition as a collection method of the
intelligence process, and as a collection method which is disjunctively
separable from similar intelligence collection methods.

CROSINT; Crowdsourcing; role civilistl v ozbrojenych konfliktech; shro-
mazdovani zpravodajskych informaci; zpravodajsky proces.

CROSINT; Crowdsourcing; Role of Civilians in Armed Conflicts; Intelligence
Collection; Intelligence Proces.
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Vyuziti crowdsourcingu a informaci z otevienych zdrojl je v dnesni vysoce digital-
né propojené spolec¢nosti jiz pomérné béznou praxi. Vyjimkou nejsou soudobé valecné
konflikty, kdy informace ziskané crowdsourcingem predstavuji cenny zdroj informaci pro
tvorbu zpravodajského produktu.?

Potencial crowdsourcingu ukazaly soudobé ozbrojené konflikty, pfedevsim obcéanska
vélka v Syrii nebo druha valka o Nahorni Karabach. Ve velkém méritku poté pocatecni
tydny ruské agrese proti Ukrajiné, kdy ukrajinské ozbrojené sily v prvnich etapach valky
vyuzily tento zplsob shromazdovani informaci v do té doby nezaznamenaném rozsa-
hu. VyuZiti crowdsourcingu civilniho obyvatelstva jako zdrojového prvku zpravodajského
procesu mélo signifikantni vliv na prvotni ukrajinské vojenské Gspéchy.2

Co si vsak pod pojmem crowdsourcing predstavit? Z obecného pohledu se jedna
o ,model distribuovaného reseni problému, ktery vyuZiva kolektivni znalosti (interneto-
vych) skupin s cilem pomoci organizaci se specifickym tkolem”.3 Crowdsourcing vychazi
z konceptu tzv. kolektivni znalosti (collective intelligence). Nékdy je téZ oznacovan jako
,wisdom of the crowds”, kdy pravé toto oznaceni slouzi v nékterych pripadech k ¢eské-
mu prekladu jako ,,moudrost dav(l“, nicméné v tomto ¢lanku je dale vyhradné pouzivan
uvedeny anglicky termin crowdsourcing.

Plvodné civilni koncept pomérné rychle expandoval do zpravodajského procesu,*
ve fazi shromazdovani a zpracovani informaci, kde crowdsourcing figuruje jako jeden
ze zdrojovych prvkd pro naslednou véezdrojovou analyzu.5 Proto se text zaméFuje na je-
den z prvnich konfliktl, béhem kterého se timto zplisobem ziskané informace vyuZzivaly.
Vyuziti popisovanych metod bylo moZné pozorovat béhem prvni obéanské valky v Libyi
(nékdy téz nazyvana jako ,Libyjska revoluce”), ktera probihala v roce 2011.

Severoatlanticka aliance intervenovala do tamniho konfliktu prostfednictvim pouZiti
vzdusnych sil. Nad libyjskym tzemim vznikla bezletova zéna. Cilem bylo pomoci povstal-
clm svrhnout rezim plukovnika Muammara Kaddafiho a zaroven ochranit jim utlatované

1 PESEK, Karel. Komparativni pFipadové studie: vyufiti ob&anského zpravodajstvi (CITINT) béhem
probihajiciho konfliktu na Ukrajiné v porovnani s vybranymi soudobymi konflikty. Online, Diplomova
prace, vedouci Miroslav Mares. Brno: Masarykova univerzita. 2023, s. 118. Dostupné z: https://is.muni.
cz/th/qjy3x/. [cit. 2023-10-16).

2 BURKE, Paul. THE ISSUES IN THE COLLECTION, VERIFICATION AND ACTIONABILITY OF CITIZEN-DERIVED
AND CROWDSOURCED INTELLIGENCE DURING THE RUSSIAN INVASION OF UKRAINE. Online. Strategic
Panorama. 2022, s. 96. Dostupné z: https://doi.org/10.53679/2616-9460.specialissue.2022.09. [cit.
2023-10-16].

3 BRABHAM, Daren C. Crowdsourcing. Cambridge, Massachusetts a London, England: The MIT Press, 2013,
s. 117.1SBN 978-0-262-51847-5. Dostupné také z: https://wtf.tw/ref/brabham.pdf.

4 STEELE, Robert David. Open source intelligence. In: JOHNSON, Loch K. Handbook of Intelligence Studies.
270 Madison Avenue, New York NY 10016: Routledge, 2007, s. 131. ISBN 0-203-08932-4.

5 Viz Burke, ref. 2. str. 97.
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civilni obyvatelstvo.® V dobé&, kdy NATO nedisponovalo Zddnymi pozemnimi jednotkami
pfimo v Libyi a situace v zemi byla vysoce nepiehlednd az chaotickd, se crowdsourcing
libyjskych civilistl, zejména jejich aktivity na socidlnich sitich,? zacal jevit jako jeden ze
zpUsobd, jak Uc¢innost uderd aliancniho letectva zefektivnit. Crowdsourcing Uspésné roz-
Sifoval objem informaci alian¢niho strategicko-operacniho zpravodajstvi béhem operace
,Unified Protector” (Operation Unified Protector, OUP).8

Nasledujici text predstavuje vyuZiti metod crowdsourcingu v rdmci shromazdovani in-
formaci a jejich nasledné vyuziti béhem dalsich fazi zpravodajského cyklu. Text je prehle-
dovym clankem vyuZivajicim sekundarnich informacnich pramend a poskytuje prehled
o fenoménu crowdsourcingu v prostredi zpravodajského zabezpeceni ¢innosti ozbroje-
nych sil.

V textu je obsaZena reSerSe sekundarnich zdroju o tématu. Na zakladé analyzy téchto
zdroj( autori argumentuji, Ze crowdsourcové zpravodajstvi (Crowdsourced intelligence
— CROSINT) je mozné odlisit od pFibuznych zpravodajskych disciplin (zdrojovych prvk(?®)
shromazdovani informaci, predevsim od zpravodajstvi z otevienych zdroji (Open-sour-
ce Intelligence, OSINT) a zpravodajstvi z lidskych zdroji (Human Intelligence, HUMINT),
jelikoZ jejich vzajemny presah neni dostatec¢ny a navzdory vyuZiti stejnych prileZitosti
se od sebe konceptualné lisi.

Clanek pracuje s urditym mnoZstvim zpravodajskych zdrojovych prvk@ (INTs), které
vsak nejsou Sirsi zpravodajskou komunitou dosud jako samostatné uznavany. V textu je
vsak s nimi pracovano v zajmu upozornéni na odliSnosti od tradi¢nich disciplin a zaroven
poskytnuti pfehledu o soucasnych trendech ve zpravodajskych studiich.

Autofri také predstavuji definici crowdsourcingu pro jeho vyuZiti ve zpravodajském
procesu. Zavérem je popsan vyskyt tohoto fenoménu jako zdrojového prvku zpravodaj-
ského procesu béhem prevratu v Libyi v roce 2011 ze strany NATO v pribéhu OUP.

6 NATO. NATO and Libya (Archived). Online. NORTH ATLANTIC TREATY ORGANIZATION. Last updated: 09
Nov. 2015 11:22. Dostupné z: https://www.nato.int/cps/en/natohg/topics_71652.htm. [cit. 2023-10-16].

7 ELKJER NISSEN, Thomas. #TheWeaponizationOfSocialMedia: @Characteristics_of _ Contemporary_
Conflicts. Kodan: Royal Danish Defence College, 2015, s. 80-84. ISBN 978-87-7147-098-7. Dostupné také
z: https://research.fak.dk/esploro/outputs/book/TheWeaponizationOfSocialMedia-CharacteristicsofCont
emporaryConflicts/991815694803741.

8 STOTTLEMVYRE, Steve a STOTTLEMYRE, Sonia. Crisis Mapping Intelligence Information During the Libyan
Civil War: An Exploratory Case Study. Online. Policy & Internet. 2013, roc. 4, €. 3-4, s. 2. Dostupné z: https
/doi.org/10.1002/po0i3.9. [cit. 2023-10-16].

9 Vyznam terminG zdrojovy prvek zpravodajského procesu a zpravodajska disciplina je v ramci clankd
stejny.
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ZPRAVODAIJSKE VYUZITi CROWDSOURCINGU

V ODBORNE LITERATURE

Textl o vyuZiti crowdsourcingu v civilni (striktné nevojenské) sfére existuje velké
mnozZstvi. Koncept pfedstavil v roce 200610 Jeff Howe,1ktery se vénuje jeho vyuZitelnos-
ti v oblasti obchodu a podnikani. Daren Brabham12 se tomuto fenoménu vénuje po jeho
teoretické strance, predstavuje definici crowdsourcingu a popisuje, jak by mél cely pro-
ces v idealnim pripadé fungovat. Pravé Brabham znacné rozsifuje teoretickd vychodiska
této Cinnosti a poukazuje na klicové faktory, které by mél proces splfiovat, aby se o ném
dalo hovotit jako o ,,crowdsourcovém®. Na téchto parametrech panuje shoda napfic své-
tovou akademickou obci, pficemZ zmifiovanymi faktory!3 jsou:

e ,Organizace (aktér) majici Ukol/pozadavek, ktery je potfeba splnit nebo chce s jeho

plnénim pomoci.

o Komunita (dav — crowd) ochotnd tkol/pozadavek dobrovolné vykonat.

® (Online) prostredi umoZiujici plnéni ukolu a interakci mezi organizaci (aktérem)

a komunitou.

® Spoluprdce je vzdjemné vyhodnd pro organizaci (aktéra) i komunitu.”14

Brabham tvrdi, Ze crowdsourcing je vyuzivan vyhradné v internetovém online pro-
stredi. OvSem tato Cast jeho definice je jiz prekonana, a to zejména v okamziku, kdy se
zamérime na vyuZiti crowdsourcingu béhem shromazdovani informaci v prostredi ozbro-
jeného konfliktu. DileZita je tedy pouze existence ,prostfedi (at jiz online nebo off-line),
umoznujiciho plnéni dkoll a interakci mezi zainteresovanymi stranami. DuleZité je dodat,
Ze pro interakci mezi stranami bude s nejvétsi pravdépodobnosti zapotfebi internetové
pripojeni nebo alespori mobilni signal. Online prostredi vsak zcela jisté nemusi byt za-
kladni potfebou pro plnéni stanoveného ukolu (v tomto pfipadé myslime shromazdovani
informaci v terénu).

Na druhé strané je pocet odbornych textl vénujicich se vyuZiti crowdsourcingu jako
zdrojového prvku vsezdrojové analyzy béhem zpravodajského procesu zcela marginaini
mnozstvi a v ¢eském a slovenském jazyce, s vyjimkou nékolika zavérecnych vysokoskol-
skych praci, toto téma zcela absentuje. Pro akademickou sféru zacalo byt aktudlni az
s vypuknutim valky na Ukrajiné v roce 2022.

Z text( vénujicich se crowdsourcingu jako zdrojovému prvku zpravodajského proce-
su je dlleZité zminit hned nékolik pocinl zacinajicich pionyrskou kapitolou v dile Locha

10 HOWE, Jeff. Crowdsourcing. Online. Crowdsourcing.typepad.com. 2006. Dostupné z: https://
crowdsourcing.typepad.com/cs/2006/06/crowdsourcing_a.html. [cit. 2022-10-08].

11 HOWE, Jeff. Crowdsourcing: Why the Power of the Crowd Is Driving the Future of Business. Currency,
2009. ISBN 978-0307396211.

12 Viz Brabham, ref. 3.
13 |bid., str. 3.
14 |bid., str. 3a 97.
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Johnsona,15 jejimZ autorem je Robert Steele.16 Ten v kapitole o OSINT jako prvni upozor-
nuje na (v té dobé — 2007) novy fenomén jménem crowdsourcing a poukazuje na jeho
do budoucna se zvysujici vyznam. Steele ho povaZuje ,,pouze” za subdisciplinu OSINT. To
v3ak nikterak neubird na vyznamu, ktery v ném Steele vidi.1?

Nicholas Mumm?18 dochdzi k zavérim, Ze vyuZitim potencidlu civilniho obyvatelstva
v soucinnosti s modernimi technologiemi zvySuje ucinnost shromaZdovani informaci
v ramci HUMINT. Uvadi také, Ze vyuziti kolektivniho védomi civilistd miZe v Sirokém mé-
fitku pomoci ozbrojenym sildm v jejich operacni ¢innosti. Nabada i k vyuZiti rozsifujici se
mobilni sité k vytvoreni propojeni mezi civilnim obyvatelstvem a armadou. Celkové po-
ukazuje na mozZnost doplnit zpravodajské zabezpeceni ozbrojenych sil o crowdsourcova
data od civilniho obyvatelstva.1?

Pokousi se tak prevléci koncept sesednutych vojaku ,,every soldier a sensor” do civilni-
ho prosttedi. Ten je detailné popsan v pfirué¢ce americké armady z roku 2008.20 Koncept
cili na zvySeni objemu ziskanych informaci béhem zpravodajského procesu na taktické
urovni. Sesednuti vojaci maji byt schopni aktivné pozorovat své okoli, poznatky zazname-
navat a pribéiné hlésit v redlném &ase pomoci novych pfipojenych technologii.?! Také
¢innost crowdsourcingu ma podobu tzv. sesednutych vojaka. Timto zplsobem rozsifuje
zpravodajské a prlizkumné kapacity pro zpravodajsky proces v rdmci zpravodajské pri-
pravy bojisté, a to pomoci jednotlivych vojakl zajistujicich kontinuéini tok informaci. Vo-
jaci tvori dav (crowd) a kazdy vojak je v rdmci konceptu zpravodajskym senzorem.

Vsechny zminéné texty vSak zatim spatfuji crowdsourcing pouze jako obohaceni tra-
di¢nich zpravodajskych zdrojovych prvk(. Odlisny pohled predstavuje Steven Stottlemy-
re22 3 Shay Herhkovitz.23 Oba autofi, publikujici nezévisle na sobé, tvrdi, Ze crowdsour-
cing neni pouze nastroj rozsifujici tradi¢ni zpravodajské zdrojové prvky, nybrz ho vnimaji

15 JOHNSON, Loch K. Handbook of Intelligence Studies. 270 Madison Avenue, New York NY 10016: Routledge,
2007. ISBN 0-203-08932-4.

16 Viz Steele ref. 4.
17 |bid.

18 MUMM, Nicholas. CROWDSOURCING: A NEW PERSPECTIVE ON HUMAN INTELLIGENCE COLLECTION IN
A COUNTERINSURGENCY. Online. Small Wars Journal. 2012. Dostupné z: https://smallwarsjournal.com/
node/12036. [cit. 2023-04-24].

19 |bid.

20 HEADQUARTERS DEPARTMENT OF THE ARMY. FM 3-21.75 (FM 21-75): The Warrior Ethos and Soldier
Combat Skills. Washington, DC: Headquarters Department of the Army, 2008. Dostupné také z: https://
irp.fas.org/doddir/army/fm3-21-75.pdf.

21 MCGARRY, Christopher C.E. Inverting the Army Intelligence Pyramid. Online, Monograph, vedouci
Command and General Staff College. Kansas: School of Advanced Military Studies United States Army
Command and General Staff College Fort Leavenworth, Kansas. 2011, s. 14-17. Dostupné z: https://apps.
dtic.mil/sti/tr/pdf/ADA545590.pdf. [cit. 2023-10-17].

22 STOTTLEMYRE, Steven. HUMINT, OSINT, or Something New? Defining Crowdsourced Intelligence. Online.
International Journal of Intelligence and Counterlintelligence. 2015, ro¢. 28, ¢. 3. Dostupné z: https://doi.
0rg/10.1080/08850607.2015.992760. [cit. 2023-04-24].

23 Herhkovitz, Shay. 2020. “Crowdsourced Intelligence (Crosint): Using Crowds for National Security.” The
International Journal of Intelligence, Security, and Public Affairs 22 (1): 42-55. doi:10.1080/23800992.20
20.1744824.
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jako vlastni zdrojovy prvek zpravodajského procesu, ktery do rodiny , INTG“24 Fadi pod
oznacenim crowdsourcové zpravodajstvi (CROSINT).

Prvni a vlivnéjsi je Stotlemyre vytycujici zakladni charakteristické rysy téchto novych
projevll ve zpravodajstvi. Jeho hlavnim cilem je profesionalizovat koncept shromazdo-
vani informaci prostfednictvim crowdsourcingu, pficemz argumentuje, Ze tento zplsob
shromazdovani informaci je zpravodajskymi strukturami v jednadvacatém stoleti jiz
béiné vyuzivan. Navic dodava, Ze je jasné odliSitelny od pribuznych zdrojovych prvka
viezdrojové analyzy (OSINT a HUMINT).25

Konkrétnim pripadlm vyuZiti crowdsourcingu jako zdrojového prvku zpravodajského
procesu se na pfipadu Ukrajiny vénuje Paul Burke26 a Andrew Ford??, ktefi upozorfiu-
ji na masovost vyskytu crowdsourcingu v tomto konfliktu. Pfirovnavaji vyuziti civilniho
obyvatelstva ke zmifnovanému konceptu, kdy kazdy vojak je senzorem, a tento v pripadé
civilistd nazyvaji , kazdy obéan je shromaZdovatel” (every citizen a collector28). Oba také
tvrdi, Ze se civilisté stavaji souéast kill-chain??. Tyto faktory pfisuzuji rozsifeni vlastnictvi
chytrych mobilnich telefon( v ukrajinské populaci.

Trendu vyuZiti crowdsourcovych dat ze socialnich siti k vybéru vojenskych cili se vé-
nuje Thomas Elkjer Nissen.3? Jeho myslenky dale rozviji Sanda Svetoka3!. Oba autofi vsak
své poznatky sméruji ke konceptu hybridni valky, nikoli k samotnému zpravodajskému
procesu. Podobné je tomu i v pripadé P. W. Singera a Emersona T. Brookinga, ktefi se
vénuji weaponizaci socidlnich siti.32

Vyuziti crowdsourcovych dat ze socidlnich siti se vénuji i autofi publikujici o zpra-
vodajstvi ze socidlnich siti (Social media intelligence, SOCMINT),33 pfi¢emZ potencidlu

24 Neboli ,rodina“ zpravodajskych disciplin (zdrojovych prvk() shromazdovéni informaci, kdy jednotlivé
prvky maji tradi¢né ve svém akronymu INT odkazujici na anglické slovo intelligence (zpravodajstvi). Za
tradicni zpravodajské discipliny obecné povazujeme OSINT, HUMINT, IMINT, MASINT a SIGINT. Sou¢asnym
trendem ve zpravodajskych studiich je snaha rozsifovat ,rodinu” o nové zpravodajské discipliny. Zaroven
probihad debata o legitimité tohoto trendu. Pfikladem je pravé CROSINT, ale za zminku stoji i CITINT,
SOCMINT nebo CYBINT.

25 Viz Stottlemyre ref. 22. str. 579.

26 Viz Burke ref. 2.

27 Autor série ¢lankd o této problematice, viz: https://fhs.academia.edu/MatthewFord/Radical-War
28 \/iz Burke ref. 2. str. 101.

29 Kill-chain je nékolika fazovy vojensky koncept oznacujici strukturu Gtoku.

30 Viz Elkjer Nissen ref. 7.

31 SVETOKA, Sanda. Social Media as a Tool of Hybrid Warfare. Riga: NATO Strategic Communications Centre
of Excellence, 2016. ISBN 978-9934-8582-6-0. Dostupné také z: https://stratcomcoe.org/publications/
social-media-as-a-tool-of-hybrid-warfare/177.

32 SINGER, P. W. a BROOKING, Emerson T. LikeWar: The Weaponization of Social Media. Online. Eamon
Dolan/Houghton Mifflin Harcourt, 2018. ISBN 978-1328695741. Dostupné z: https://dl1.cuni.cz/
pluginfile.php/1192375/mod_resource/content/2/Singer%2C%20P.%20W%20%20LikeWar_%20the%20
Weaponization%200f%20Social%20Media-Houghton%20Mifflin%20Harcourt%20%282018%29.pdf. [cit.
2023-10-17].

33 SIR OMAND, David; BARTLETT, Jamie a MILLER, Carl. Introducing Social Media Intelligence (SOCMINT).
Online. Intelligence and National Security. 2012, ro¢. 27, €. 6, s. 801-823. Dostupné z: https://doi.org/10.
1080/02684527.2012.716965. [cit. 2023-04-24].
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socialnich siti pro shromazdovani informaci v ramci zpravodajského procesu se vénuje
Sofia Charania.3* Konkrétni metody a nastroje SOCMINT jako prvku OSINT detailné po-
pisuji Nihad Hassan a Rami Hijazi.33> SOCMINT s vojenskym vyuZitim dat ze socidlnich
siti propojuje Karen Howells,36 kterd zmifiuje konkrétni pfipady vojenskych zasah( na
zakladé takto ziskanych dat a ve svém textu zminuje i pfipad Libye.

Crowdsourcingu v ramci konfliktu na Ukrajiné se dotykaji i Roman Horbyk37 a Grego-
ry Asmolov,38 ti se vSak vice ne? jeho zpravodajskému vyuZiti vénuji jeho dopadiim na
postaveni civilistl v rdmci konceptu participacni valky. Projeviim crowdsourcingu béhem
obéanské valky v Syrii se vénuje Asher Berman,3? jeho projeviim béhem prvni obéan-
ské valky v Libyi jiZz zmifiovany Steven Stottlemyre spole¢né se Sonia Stottlemyre,4? ktefi
analyzuji jeho vyuziti béhem jednotlivych fazi zpravodajského procesu na pfipadu OUP
v kontextu krizového mapovani (dale i crisis mapping).

Pravé v ramci crisis mapping je crowdsourcing hojné vyuzivanym nastrojem shroma-
Zdovani informaci.?! Informace tohoto pGvodu vyuZiva k dosaZeni rozdilnych cild neZ
CROSINT. Hlavnim rozdilem je zdmér, za kterym jsou crowdsourcova data shromazdova-
na. V pripadé zpravodajského vyuZiti se jedna o prispivani do zpracovani zpravodajskeé-
ho produktu, jako jeden ze zdrojovych prvkl. Tento proces je striktné v rukou statnich
zpravodajskych aktérd a typicky ma vliv na vedeni vojenskych operaci.#? Crisis mapping
mUzZe byt veden jak statnimi, ale i nestatnimi aktéry (napf. humanitarnimi organizacemi).
Data se v tomto pripadé nemusi vyuZivat jako zdrojovy prvek zpravodajského procesu,

34 CHARANIA, Sofia. Social Media‘s Potential in Intelligence Collection. Online. American Intelligence
Journal. 2016, ro¢. 33, ¢ 2, s. 94-100. ISSN 0883072X. Dostupné z: https://www.jstor.org/
stable/26497093?typeAccessWorkflow=login. [cit. 2023-10-17].

35 HASSAN, Nihad A. a HIJAZI, Rami. Open Source Intelligence Methods and Tools: A Practical Guide to
Online Intelligence. Online. Delaware: Apress Media, 2018. ISBN 978-1-4842-3213-2. Dostupné z: https://
douran.academy/wp-content/uploads/ebooks/open-source-intelligence-methods-and-tools.pdf.  [cit.
2023-04-25].

36 HOWELLS, Karen. Social Media Networking and Tactical Intelligence Collection in the Middle East. Online.
International Journal of Cyber Warfare and Terrorism (JCWT). 2019, ro€. 9, €. 2, s. 15-28. ISSN 1947-3435.
Dostupné z: https://doi.org/10.4018/1)CWT.2019040102. [cit. 2023-10-17].

37 HORBYK, Roman. “The war phone”: mobile communication on the frontline in Eastern Ukraine. Online.
Digital War. 2022, ro€. 3, s. 9-24. ISSN 2662-1983. Dostupné z: https://doi.org/10.1057/s42984-022-
00049-2. [cit. 2023-10-18].

38 ASMOLOV, Gregory. The transformation of participatory warfare: The role of narratives in connective
mobilization in the Russia—Ukraine war. Online. Digital War. 2022, ro€. 3, s. 25-37. ISSN 2662-1983.
Dostupné z: https://doi.org/10.1057/s42984-022-00054-5. [cit. 2023-10-18].

39 BERMAN, Asher. Syrian Rebel Use of Social Media. Online. Foreign Policy Research Institute. 2012.
Dostupné z: https://www.fpri.org/article/2012/10/syrian-rebel-use-of-social-media/. [cit. 2023-10-18].

40 Viz Stottlemyre a Stottlemyre ref. 8.

41 CRISISMAPPERS. THE CRISIS MAPPERS NETWORK. Online. CrisisMappers THE HUMANITARIAN
TECHNOLOGY NETWORK. N. d. Dostupné z: http://crisismapping.ning.com/. [cit. 2023-10-17].

42 \/iz Burke ref. 2. str. 99.
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ale také jako nastroj usnadnujici koordinaci pomoci zachrannych sloZek pfi reakci na hu-
manitarni krizi vyvolanou ozbrojenym konfliktem.43

Aktivity amatérskych analytikd a obéanskych novinaf(4 na socidlnich sitich svym
charakterem odpovidaji crisis mapping, ale k dosazZeni svych cilQ, jakymi jsou ovérovani
faktl, boj s prvky kognitivniho valceni na socialnich sitich (dezinformace) a mapovani
vyvoje konfliktu, vyuZivaji podobnych metod jako statni zpravodajské struktury.?> Tuto
skupinu fadime do prostoru mezi krizové mapovani a tzv. ob¢anské zpravodajstvi (Citizen
Intelligence, CITINT), zejména s ohledem na neurdcitost vyuZitelnosti jejich prace statnimi
zpravodajskymi strukturami.

Podoba dat se vSak zpravidla neméni—informace vyuzité pro CROSINT i crisis mapping
mohou mit stejny vécny charakter a v obou pripadech tak maji podobu dat ze socialnich
siti, informaci z participacnich map, crowdsourcovych dat o udalostech, leteckych a sa-
telitnich snimk( a dat z geoprostorovych platforem.?¢ | proto néktefi autofi spojuji a po-
pisuji CROSINT jako prvek crisis mappingu.4?

Na zékladé Brabhamovy definice*8 crowdsourcingu uvedené v ivodu ¢lanku a tabulky
¢.1, kterd prezentuje stéZejni poznatky rozvijejici vyuziti crowdsourcingu béhem zpra-
vodajského procesu, crowdsourcing ve zpravodajstvi definujeme jako: Model distribuo-
vaného shromazdovdni informaci, ktery vyuZiva kolektivniho potencidlu (internetovych)
skupin, nachdzejicich se mimo zpravodajské struktury, s cilem decentralizovat fdzi shro-
maZdovadni a zpracovadni informaci, ve zpravodajském procesu. Definice bude vyuZita bé-
hem dalsiho vyzkumu projevi civilniho zapojeni do zpravodajského procesu a zaroven
predstavuje vystup tohoto textu. Vzhledem k neexistenci terminologické a konceptualni
shody popisovanych fenomént, je predlozena definice oteviena odborné diskuzi. V sou-
Casné dobé probihaji aktivity, které maji za cil nalézt terminologickou a konceptudlni
shodu u novych fenoméni zapoijujicich civilni obyvatelstvo do zpravodajského procesu.
Cilem je také predstaveni odborné odsouhlaseného prekladu do cestiny a naslednd im-
plementace této terminologie do klicovych dokumentu.

43 ZIEMKE, Jen; JAYAMAHA, Buddhika a JAHN, Molly M. Crisis Mapping and Crowdsourcing
in  Complex Emergencies. Online. Politics. 2021. Dostupné z: https://doi.org/10.1093/
acrefore/9780190228637.013.1580. [cit. 2023-10-18].

44 QObcanskym novinafem se mysli kdokoliv nachézejici se mimo bezpecnostni strukturu statu mapuijici
mimoradnou udalost nebo nasledky probihajiciho konfliktu. Dobrym pfikladem je tym projektu Bellingcat.
Viz: https://www.bellingcat.com/

45 Viz Svetoka ref. 31.s. 13-14.

46 \/iz Crisismappers ref. 41.

47 Viz Stottlemyre a Stottlemyre ref. 8.
48 iz Brabham ref. 3.
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Tabulka €.1: StéZejni ¢asti pfehledu literatury a jejich pohled na crowdsourcing ve zpravodajstvi4?

Autor

Hlavni my3lenky text(

Jak vnimaji crowdsourcing
ve zpravodajstvi

Robert Steele (2007)

Jako prvni upozoriiuje na vyuZitelnost crowdsourcingu
pro praci zpravodajskych organt.

prvek OSINT

Nicholas Mumm (2012)

Navrhuje zapojit civilni obyvatelstvo v soucinnosti
s modernimi pfipojenymi technologiemi do
shromazdovani informaci (skrze modifikaci ES2).

prvek HUMINT

David Omand (2012)

Predstavuje SOCMINT a tvrdi, Ze je v ném mozné
crowdsourcové informace ze socialnich siti vyuzit
k ziskani povédomi o situaci v témér redlném case.

prvek SOCMINT
(subdisciplina OSINT)

Thomas Elkjer
Nissen (2015)

Popisuje weaponizaci socidlnich siti a tvrdi, Ze
crowdsourcova data ze socialnich siti je mozné pouzit

k vedeni vojenskych utoku ve fyzické doméné (targeting).

metodu shromazdovani
dat ze socidlnich siti

Steven Stottlemyre
(2015)

Konceptualizuje crowdsourcing jako vlastni zdrojovy
prvek zpravodajského procesu (CROSINT).

jako vlastni zdrojovy
prvek — CROSINT

Shay Herhkovitz (2020)

Navazuje na Stottlemyreho a stanovuje dalsi
skuteénosti distinktivné odliSujici CROSINT

jako vlastni zdrojovy

od podobnych zdrojovych &sti. =R

Poukazuje na vyuzivani crowdsourcovych dat od
civilniho obyvatelstva jako zdroje kill-chain.

koncept zapojujici civilni

Andrew Ford (2022) obyvatelstvo do kill-chain

VyuZiva dosavadni teoretické poznatky o CROSINT a na

Paul Burke (2022) ptipadu vélky na Ukrajiné (2022) konceptualizuje CITINT.

prvek CITINT

TEORETICKA VYCHODISKA CROWDSOURCINGU

VE ZPRAVODAJSKEM PROCESU

CROSINT je v urcitych ohledech pfibuzny zpravodajskym disciplindam OSINT a HUMINT.
Na pribuznost s OSINT poukazuje fakt, Ze vSechny informace ziskané crowdsourcingem
jsou shromazdovany, produkovany nebo distribuovany jednotlivci ve verejné pfistupném
prostoru. To, Ze crowdsourcové poskytovani dat a informaci je v realném svété realizova-
no ¢lovékem, pak svédci o pribuznosti s HUMINT.

Crowdsourcové informace mohou byt vyuZivany podobné jako v geoprostorovém
zpravodajstvi (Geospatial intelligence, GEOINT), tedy vytéZenim metadat v online pro-
storu. Takova data mohou byt nasledné vyuZita ke geolokacénim aktivitdm a moziné je
i propojeni crowdsourcingu s obrazovym zpravodajstvim (Imagery intelligence, IMINT).

Crowdsourcing hraje vyznamnou roli i v rdmci SOCMINT, ktery je povaZovan za subdis-
ciplinu OSINT. Podobné jako CROSINT vyuzivda SOCMINT crowdsourcové informace, které
mimo jiné uplatniuje k ziskani povédomi o situaci v témér redlném case, a to shromaz-
dovanim informaci ze socialnich siti a jejich naslednym propojenim béhem probihajici

49 Vlytvoreno autory
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mimoradné udalosti.59 Do viezdrojové analyzy mazZe pfispivat formou Zivych map, které
jsou nasledné ndpomocny zasahujicim slozkdm zdchranného systému.5! Oba tyto zdro-
jové prvky tedy vyuZivaji stejnych prileZitosti, v tomto pripadé prostredi socidlnich siti
jako mista, odkud ziskat poZzadované informace. OvSsem kazdy z prvk( navzdory stejnym
prilezitostem pouZiva crowdsourcové informace odlisné.

Existuji pripady, kdy pomoci crowdsourcingu probéhla analyza audiovizualniho mate-
ridlu. V téchto pripadech vsak analyza neprobihala pro statniho bezpecnostniho aktéra,
ale pro aktéra nestatniho.52 Pfikladem je projekt Amnesty International USA, ktery pro-
bihal béhem syrské obcanské valky. Zapojeni dobrovolnici analyzovali satelitni snimky,
na kterych oznacovali pozice vojenskych jednotek reZimu Basara Asada.53 VyuZiti crowd-
sourcingu ve fazi analyzy a produkce v rdmci zpravodajského procesu statnimi zpravo-
dajskymi strukturami zatim neni verejné doloZeno, a jakkoli je diivodné je predpokladat,
nelze je zatim jednoznacné potvrdit.

CROSINT je odlisitelny od pribuznych zpravodajskych zdrojovych prvk(. Odliseni
je presentovano na obrazku €.1, kdy stéZejnim rozdilem je jednani, pfi kterém jsou zpra-
vodajské ukoly prevadény a uréeny primo skupiné potencialnich zdroja (civilistd). V pFi-
padé crowdsourcového i obcanského zpravodajstvi CITINT je shromazdovani prevadéno
na skupiny nachdzejici mimo strukturu bezpecnostnich organizaci statu — civilisté nejsou
prislusniky zpravodajskych sluzeb ani jinych zpravodajsky orientovanych statnich institu-
ci (véetné zpravodajskych ¢asti vojenskych $tab().34 CROSINT od CITINT, ktery je rovné:
novym zpravodajskym fenoménem, mizeme odlisit jen velice obtizné, protoZe koncep-
tudlni prinik je natolik znacny, Ze ve své podstaté splyvaji.

50 Mimoradnou udalosti se v tomto pripadé mysli vyhradné udalost nevalecného charakteru bez vojensko-
operacniho presahu (napfiklad Zivelné katastrofy, teroristické Gtoky nebo pfipady masovych stieleb).

51 Viz Omand ref. 33, str. 804-805.

52 UNGERLEIDER, Neal. The Syrian War Crowdsourcing Experiment. Online. Fastcompany.com. 2011.
Dostupné z:  https://www.fastcompany.com/1781570/syrian-war-crowdsourcing-experiment.  [cit.
2023-04-30].

53 |bid.
54 Viz Stottlemyre ref. 22. str. 585-586.
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1) Jedna poskytovatel informaci jménem statni bezpecnostni organizace?
ANO

2) Jsou informace ziskavany nebo shromazdovany?

Ziskavany

3) Jsou informace

uréeny statni Shromazd'ovany
bezpeénostni
organizaci?
ME ANO
ST 4) Jsou zpravodajské ukoly uréeny pfimo skupiné potencialnich zdroja
(mimo bezpednostni organizaci statu)?
NE
HUMINT R

Existuji designované kanaly urceny pro poskytovani
informaci civilisty?
NE ANO
CROSINT CITINT

Obrazek €. 1: Odliseni crowdsourcingu od blizkych zpravodajskych zdrojovych prvkis?

CROSINT A CITINT oddélujeme na zakladé existence tzv. designovanych kanall spon-
zorovanych statnim bezpecnostnim aktérem slouzicich pro sdileni informaci civilnim
obyvatelstvem. V pfipadé CROSINT neni existence takovych kanal(i esencidlni a data jsou
analytiky vyuZivana poté, co byla umisténa do prostredi internetu, tradicné na nékterou
ze socidlnich siti.56 CITINT je z tohoto pohledu modifikovand forma CROSINT, kdy si je stat
potencialu svého civilniho obyvatelstva védom a aktivné mu dava moznosti (skrze tvorbu
designovanych kanal() k zapojeni se do shromazdovani informaci v terénu a sdm k tomu
civilni obyvatelstvo i vyzyva.

Navzdory znacné shodé teoretickych vychodisek CROSINT a CITINT je dilezité zduraz-
nit konceptuadlni rozdily obou zpravodajskych zdrojovych prvk, které vyplyvaji z existen-
ce designovanych kanall a které jsou nejvyznamnéjsim délitelem. Dalsi rozdily nalezne-
me v dobrovolnosti zapojeni do shromaZdovani informaci nebo v existenci vSseobecné
vyzvy k vykonu téchto aktivit.

Dalsim faktorem oddélujicim CROSINT od HUMINT a OSINT je v pripadé HUMINT
absence dimenze utajovani u shromazdovani i druhu ziskanych informaci. Taktéz neni
limitovan na interakci ,jeden na jednoho” (operacni dlstojnik versus agent/zdroj). Shro-
mazdovani informaci tedy provadi skupina osob, ovsem shromazdéné informace nejsou

55 |bid. str. 585, preloZeno a upraveno autory
56 |bid. str. 583.
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typicky utajovaného charakteru.5? Informace jsou civilisty umistovany na socidlni sité,
kde jsou nasledné vytéZzovany zpravodajskymi slozkami.

U OSINT chybi zejména pasivni shromazdovani informaci, protoZe informace, kterou
prisuzujeme k OSINT, pochazi tradi¢né ze zdroje nezavislého na procesu shromazdovani
informaci. Takovy zdroj by ve své podstaté mél ¢ekat na své vytézeni.58 V pfipadé CRO-
SINT shromazdovani informaci probiha intencionalné s cilem tyto informace shromazdo-
vat a nasledné sdilet.

CROSINT kombinuje lidsky rozmér HUMINT s viditelnou dimenzi OSINT. Jeho soucasti
je osloveni nespecifikované objemné skupiny lidi s cilem, aby takto oslovena skupina
poskytla informace, které nejsou utajované, ale mohou byt povaZovany za citlivé. Kvalita
vysledného pfispévku pro vSezdrojovou analyzu se v tomto pfipadé odviji od celkovych
schopnosti zapojeného davu.5? Klicovym aspektem crowdsourcingu v kontextu zpravo-
dajského procesu je decentralizace procesu shromazdovani a ziskavani informaci, kdy
touto decentralizaci se mysli pfesun shromazdovani informaci mimo struktury statniho
bezpeénostniho aktéra.60

CROWDSOURCING JAKO ZDROJOVY PRVEK

ZPRAVODAJSKEHO PROCESU

Crowdsourcing mulze byt béhem zpravodajského procesu vyuzit na vSech drovnich
veleni a tizeni (strategické, operacni i taktické), a to béhem faze shromazdovani a zpra-
covani surovych dat, vedle tradi¢nich zdrojovych prvkl pro naslednou vSezdrojovou ana-
lyzu. Na vsech téchto Urovnich probiha zpravodajsky proces bud samotnymi zpravodaj-
skymi sluzbami, nebo na niz3ich Urovnich zpravodajskymi sou¢astmi velitelskych $tab(.61
V predchozi kapitole jiz bylo zminéno, Ze crowdsourcing neboli CROSINT je odlisitelny
od tradi¢nich zdrojovych soué&ésti.62

Jeho postaveni ve zpravodajském cyklu je znazornéno na obrazku ¢. 2. Faze planovani
a fizeni predstavuje stanoveni poZadavkU na informace, které je potreba ziskat vyuzitim
crowdsourcingu. Faze shromaZdovani a zpracovani se pfimo tyka €innosti skupiny osob
podilejicich se na crowdsourcingu.

57 Viz Herhkovitz ref. 23. str. 46.
58 |bid. str. 46-50.

59 |bid. str. 46.

60 |bid.

61 RiHA Josef. Konceptualizace zpravodajské terminologie. Vojenské rozhledy. 2020, 29 (2), 020-036. ISSN
1210-3292 (print), 2336-2995 (on-line). Available at: www.vojenskerozhledy.cz. 2020, 29 (2), 020-036.
ISSN 1210-3292 (print), 2336-2995 (on-line). Available at: www.vojenskerozhledy.cz. Str. 24.

62 Viz. Stottlemyre ref. 22. str. 586.
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Informaéni
pozadavek

_¥| CROSINT
(crowdsourcing)

1.
Planovani
a fizeni

Shromazd'ovani
a zpracovani

3.
Analyza
a produkee

Obrazek €. 2: Postaveni crowdsourcingu ve schématu zpravodajského cyklu83

Obrazek €. 3 detailnéji zobrazuje postaveni CROSINT ve zpravodajském procesu jako
mozného zdrojového prvku v tvorbé finalniho produktu vSezdrojovou analyzou. Je ho
mozné vyuZit pro ziskani informaci, které nelze ziskat organickymi zdrojovymi prvky.
CROSINT je postaven na stejnou uroven s tradi¢nimi zdrojovymi prvky zpravodajské
organizace.

63 Vojtek 2023, dosud nepublikovany material
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Pléanovani | Shromaidovani Analyza
a fizeni

] Distribuce
a zpracovani a produkce

r
OSINT

—
|

% HUMINT

, S
—

SIGINT

Poiadavky

Model
zpravodajského
objektu

N

Viezdrojova
analyza

Zpravodajska
]
informace

‘,,:4%_.

Data Informace Znalost
CROSINT ‘

Obrazek €. 3: Postaveni crowdsourcingu ve schématu zpravodajského procesu®4

Tento ¢lanek se vénuje vyuZiti CROSINT na strategicko-operacni Urovni veleni a fizeni,
na které probiha proces zpravodajské pripravy operaci. Na strategické urovni zpravo-
dajsky proces podporuje prijimani politicko-vojenskych rozhodnuti, na operacni trovni
pFispiva zpravodajsky proces k plnéni operaénich dkold.5% Letecké Gdery i celou operaci
NATO tak, jak jsou popisovany v dalsi ¢asti, fadime do téchto Urovni veleni a fizeni.

Proces zpravodajské pripravy operace se muze napfi¢ armadami lisit, dalezité vsak je,
Ze pravé béhem této faze mohou byt crowdsourcova data vyuZita pro ucely vedeni bo-
jovych operaci jako zdrojovy prvek zpravodajského procesu. Hlavnim cilem crowdsour-
cingu a modernich technologii obecné je ziskat informaéni pfevahu nad nepfitelem.56

Dosavadni vyzkum této problematiky poukazuje na to, Ze utilizace crowdsourcingu
civilniho obyvatelstva béhem zpravodajského procesu je vhodna zejména béhem vy-
béru vojenskych cilli (targeting) pro nasledné vedeni uderu konvencénimi vojenskymi

64 |bid.

65 VEJMELKA, Oto a kol. Veleni a fizeni v operacich: Vojenska publikace Pub-53-01-1. VySkov: Sprava doktrin
Reditelstvi vycviku a doktrin, 2006. s. 71.

66 RYP, Petr, Informacni proces jako soucast systému veleni a fizeni (¢ast 1), 2010, roc. 19 (51), ¢. 1, s. 93-100,
ISSN 1210-3292.
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prostfedky. Crowdsourcing je mozné vyuZzit i k vedeni dderli nekonvenénimi Gtoky — ky-
bernetické a psychologické.®” Tento ¢lanek se vénuje vyhradné jeho vyuZiti k vedeni kon-
vencnich atokd ve fyzické doméné.

Proces ma zpravidla podobu monitorovani socidlnich siti, kdy jsou sledovany zajmové
prispévky nebo textové konverzace uZivatell na zakladé stanovenych vzorci. CROSINT
vyuziva masovosti téchto prispévkl — tedy i masovosti uzivatell socidlnich siti. Velkou
prileZitosti je vyuziti rGznych prispévkl od rlznych uZivatel( o stejném zajmovém objek-
tu — to umoZiuje informace navzajem ovéfit.68 Pokud maji byt vyuZity k ideru ve fyzické
doméné, je zapotrebi je lokalizovat a nezavisle ovérit béhem analyzy informaci vSech
zdrojovych ¢asti.

Limitujicim faktorem je ¢asovy horizont aktualnosti prispévkl na socialnich sitich, kdy
moment zverejnéni nezarucuje aktualnost prispévku. Pravé zachyceni prispévku v dobé
zvefejnéni je idealni variantou, ale pokud se prispévek nepodafi zachytit v Cas, tak se
Casova limitace crowdsourcingu jesté prohlubuje, informace jiz nemusi byt ke stavajici
situaci na bojisti nebo poloze cile aktudlni.s?

Z téchto divodi je nutné crowdsourcova data ovéfit jinymi zdrojovymi prvky béhem
nasledné vsezdrojové analyzy. MozZny je i opacny postup — ovéfit informace ostatnich
zdrojovych prvkil crowdsourcingem. Redenim aktudlnosti je standardizace crowdsour-
cového procesu, kdy aktér, ktery mlze byt statniho i nestatniho charakteru, poskytne
civilnimu obyvatelstvu moznost (kanal), pres kterou informace sdilet. V tomto pfipadé jiz
v3ak popisujeme CITINT, protoZe touto moZnosti jsou ,,designované kandly“.70

Jak jiz bylo zminéno, zapojeni civilniho obyvatelstva do shromazdovani informa-
ci v pribéhu ozbrojenych konfliktl se projevilo v pocatecnich tydnech ruské invaze na
Ukrajinu v roce 2022.71 Objevily se i pFipady vyuZiti nevale¢ného charakteru, jako je
humanitarni vyuZiti odpovidajici crisis mappingu?? s prvky crowdsourcingu zahrnujici
v sobé designované kandly. MoZné je i jeho vyuZiti pro potfeby vniténi bezpeénosti.’®

Pokud vSak ozbrojené sily nedisponuji v misté nasazeni vlastnim nebo spratelenym
civilnim obyvatelstvem ochotnym se do terénniho shromaZzdovani a nasledného sdileni

67 Viz Elkjer Nissen ref. 7. str. 65-68.

68 FORD, Matthew. The Smartphone as Weapon part 1: the new ecology of war in Ukraine. Online. 2022,
s. 7-9. Dostupné z: https://www.academia.edu/75845985/The_Smartphone_as_Weapon_part_1_the_
new_ecology_of war_in_Ukraine. [cit. 2023-10-18].

69 |bid.

70 FORD, Matthew a HOSKINS, Andrew. Radical War: Data, Attention and Control in the Twenty-First Century.
In: Www.hurstpublishers.com. Oxford University Press, 2022, s. 197. ISBN 9780197656549. Dostupné
také z: https://www.hurstpublishers.com/book/radical-war/.

71 KOSTENKO, Aleksei a AFP. Smartphones, crowdsourcing play crucial role in defence of Ukraine. Online.
Central.asia-news.com. 2022. Dostupné z: https://central.asia-news.com/en_GB/articles/cnmi_ca/
features/2022/03/24/feature-03. [cit. 2022-10-09].

72 HUMANITARIAN TRACKER. Syrian Tracker. Online. Humanitarian tracker. 2011. Dostupné z: https://www.
humanitariantracker.org/syria-tracker. [cit. 2023-04-30].

73 TEWKSBURY, Doug. Crowdsourcing Homeland Security: The Texas Virtual BorderWatch and Participatory
Citizenship. Online. Surveillance & Society. 2012, ro€. 10, &. 3/4, s. 251-262. ISSN 14777487. Dostupné z:
https://doi.org/10.24908/5S.V1013/4.3464. [cit. 2023-10-18].

98



Vojenské rozhledy ¢. 1/2024 Crowdsourcing jako prvek zpravodajstvi

informaci zapojovat, je vyuZiti designovanych kanall ze své podstaty nemozné. V tako-
vém pripadé je naopak vhodné vyuZiti CROSINT zejména formou analyzy uZivatelského
obsahu socialnich siti mistnich civilistd. Zpravodajské sluzby i zpravodajské ¢asti velitel-
skych stab( na vSech Urovnich veleni a fizeni mohou vyuZit obsah sdileny civilisty na
socialnich sitich, a to i bez jejich védomi.”*

4 CROWDSOURCING BEHEM OPERACE UNIFIED PROTECTOR

Vy3e uvedenym zplsobem byly ze strany NATO vyuZity?5 pFispévky libyjskych civilistd
na socialnich sitich béhem OUP. | kdyz je eticky rozmér pouziti tohoto druhu dat proble-
maticky, poskytuje informacni prevahu nad protivnikem, cozZ je hlavnim divodem jejich
vyuziti. NATO v OUP nedisponovalo pozemnimi silami v Libyi, jednalo se o leteckou a hu-
manitarni operaci. DalSim divodem, proc designované kanaly béhem operace nevznikly,
bylo (v té dobé) nerozvinuti téchto prostfedk( tak, jak jsou vyuzivany v prostredi konflik-
tu na Ukrajiné. Nelze opomenout ani pochopitelnou nevoli NATO verejné priznat vyuZiti
civilnich informaci k vojenskym G&elim.76

Prvni obéanska vélka v Libyi?? vypukla v roce 2011. Pfed jejim oficidlnim zacatkem
v zemi probihaly masové civilni protesty proti Kaddafiho rezimu, které v SirSim kontextu
zapadaji do udalosti Arabského jara’® — tedy uddlosti, které byly ve viech zemich, kde
propukly, provazeny zna¢nym vyuZitim socidlnich siti. Protestujici vyuZzivali socialni sité
ke vzajemné komunikaci, proto byvaji udalosti Arabského jara také oznacovany jako Twi-
tterové nebo Facebookové revoluce.”® Protesty rychle pfesly do oteviené obéanské val-
ky, kdy hlavnim cilem opozi¢nich uskupeni bylo svrhnout tehdejsi autoritarsky rezim.80

S cilem ochranit civilni obyvatelstvo pred nasilim ze strany reZimu zahdjila Seve-
roatlantickd aliance v souladu s rezoluci Rady bezpeénosti OSN &. 197381 intervenci

74 Viz PeSek ref. 1. str. 45.

75V jistych souvislostech Ize téZ hovofit o zneuZiti, protoZe se muze jednat o pFispévky, které jejich autofi
nezverejnili s myslenkou vojenského vyuziti.

76 POLLOCK, John. People Power 2.0: How civilians helped win the Libyan information war. Online. MIT

Technology Review. 2012. Dostupné z: https://www.technologyreview.com/2012/04/20/186647/people-
power-20/. [cit. 2023-10-18].

77 Vice o kontextu Prvni obc¢anské vélky v Libyi napfiklad v: https://www.defence.lk/upload/ebooks/
David%20KilcullenOut%200f%20the%20Mountains_%20The%20Coming%20Age%200f%20
the%20Urban%20Guerrilla-Oxford%20University%20Press%20(2013).pdf

78 UPPSALA CONFLICT DATA PROGRAM (UCDP). Libya: Government. Online. N. d. Dostupné z: https://ucdp.
uu.se/conflict/11346. [cit. 2023-10-18).

79 COTTLE, Simon. Media and the Arabuprisings of 2011:Research notes. Online. Journalism. 2011, ro¢. 12,
¢. 5, s. 648. Dostupné z: https://doi.org/10.1177/1464884911410017. [cit. 2023-10-18].

80 KILCULLEN, David. Out OF THE mountains. New York: Oxford University Press, 2013, s. 201-202. ISBN
978-0-19-973750-5.

81 UNITED NATIONS SECURITY COUNCIL. Resolution 1973 (2011). Online. In: . 2011, s. 1-8. Dostupné takeé z:
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N11/268/39/PDF/N1126839.pdf?OpenElement.
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do probihajici obcanské valky. Jejim hlavnim cilem byla ochrana civilniho obyvatelstva
a vynuceni bezletové zény nad libyjskym Gzemim. Navzdory letecké podpore se povsta-
leckym skupinam nejdrive nedafilo dosdhnout Zadného vyznamnéjsiho pokroku. Situace
se zménila v srpnu 2011, kdy se povstalciim podafilo obsadit hlavni mésto Libye Tripolis.
Prvni ob¢anska valka de facto skoncila o dva mésice pozdéji, kdy byl dopaden a nasledné
rebely usmrcen sdm Kaddafi.82 Zemé v3ak byla valkou poznamendana do takové miry, Ze
v roce 2014 vypukla dalsi obc¢anska valka.

Crowdsourcing se v konfliktu osvédcil diky stejnym faktortm, které pomohly vytvo-
fit samotnou revoluci. David Kilcullen®? tyto faktory oznaduje jako ,pfipojend, technicky
zdatnad, radikalizovand a nezaméstnana mladez”. Libyjsti civilisté vybaveni chytrymi mo-
bilnimi telefony, nejcastéji s aplikaci Google maps, zacali oznacCovat rezimni pozice. Civi-
listé takto oznacovali polohu vojenské techniky, délostfeleckych baterii, mista s velkou
koncentraci reZzimnich sil i pozice odstrelovacu. Skrze socidlni sité se k témto informacim
snadno dostaly nejenom protirezimni jednotky, ale hlavné zpravodajské organy NATO.
Informace byly vyhodnoceny a predany. Poté mohly byt vyuZity k vedeni utok( z valec-
nych plavidel a letadlovych lodi na pobfeZi.84

Predstavitelé NATO se k otazce vyuziti informaci od civilist( nechtéli oficialné vyjadro-
vat. Podle jednoho z mluvcich NATO je Ukolem zpravodajskych struktur ¢erpat informace
z jakéhokoliv zdroje. Ukolem analytikd na viech Grovnich je pak tyto informace propoijit
a poskytnout veliteli nejlepsi informace o situaci. Twitter uréitym zpUsobem pfispival
k celkovému zpravodajskému procesu.85

Podle predstavitele Severoatlantické aliance, ktery tyto informace poskytl deniku
The Guardian, NATO vybiralo potencionalné relevantni tweety, které nasledné filtrovalo
z hlediska jejich relevance a autenticity. Také dodal, Ze tento druh informaci nikdy nebyl
v pribéhu operace vyuzit bez radného ovéreni. NATO tedy nikdy nejednalo pouze na
zékladé jedné informace ze socidlnich siti.86

Pripustil také, Ze bez vojenské pritomnosti pfimo v Libyi a vzhledem k jeji rozloze byl
Twitter a ostatni socialni sité v hledacku alian¢niho zpravodajstvi. Timto zptisobem ziska-
valo NATO lepsi povédomi o poloze Kaddafiho sil. NATO si bylo také védomo, Ze socidlni
sité mohou byt vyuzity ke sdileni iUmysiné zavadéjicich informaci. To odkazuje na proces
ovérovani crowdsourcovych informaci jinymi zdrojovymi prvky. Tento predstavitel doda-
va, 7e informace ziskané timto zpGsobem byly &asto ovéfovany pomoci IMINT a SIGINT.87

PrestoZze NATO nevzneslo Zzadnou oficidlni vyzvu k civilistim se Zadosti o terénni shro-
mazdovani dat a ani se v ramci konfliktu neobjevily Zadné ,designované kanaly“, libyj-
$ti civilisté se snaZili komunikovat pfimo se zastupci NATO, a to zejména na socialni siti

82 V/iz UCDP ref. 78.
83 Viz Kilcullen ref 80. str. 218.
84 |bid.

85 NORTON-TAYLOR, Richard a HOPKINS, Nick. Libya air strikes: Nato uses Twitter to help gather targets.
Online. The Guardian. 2011. Dostupné z: https://www.theguardian.com/world/2011/jun/15/libya-nato-
gathers-targets-twitter. [cit. 2023-10-19].

86 |bid.
87 |bid.
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Twitter. Skupiny libyjskych aktivistd si sami vyhodnotily, jaké informace by NATO mohlo
potiebovat pro své humanitarné-vojenské cile. Clenové ,davu“ planovali a fidili shro-
mazdovani informaci a stanovovali postupy pro kazdou z fazi zpravodajského procesu
pod vedenim ,producent” finalnich informaci. Producenty byly uZivatelské ucty na so-
cialnich sitich, které vysledky amatérského zpravodajského procesu nasledné sdilely na
téchto Uctech. Pravé producenti byli tim, kdo kladl poZadavky na zpravodajsky proces.88
Crowdsourcing tak organizovali civilisté formou crowdsourcingu.8? Z tohoto pohledu
mélo NATO k dispozici jiz hotovy amatérsky produkt, ktery by v pfipadé vyuZiti vSak mu-
sel projit detailnim ovérenim.

Podobné tomu je i v pfipadé krizovych map vzniklych béhem obcanské valky. V tomto
¢lanku jiz bylo popsano, Ze krizové mapy vyuZivaji podobnych pfileZitosti jako zpravo-
dajsky crowdsourcing. Verejné informace o vyuZziti krizovych map k vedeni vojenskych
operaci vsak nejsou. Stottlemyre uvadi, Ze alianéni Staby mély k informacim z krizovych
map pristup (jako ke vSem informacim souvisejicich s konfliktem), proto predpoklada, ze
tyto informace byli alespon ¢astecné vyuzity béhem alian¢niho zpravodajského procesu
na strategické a operaéni Urovni veleni a fizeni OUP.%0

Objevily se pripady, kdy civilisté slouZili jako zdroj informaci pro NATO. V téchto pfi-
padech vsak Slo spiSe o klasickou formu HUMINT, kdy tito civilisté, ktefi méli diky svému
socialné-ekonomickému postaveni pfistup k informacim, figurovali na bazi agenta jed-
najiciho ve prospéch Severoatlantické aliance. Jejich motivace byla bud’ ideologicka (boj
proti reZimu) nebo ekonomicka (obohaceni sebe nebo svych blizkych).?! Tyto jevy vsak
s odkazem na stanovena teoreticka vychodiska pod crowdsourcing zafadit nemUzeme.

ZAVER

Tento ¢lanek predstavil koncept crowdsourcingu jako jednu z moznosti, jak je zpra-
vodajsky potencidl civilniho obyvatelstva vyuZivan v prostfedi soudobych konfliktd, ale
i mimo né. Zapojeni civilniho obyvatelstva do zpravodajskych aktivit bude ve velké mire
pozorovatelné i v budoucich ozbrojenych konfliktech. Crowdsourcing se ve zpravodajské
praxi zacal etablovat jiZz po roce 2000, ale jeho potencial jako zdrojového prvku zpravo-
dajského procesu se rozvinul az s rozvojem chytrych mobilnich telefon(i a bezdratové
internetové sité po roce 2010.

Clanek vymezil teoretickd vychodiska crowdsourcingu ve zpravodajstvi a definoval
ho jako model distribuovaného shromazZdovadni informaci, ktery vyuZiva kolektivniho po-
tencidlu (internetovych) skupin, nachdzejicich se mimo zpravodajské struktury, s cilem
decentralizovat fazi shromaZdovadni a zpracovadni informaci, ve zpravodajském procesu.

88 Viz Stottlemyre a Stottlemyre ref. 8. str. 29-30.

89 Grafické zndzornéni procesu nabizi jiz zminovany ¢lanek od Stottlemyre a Stottlemyre, dostupny online
zde: https://onlinelibrary.wiley.com/doi/epdf/10.1002/poi3.9?saml_referrer

90 Viz Stottlemyre a Stottlemyre ref. 8. str. 30.
91 Viz Pollock ref. 76.
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Definice je z divodU absence terminologické a konceptudlni shody ponechana k odbor-
né diskuzi.

Zpravodajsky potencial nabizeny civilnim obyvatelstvem se projevil a projevuje v rliz-
né mire ve vSech soudobych ozbrojenych konfliktech. Projevy zapojeni civilniho oby-
vatelstva mohou mit riznou podobu. Tyto projevy se vidy budou odvijet od kontextu
konkrétniho analyzovaného konfliktu. Nejvétsim hybatelem, ktery umoznuje rozvinuti
téchto projev(, jsou moderni technologie, zejména pripojena (k internetové siti) elek-
tronicka zafizeni. Enormni rozvoj chytrych mobilnich telefon( napfi¢ svétovou populaci
i tam, kde v minulosti pfistup k nim byl znaéné omezen, umoznuje civilistdm fungovat
jako senzor monitorujici aktudlni situaci na bojisti.

CROSINT je od tradi¢nich zdrojovych soucasti odlisitelny vzhledem k povaze dat, ktera
vyuziva a vzhledem k tomu, kdo tato data shromaZduje. StéZejni je postaveni osoby, kte-
ra data pro crowdsourcing shromaZduje, protoze se jednd o osobu stojici mimo struktury
statni (zpravodajsky orientované) instituce i mimo struktury ozbrojenych sil. Zpravodaj-
ské slozky se timto zplsobem decentralizuji a ,,outsourcuji“ shromazdovani a ziskavani
informaci.

Crowdsourcing je vyuZivan jako zdrojovy prvek zpravodajského procesu na vSech
urovnich veleni a fizeni ozbrojenych sil, ve fazi shromazdovani a zpracovani informaci.
Stoji na stejné urovni jako jiné vyuZzité zdrojové prvky pro naslednou vsezdrojovou analy-
zu. Jeho velkym limitem je otazka vérohodnosti a aktudlnosti informaci ziskanych timto
zplsobem. Béhem vsezdrojové analyzy je moZné crowdsourcova data ovérit ostatnimi
zdrojovymi prvky nebo crowdsourcovymi daty ovérit je.

Metody byly vyuzity béhem intervence vzdusnych sil Severoatlantické aliance do prv-
ni obcanské valky v Libyi, kdy NATO vyuzivalo informaci od civilist(, zejména jejich pfi-
spévky na socidlnich sitich, k vedeni vzdusnych udertd na pozemni cile. Prispévky civilist(,
at textové nebo audiovizudlni, obsahovaly informace o pozicich vojenskych jednotek
Kaddafiho rezimu. Tyto informace byly na prispévku pfimo uvedeny nebo dany prispévek
obsahoval metadata umoznujici lokalizovat misto jeho pofizeni.

Prispévky libyjskych civilistl vSak ne vidy byly primarné vytvareny k vojenskému uzi-
ti. Dvoji vyuziti obsahu socidlnich siti, podobné jako dvoji vyuZiti jakékoliv technologie,
vzdy nardzi na otazku eti¢nosti. Praveé v etické otazce civilniho zapojeni do zpravodajské-
ho procesu je mozné dale tuto problematiku védné rozvijet. Zapotrebi je také provést
podrobnou studii mapujici zapojeni civilniho obyvatelstva do zpravodajského procesu
na vsech urovnich veleni a fizeni ozbrojenych sil. Dostate¢né neprobadany je i vliv téchto
informaci na proces vybirani cild (targeting) ozbrojenymi silami.

Text prezentoval postaveni crowdsourcingu jako zdrojového prvku ve zpravodajském
procesu a formou pripadové studie ukazuje na praktické vyuzZiti crowdsourcingu béhem
prvni obc¢anské valky v Libyi. Propojuje teoreticka vychodiska crowdsourcingu ve zpravo-
dajské Cinnosti s empirii a nabizi dalsi oblasti, kam je mozné vyzkum této problematiky
v budoucnu smérovat.
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SEZNAM ZKRATEK
Zkratka Vyznam
CITINT Obcanské zpravodajstvi
CROSINT Crowdsourcové zpravodajstvi
CYBINT Kybernetické zpravodajstvi
ES2 Kazdy vojak je senzor
GEOINT Geoprostorové zpravodajstvi
HUMINT Zpravodajstvi z lidskych zdroja
IMINT Obrazové zpravodajstvi
MASINT Zpravodajstvi méreni a vymérovani
NATO Severoatlantickd aliance
OSINT Zpravodajstvi z otevienych zdrojt
SIGINT Signalni zpravodajstvi
SOCMINT Zpravodajstvi ze socialnich siti
uopP Operace Unified Protector
Autofi: Magr. Karel Pesek, narozen 1999. V letech 2021 a 2023 absolvent bakaldr-

ského a magisterského studia bezpecnostnich a strategickych studii na Fa-
kulté socidlnich studii Masarykovy univerzity. Od zari 2023 akademicky pra-
covnik Ustavu zpravodajskych studii (UZS) Univerzity obrany, kde soucasné
studuje doktorsky studijni program Teorie obrany stdtu na Fakulté vojenskeé-
ho leadershipu. Ve védecké oblasti se zaméruje primdrné na nové trendy ve
zpravodajstvi, strukturované metody zpravodajské analyzy a geograficky na
oblast postsovétského prostoru.

Ing. Jozef Vojtek, Ph.D., narozen 1961. Je absolventem Vysoké vojenské Sko-
ly pozemniho vojska ve Vyskové. Po absolvovdni postgradudlniho studia na
Vojenské akademii v Brné plsobil ve zpravodajskych stabech brigady rych-
lého nasazeni, mechanizované divize a ministerstva obrany. Od roku 2016
plsobi v akademickém prostredi a v soucasné dobé je akademickym pra-
covnikem Ustavu zpravodajskych studii Univerzity obrany. Disertacni prdci
v oboru Vojensky management obhdijil v roce 2021. Ve své prdci se zabyvad
problematikou zpravodajstvi a informacni analyzy.

Plk. gst. doc. Mgr. Ing. Libor Kutéj, Ph.D., narozen 1967. Absolvoval obor
hornické inZenyrstvi na Vlysoké skole bariské a mezindrodni vztahy na Met-
ropolitni univerzité Praha. Doktorské studium ukoncil na Univerzité obrany
a v roce 2021 se habilitoval pro obor Ochrana vojsk a obyvatelstva. V le-
tech 1996-2019 pisobil ve Vojenském zpravodajstvi. Je reditelem Ustavu
zpravodajskych studii Univerzity obrany a v akademické prdci se zaméruje
na zpravodajskou cinnost a bezpecnostni vyvoj v oblasti vychodni a jihovy-
chodni Asie.
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The Security-Development Nexus in Practice:
Lessons Learned from the US Provincial
Reconstruction Team in Panjshir in Afghanistan

Bezpecnostné-rozvojovy nexus v praxi: Zkusenosti
z amerického provincniho rekonstrukéniho
tymu v Pandzsiru v Afghanistanu

Zdenék Rod

Abstract:

Abstrakt:

Keywords:

Klicova slova:

The article holistically assesses the US application of security-
development nexus (SDN) through the most known example of SDN
in practice — provincial reconstruction teams (PRTs) — to elucidate
what lessons learned can be drawn from there. The PRT’s unique
small footprint approach aimed to skip combat phases and focus on
development in Panjshir. The research detected fourteen lessons learned
from PRT’s Panjshir wrongdoings and relatively successful initiatives.
Lessons learned include defining mission objectives, early identification
of instability sources, unified funding, emphasis on security sector reform,
cultural awareness, empowering locals, and continuity in leadership and
mission. PRT Panjshir’s approach is debated, emphasizing managing, not
fully resolving, complex conditions.

Clanek komplexné hodnoti aplikaci bezpeénostné-rozvojového nexu
(BRN) ze strany USA prosttrednictvim nejznaméjsiho prikladu BRN v praxi
— provincniho rekonstrukéniho tymu (PRT) — a objasnuje, jaké poznatky
Ize z této aplikace vyvodit. PRT v Pandzsiru byl mimo jiné unikatni v tom,
Ze byl jako jediny americky PRT tzv. civilné-vedeny. Vyzkum odhalil ¢trnact
pouceni z pochybeni a relativné Uspésnych iniciativ PRT v PandZsiru.
Mezi ziskané poznatky patfi spravné definovani cili mise, nutnost véasné
identifikace zdrojl nestability, zajisténi jednotného financovani, dliraz na
reformu bezpecnostniho sektoru, posileni kulturni povédomi v posadce,
posileni postaveni mistnich obyvatel a kontinuita vedeni a mise.

Afghanistan; Civilian-Military  Cooperation;  Panjshir;  Provincial
Reconstruction Teams; Security-Development Nexus; United States.

Afghanistan; civilné-vojenska spoluprace; Pandzsir; provinéni rekon-
strukéni tymy; bezpecnostné-rozvojovy nexus; Spojené staty americké.
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INTRODUCTION

The discussion about the interconnection between security and development is very
actual today. The security-development nexus (SDN), embodied in various missions, pro-
jects and tools, has taken a strong position in the disciplines of conflict resolution, post-
-conflict reconstruction and peacebuilding. In particular, the SDN thinking is based on
the premise that underdevelopment and the resulting frustration reinforce insecurity
and threats and vice versa.

The SDN gradually established as a concept in the late 1990s and in recent years has
played a vital role in the foreign security and development activities of a range of actors
(USA, Canada, EU etc). Since the SDN has been around for more than three decades, it
is vital to access its relevance for practical security policy and draw lessons learned and
best practices from the field — typically from the environment of the civilian-military mi-
ssions (CIMIC). As confirmed by the EU’s recent use of the security development-nexus
in the Sahel, the premises of the SDN do not seem to be losing their relevancel. Moreo-
ver, the scientific community postulate that a closer examination of its application in
practice is needed? to broaden the understanding of the SDN in the field.

The best-known implementation of the SDN in practice was the Provincial Recon-
struction Teams (PRTs) in Afghanistan - and later in Iraq - since 20023. In this case, the
security and development aspects of the nexus were implemented through the link

1 African Center for Strategic Studies. 2019. EU Security Strategy in Sahel Focused on Security-
Development Nexus. Retrieved October 10, 2023 from https://africacenter.org/spotlight/
eu-security-strategy-sahel-focused-security-development-nexus/.

2 See Picciotto, R and Olonisakin, F. and Clarke, M. Global Development and Human Security. London:
Transaction Publishers, 2007. ISBN 9781351517416; Stern, M. and Ojendal, J. Mapping the Security—
Development Nexus: Conflict, Complexity, Cacophony, Convergence? Security Dialogue, 2010. 41(1),
5-30. DOI: 10.1177/09670106093570; Mudida, R. The Security-Development Nexus: A Structural Violence
and Human Needs Approach. In From Conflict to Regional Stability Linking Security and Development,
edited by Brockmann, K. and Bastian, H. eds. Berlin: DGAP, 2007., 11-22. ISBN: 9783981055368;
Petrikova, I. and Lazell, M. Multilateral donors and the security-development nexus: discourse and
practice in conflict-affected states. Conflict, Security & Development, 2017. 6(2017), 493-516. DOI:
10.1080/14678802.2017.1401841; Nilsson, M. and Taylor, L. K. Applying the security-development
nexus on the ground: land restitution in Colombia. Conflict, Security & Development, 2016, 1-17. DOI:
10.1080/14678802.2016.1231844; McConnon, E. Risk and the Security - Development Nexus. The Policies
of the US, the UK and Canada. London: Palgrave Macmillan, 2019, 5, 222. ISBN: 9783319982458; Merket,
H. The EU and the Security-Development Nexus: Bridging the Legal Divide. Leiden: Hotei Publishing, 2016,
20. ISBN: 9789004315013; Dursun-Ozkanca, O. The Nexus Between Security Sector Governance/Reform
and Sustainable Development Goal-16. Geneva: DCAF, 2021, 15. ISBN: 9781911529965.

3 Zoellick, R. Fragile states: Securing development. Speech prepared for delivery at The International Institute
for Strategic Studies, Geneva. New York: World Bank, 2008.; Petfik, J. Provincial Reconstruction Teams
in Afghanistan: Securitizing Aid through Developmentalizing the Military. In: Brown S. and Gravingholt
J. eds, The Securitization of Foreign Aid. Rethinking International Development Series. London: Palgrave
Macmillan, 2016, 163-187. DOI: 10.1007/978-1-137-56882-3_8; Merket, H. The EU and the Security-
Development Nexus: Bridging the Legal Divide. Leiden: Hotei Publishing, 2016. ISBN: 9789004315013;
Horky-Hluchan, O. and Szent-Ivayi, B. Neither security nor development? Czech and Hungarian identities
and interests in the provincial reconstruction teams in Afghanistan. East European Politics, 2015. 31(4),
1-19. DOI: 10.1080/21599165.2015.1078792.
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between civilian missions and military operations®. While the primary purpose for insti-
tuting PRTs was political, Robert M. Perito notes that ‘PRTs were also seen as a means for
dealing with the causes of Afghanistan’s instability: terrorism, warlords, unemployment,
and grinding poverty”5. According to NATO policy-makers, it was time to move from
counterterrorism (capturing and killing terrorists) to counterinsurgency (eliminating the
local causes of instability and separating them from the Taliban and al-Qaeda)®. As Pe-
tfik? points out: “Provincial Reconstruction Teams (PRTs) became to the development
— security nexus what light bulbs were to electricity. Before Edison’s invention, many pe-
ople would have heard of electricity, but few would have understood its meaning. Only
by direct application of the abstract phenomenon to practice was the utility of electricity
illuminated and explained.”

This article aims to holistically assess the US application of SDN through the most
known example of SDN in practice — PRTs. The article particularly zooms in on the PRT
Panjshir and seeks to elucidate what lessons learned can be drawn from there. Since the
article represents an in-depth case study zooming in on one particular case — PRT Panj-
shir, | textually and contextually analysed numerous national and international, NGOs
documents and policy papers and conducted, for instance, two high-level interviews
with the former military commander and civilian director of PRT Panjshir. Based on the
Panjshir experience, the article detected several fourteen lessons learned from PRT’s Pa-
njshir wrongdoings and relatively successful initiatives. The crucial lessons learned were
carefully drawn from un/successful projects and assessed in the context of future CIMIC
initiatives.

Besides, this article relates to a discussion about the US-NATO involvement and wi-
thdrawal in Afghanistan in the period 2001-2021 in four ways. First, Afghanistan provi-
des a unique closed laboratory with a vast amount of still “raw” data, which yet remains
to be properly assessed to draw particular lessons learned from it. Second, scholars shall
holistically assess the Afghan experience to learn from previous mistakes after the US-
-NATO withdrawal. There are a lot of blind spots which remain to be still unseen; | be-
lieve that the unique nature of the civilian-led PRT Panjshir, as | argued elsewhere in the
article, constitutes this concern. Third, zooming in on PRTs nowadays allows me to look
at the PRT projects with hindsight, which is essential, especially concerning the inter-
views. | argue that respondents always sort out their thoughts only over time. Therefore,
| conclude that this factor will allow me to collect much more robust empirical evidence
than if | had examined the issue as the PRTs came to an end at the turn of 2013 and
2014. Fourth, in contrast with the majority of analysis mainly carried out of, for instance,

4 Mayville, A. K. The Transformation of Capacity in International Development: Afghanistan and Pakistan
London: Anthem Press, 2020, 133. ISBN 9781785271564.

5 Perito, R. M. The U.S. experience with Provincial Reconstruction teams in Afghanistan lessons identified.
Washington D. C.: United State Institute For Peace, 2005.

6 Gibb, A. Provincial Reconstruction Teams in Afghanistan: A Case Study of Military-Led Development. Res
Militaris, 2016. 6(2), 1-26. DOI: 10.1007/978-1-137-56882-3_8

7 Petfik, J. Provincial Reconstruction Teams in Afghanistan: Securitizing Aid through Developmentalizing the

Military. In: Brown S. and Gravingholt J. eds, The Securitization of Foreign Aid. Rethinking International
Development Series. London: Palgrave Macmillan, 2016, 163-187. DOI: 10.1007/978-1-137-56882-3_8

107



Vojenské rozhledy ¢. 1/2024 The Security-Development Nexus in Practice

from Ghazni, Zabul, Paktika or Nangarhar province, the analysis also shows how some
US troops conducted the mission in relatively low-level threat environment such as PRT
Panjshir. Therefore, it is vital to assess the PRT Panjshir since Panjshir province should
have been the ideal type of province for the PRT mission since PRTs were intended to
function in semi-permissive environments8. Moreover, the article also contributes to the
post-withdrawal discussion, for instance, presented in Foreign Affairs journal®, about US-
-NATO initiatives which did not necessarily go as planned.

The following chapters briefly explore the SDN theoretical basis and research design.
The consequent chapter introduces in nutshell what the PRT model was about. Then
I will zoom in on the preparations for the PRT mission and, subsequently, | will analyse
the PRTs in Panjshir. In Panjshir province. In the analysis, | will especially zoom in on the
period between 2009-2010 since that it is the period the PRT was the most activel®.
Finally, | will provide lessons learned based on the previous analysis.

THEORETICAL BASIS OF SECURITY-

DEVELOPMENT NEXUS IN A NUTSHELL

We can understand the nature of the SDN in the so-called sequential approaches,
which are based on the assumption that security is a precondition for development and
vice versa. Sequential approaches allow the researcher to view the SDN from three dif-
ferent perspectives:

8 CALL. PRT Playbook 2007. Fort Leavenworth: CALL, 2007, 1.

9 See e.i. Dobbins, J. Afghanistan Was Lost Long Ago. Foreign Affairs, 2021. https://www.foreignaffairs.
com/articles/afghanistan/2021-08-30/afghanistan-was-lost-long-ago; McKinley, M. We all lost
Afghanistan. Foreign Affairs, 2021. https://www.foreignaffairs.com/articles/united-states/2021-08-16/
we-all-lost-afghanistan-taliban.

10 |t also goes hand in hand with the NATO Summit in Bucharest in 2008, which laid out the so-called
Comprehensive Strategic Political-Military Plan for Afghanistan (author’s note).
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Table 1: The SDN Typology

The Relationship between Security and Development

Security and Development mutually reinforce each other
S&D

Security is the prerequisite of Development
S=D

Development is the prerequisite of Security!
D=S

Source: Stewart12, Waisova!3, Rod14

The above table demonstrates the basic theoretical framework for understanding the
three different SDN approaches. The three theoretical sequential approaches have been
translated into a wide range of practical considerations of the relationship between se-
curity and development, against the backdrop of academic discussion and debates at
international organisations and in interaction with the practical experience of donors
(e.g. humanitarian organisations)15. Those practical considerations cannot be elaborated
here in detail, however, the main shreds of those practical considerations can be sum-
marized in the table 3 below.

11 Moreover, the PRT Panjshir, which is going to be discussed in the following, is embedded in the third ideal
type since it was a civilian-led PRT (author’s note).

12 Stewart, F. Development and security. Conflict, Security & Development, 2004. 4(3), 261-288. DOI:
10.1080/1467880042000319863.

13 Waisova, S. The Security-Development Nexus: a Typology, History and Implementation of Changing
Paradigm. Defence & Strategy, 2011. 2(2011), 91-110. DOI: 10.3849/1802-7199.

14 Rod, Z. Konceptualizace bezpecnostné-rozvojového nexu: soucasné interpretace a kritika. Acta Fakulty
filozofické Zdpadoceské univerzity v Plzni, 2022. 15(1-2), 3-22. DOI: 10.24132/actaff.2023.15.1-2.2

15 Waisova, S. The Security-Development Nexus: a Typology, History and Implementation of Changing
Paradigm. Defence & Strategy, 2011. 2(2011), 91-110. DOI: 10.3849/1802-7199.
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Table 2: The SDN reflected in practical and academic considerations

The Relationship between Security and Development Main Considerations

Reflections of Human Security
Security and Development mutually reinforce each other There is a link between peace and development
/S&D Imperative Do No Harm

Post-conflict Reconstruction
Security is the prerequisite of Development /S = D Security Sector Form

Development aid vis-a-vis national security
Development is the prerequisite of Security /D = S Growing GDP is the key to Security

Conflict Prevention

Source: Author1®

2 RESEARCH DESIGN

The study seeks to broaden the understanding of the SDN in practice through the
US PRTs, especially the one in Panjshir province since it presented a specific PRT. As
briefly drawn in the introduction, this article will assess how the US intended the SDN
application through the PRTs and how they implemented the SDN through the PRTs in
Afghanistan in practice and what lessons learned can be drawn based on the US expe-
rience. The reasoning behind the selection of the US PRTs is the following. First, the US
implemented 12 PRTs where they were considered so-called the leading nation. Second,
the US developed the PRT model and was the first nation which implemented it in Afgha-
nistan in 2003. The number of individual PRTs and the length of their tenure promises to
provide me with a sizeable empirical corpus of data to analyze the implementation and
application of the SDN.

For the purposes of this article, it is not possible to analyse all of 12 US PRTs. Hence,
| will solely analyse one PRT which was deployed in Panjshir province. The reasoning
behind this selection stems from the fact the Panjshir considerably differed at the early
stages of the US involvement in Afghanistan regarding insecurity and development. Pa-
njshir was considered relatively safe at the beginning of the US PRT involvement. The
US also deployed first civilian-led PRT in Panjshir, hence, | want to look into it what “ci-
vilian-led” really meant in the US thinking. Given the reasons above, | want to analyse
the Panjshir case in deep to understand the security-development initiatives in practice.

16 Rod, Z. Konceptualizace bezpecnostné-rozvojového nexu: soucasné interpretace a kritika. Acta Fakulty
filozofické Zdpadoceské univerzity v Plzni, 2022. 15(1-2), 3-22. DOI: 10.24132/actaff.2023.15.1-2.2
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Furthermore, it is also inevitable to present what exactly | will be looking for during
the analysis:

First, level of documents: before | begin to analyse the PRT Panjshir, | briefly will zoom
in on the key documents, doctrines and principles the PRTs work is based on.

Second, preparations for the mission: | will analyse which preparations the US conduc-
ted for the PRT deployment and how the US intended to implement the PRT activities
in the field.

Third, the deployment of the mission: in the cases of Panjshir, | will zoom in on the
activities the given PRT was conducting. During this analysis, | will be tracing whether
some lessons learned can be drawn based on the PRT practice in the field.

Besides, | will draw the key lessons learned from unsuccessful and successful projects
or events the PRT Panjshir came across during its mission. On one hand, regarding the
successful ones, | will point out which projects worked and why they should be conside-
red in the future. On the other hand, | will show which projects did not work and should
be generally avoided.

In terms of the dataset, as mentioned above, | will be reflecting on the national policy
documents and legislation. | would also consider academic and practitioner literature.
To enrich the discussion concerning the US PRTs, | also had the chance to interview four
former US officers who were directly involved in PRT Panjshir or were closely affiliated:

1) Lieutenant Colonel Eric Hommel (US Air Force) — military commander of the PRT

Panjshir between 2009-2010
2) Jeremy Lewis (USAID) —former development advisor embedded in the PRT Panjshir
between 2009-2010

3) Kristen Farnum — former member of the Human Terrain Teams (HTTs) who got in

touch with several PRTs in Afghanistan

4) James P. DeHart (DoS) — Former civilian director of PRT Panjshir between 2009-2010

In some cases, | will also use information from other interviews (with other former
PRTs personnel, policy officers, and NGO workers) conducted during my two years-long
research among the European Ministries of Defense and NATO Civilian-Military Center
of Excellence in Hague.

3 WHAT WERE THE PRTS?

In a nutshell, the PRTs combined the civilian and military mission aspects of stability
and development and were meant to work as reconstruction and stabilization forces.
The military and civilian personnel working in PRTs in Afghanistan’s provinces aimed
to provide security for aid works and help humanitarian assistance or reconstruction
tasks in areas with ongoing conflict or high levels of insecurity!’. The idea of creating

17 Maley, W. Provincial Reconstruction Teams in Afghanistan - how they arrived and where they are going.
Nato Review, 2007. https://www.nato.int/docu/review/articles/2007/07/01/provincial-reconstruction-
teams-in-afghanistan-how-they-arrived-and-where-they-are-going/index.html.
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a civilian-military unit such as PRT was likely formed during the 2002 International Se-
curity Assistance Force (ISAF)8 mission in the US sphere since the US played the largest
role in this operation. Hence, the first PRTs were deployed by the US at the end of 2002
and at the beginning of 2003. Consequently, other PRTs, which evolved later on, were
very often US-funded, directed or relied on US logistic support®. As more Coalition For-
ces were deployed, the expansion of PRTs was inevitable to manage the organization of
PRT activities in Afghan provinces. Hence, the Coalition leadership concluded that US
PRTs would operate in Regional Command West and East, while other states would cover
the South and North.

Zooming in on the US PRTs, the US PRTs presented a model of 100-200 personnel
where more than half of the team was represented by military officials — the US put
predominantly emphasized the military component2? of the civilian-military cooperati-
on. Such command division resulted in a situation where, on the one hand, the military
personnel had seizable finances to use without unstrained bureaucratic procedures; on
the other hand, the civilian personnel (generally represented by USAID) had to wait for
months in some cases to receive the funds — see following section.

4 ON THE PATH TO US PRTS

4. 1 Documents Reflecting on US Prts

The US PRTs were reflecting a whole scale of high-level documents, principles and
doctrines such as COIN doctrines FM 3-7 (2003)3, FMI 3-07.22 (2004) and FM 3-24
(2006); Security Sector Reform (SSR) principles??; document entitled Principles Guiding
PRT Working Relations with UNAMA, NGOs and Local Government issued in 2003 by the
US Embassy in Kabul?3; or by the crucial National Security Strategy of the US from 2002
(NSS 2002),

18 The Bonn Agreement of December 2001 provided for the deployment of ISAF in Afghanistan. Given that
Afghanistan lacked a credible national army or police force, ISAF was seen as essential to dealing with
a looming security vacuum in rural areas (Maley, 2007)

19 Gibb, A. Provincial Reconstruction Teams in Afghanistan: A Case Study of Military-Led Development. Res
Militaris, 2016. 6(2), 1-26. DOI: 10.1007/978-1-137-56882-3_8.

20 |SWa. 2002. PROVINCIAL RECONSTRUCTION TEAMS (PRTS). 2020. http://www.understandingwar.org/
provincial-reconstruction-teams-prts.

21 Department of the Army. FM 3-07, Stability Operations and Support Operations. Washington D.C. 2003.

22 |SWa. 2002. PROVINCIAL RECONSTRUCTION TEAMS (PRTS). 2020. http://www.understandingwar.org/
provincial-reconstruction-teams-prts.

23 Perito, R. M. The U.S. experience with Provincial Reconstruction teams in Afghanistan lessons identified.
Washington D. C.: United State Institute For Peace, 2005,2.
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The NSS 2002 played a crucial role, hence, | will introduce it in brief. The NSS 2002
already reflected new threats such as international terrorism and the issue of the weak
states such as Afghanistan. Concerning Afghanistan, the strategy mentioned that “po-
verty does not make poor people into terrorists and murderers. Yet poverty, weak insti-
tutions, and corruption can make weak states vulnerable to terrorist networks and drug
cartels within their borders.” To solve this and other issues, development and security
assistance to alleviate the developing societies is crucial to deter terrorists from creating
another safe haven?4. The National Security Strategy, to some extent, portrays the nexus
between security and development. Those grand thoughts were later on reflected in
further lower documents and approaches. Interestingly, the whole-of-government app-
roach was never implemented in contrast with the Canadians or Dutch PRTs25.

4.2 Preparations for the Mission

On one hand, the military personnel and commanders had to undergo training in
US training facilities lasting upwards of three months. It was necessary to provide each
individual with a complex set of knowledge to ensure coherency in the team since the
military members of the PRTs (Navy, Air Force, Army, Army National Guard, Air National
Guard, Army Reserve, Air Force Reserve, etc.) had different backgrounds, and experien-
ces5, The training mainly included combat skills training (shoot, move, communicate,
treat the wounded, counter improvised explosive device tactics, convoy operations, mi-
litary decision making, etc.)??, but also cultural awareness training and communicati-
on training. Career diplomats conducted the cross-cultural communication and cultural
awareness training and explained how to engage with Afghans. It was raised that the
US PRT personnel had to listen to their Afghan partners in an effort to “win hearts and
minds.” Afghan role players were used to conduct cross-cultural communication vigne-
ttes designed for the military to practice interaction in contentious situations28. Former
PRT commander Lt. Col. Eric Hommel commented during our interview on the situation
in 2009, ‘The diplomats talked in definite terms about the Afghan people and the im-
portance of diplomacy, without ever defining diplomacy in the PRT context. The entire
time they were briefing, I’'m thinking, ‘If you’re this good and you know all the answers,

24 White House. National Security Strategy. Washington D.C.: White House. 2002, 7

25 Stringer, K. D. and Sizemore, K. M. The U.S. Interagency Role in Future Conflict Prevention: Provincial
Reconstruction Teams for Select Partner Nations. Fort Leavenworth: Center for Interagency Cooperation.
Undated, 11.

26 Honoré, R. and Boslego, D. V. Forgiving Provincial Reconstruction Teams. NDU, 2007. 44(1), 85-89.; Marine
Corps. Provincial Reconstruction Teams Provincial Reconstruction Teams in Afghanistan: in Afghanistan:
Tactical Units with Strategic Impact Tactical Units with Strategic Impact. Quantico: Center for Lessons
Learned, 2006.

27 Air Force. Airmen, Soldiers train for provincial reconstruction team, 2008. https://www.af.mil/News/
Article-Display/Article/122540/airmen-soldiers-train-for-provincial-reconstruction-team/.

28 Hommel, E. Interview. 2022.
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how come we haven’t won the war in the past eight years?’ Frankly, much of the cultural
training was insufficient, and PRT personnel could not deeply understand the Afghan
society’s cultural strains. Even Kristen Farnum?29, who was providing the cultural training
in the US, noted that “it seems that cultural awareness training was sort of insufficient”.

On the other side, the civilians from the DoS, USAID and so forth had a clear role; they
were preparing their career officers or contractors for development projects. Cultural
training, of course, was provided as well. Jeremy Lewis3? (USAID) even stated that he did
not undergo any preparations at all.

4.3 Where Did All the Money Come From?

The preparation phase also considered how the PRT projects would be financed.
The US designed the funding in the way when the Army personnel relied on the so-
-called CERP (Commander’s Emergency Response Program) funded by the DoD. In con-
trast, USAID personnel relied on the so-called QIP (Quick Impact Program) funded by
the DoS. Given the CERP nature, the military personnel was generally flexible program
and unrestrained by bureaucratic procedures3l. CERP was implemented across “20 diffe-
rent categories, such as transportation, electricity, and agriculture. Since 2004, Congress
appropriated $3.7 billion for CERP activities in Afghanistan, with over $2.6 billion (69
percent) appropriated between fiscal years 2009 and 2013.” 32 DOD perceived CERP as
a critical tool for US commanders to use in conducting counterinsurgency and other US
objectives, including improving economic development, supporting the Afghan gover-
nment, protecting the Afghan people, and undermining the insurgency. It is estimated
that between 2009-2013, CERP funded 45,846 projects (80 percent of all CERP projects
in Afghanistan)33. However, in 2009, US Congress reviewed CERP expenditures and de-
termined that CERP funds were not used in a manner true to the intent of the emergen-
cy reconstruction, which meant that CERP was used in traditional development areas in
which USAID should have been responsible. Therefore, in the summer of 2009, Congress
directed the DoD to deemphasise CERP funds only using CERP in situations requiring
immediate assistance and defined as an “emergency”34.

29 Farnum, K. Interview about Afghanistan, 2022.
30 Lewis, J. Interview, 2022.

31 Petfik, J. Provincial Reconstruction Teams in Afghanistan: Securitizing Aid through Developmentalizing the
Military. In: Brown S. and Gravingholt J. eds, The Securitization of Foreign Aid. Rethinking International
Development Series. London: Palgrave Macmillan, 2016, 163-187. DOI: 10.1007/978-1-137-56882-3_8.

32 SIGAR. SIGAR 18—45 Audit Report. Washington D.C.: Pentagon, 2018.
33 |bid.

34 Hommel, E. Hope Doesn’t Live Here Anymore: An Afghan Civilian- Military Vision—One
Commander’s Experience. In: Gundersen, J and Civic, M. A., Unity of Mission. Maxwell: Air University
Press, 2016, 149-172, 169. ISBN: 9781585662470.
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In contrast, USAID relied on QIP. “The purpose of the program was to provide USAID
officers located at the PRTs with the ability to implement small projects (community irri-
gation systems, clean water supply, road improvements, small power systems, and the
construction or rehabilitation of government buildings, schools, and clinics. In addition
to infrastructure, support government capacity building, job placement, micro-finance,
gender-related activities, and media), over 90 percent cost less than $350,000 per pro-
ject, that further the core objectives of stability, reconstruction, and building support for
the central government of Afghanistan.”35 The main differences between CERP and QIP
was CERP funding was way more faster; however, USAID could wait up to nine months
for the completion of procedures necessary to release funds from QIP35.

5 THE PANJSHIR CASE

5.1 Setting the Ground

The US established the PRT in Panjshir province in October 2005. The Panjshir PRT
was an exception and in contrast to the other PRTs. Panjshir was the only US PRT that
was civilian-led and military-commanded while utilizing an indigenous security force
which was double-headed by Director from the DoS and the military Commander.

The ‘director’ of the PRT was a career DoS Foreign Service Officer who led efforts to
build government capacity and maintained ultimate responsibility for all civilian perso-
nnel primarily from USAID, the Department of Agriculture (DoA), the US Department of
Justice (DOJ), and other government agencies. The other US PRTs listed their DoS leader
as the ‘State Department Representative.’37

The “commander” of the PRT on the Lieutenant Colonel level was in charge of all of
the US Air Force, US Army, US Navy, US Army Corps of Engineers (USACE) personnel. He
commanded the PRT and exercised command authority over military operations. The
military commander also oversaw the indigenous Mujahedeen security force and for-
ward operating base (FOB) operations, including sole ownership of the FOB. As the only
coalition military unit in Panjshir, the military commander also functioned as the ground-
-battlespace commander. In other words, that the PRT was “civilian-led” is a misnomer.
In the US, the DoS cannot lead military forces since the DoS has no command authority.
The reasoning behind the term “civilian-led” probably goes back to one significant detail

35 USAID, PRT QUICK IMPACT PROJECTS. 2019. https://www.usaid.gov/node/51861.

36 Petfik, J. Provincial Reconstruction Teams in Afghanistan: Securitizing Aid through Developmentalizing the
Military. In: Brown S. and Gravingholt J. eds, The Securitization of Foreign Aid. Rethinking International
Development Series. London: Palgrave Macmillan, 2016, 163-187. DOI: 10.1007/978-1-137-56882-3_8.

37 Hommel, E. Interview, 2022.
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— Panjshir had no infantry units (no direct combat mission). Hence, it became an oppor-
tunity for the DoS to claim ownership.38

The PRT Panjshir was sometimes even called a prototype among the US PRTs3. In Pa-
njshir, the so-called “small footprint” approach was chosen deliberately to fit the unique
circumstances of Panjshir — an ethnically homogenous valley which has successfully re-
sisted all intruders in the past 30 years” 49, Hence, the PRT skipped the “clear and hold”
phases of [warfare] operations and went straight to “build.”41

What the title director meant in practice remained blurred since the military co-
mmander did not report to the director but to the one-star brigade commander and,
through him, to a two-star division commander. In contrast, the director followed a para-
llel [civilian] reporting chain. The director also found it somewhat complicated to direct
resources that he did not own. This problem also extended to the director’s USAID and
DoA colleagues. The military funded the vast majority of the PRT’s development pro-
jects; hence, it was understandable that the military expected to retain the final say on
which projects happened?®2. Therefore, final cooperation between the civilian director
and military commander vastly relied on their mutual sympathies.

Besides, “Panjshir is different than the rest of Afghanistan; no one is shooting at
you”43, But terrorist events did occur on rare occasions. The security situation in 2005
was relatively safe, and Panjshir was considered till the Taliban surge in 2010 as a rela-
tively stable and secure province**. Moreover, it is also important to mention that Pa-
njshir province was never fully under Taliban control and contained strong anti-Taliban
resistance®3, which certainly affected the province’s security situation. As CIGI states,
“the stability of Panjshir province, its insularity and self-sufficiency protected it from
the violence and volatility of other regions” 46. Panjshir was also considerably underde-
veloped — the first paved road to Badakhshan province (130 km) was contracted by the

38 DeHart, J. P. Interview, 2022; Hommel, E. Interview, 2022.

39 Eronen, O. PRT Models in Afghanistan. Approaches to Civil-Military Integration. CMC Finland Civilian Crisis
Management Studies, 2008. 1(5), 1-52.

40 |bid.

41 Hommel, E. Hope Doesn’t Live Here Anymore: An Afghan Civilian- Military Vision—One
Commander’s Experience. In: Gundersen, J and Civic, M. A., Unity of Mission. Maxwell: Air University
Press, 2016, 149-172, 151. ISBN: 9781585662470.

42 DeHart, J. P. Interview, 2022.

43 Hommel, E. Hope Doesn’t Live Here Anymore: An Afghan Civilian- Military Vision—One
Commander’s Experience. In: Gundersen, J and Civic, M. A., Unity of Mission. Maxwell: Air University
Press, 2016, 149-172, 155. ISBN: 9781585662470.

44 Matwiczak, K. A Comprehensive Database of Provincial Reconstruction Teams in Afghanistan. University of
Texas, 2009, 29.

45 AlArabiya.Afghanistan’s Panjshir Valley: Home of the anti-Taliban resistence. 2022. https://english.alarabiya.
net/News/world/2021/08/25/Afghanistan-s-Panjshir-Valley-Home-of-the-anti-Taliban-resistance.

46 CIGI. The Green Valley of Panjshir — Afghanistan’s Secure Province. Undated. https://www.cigionline.org/
articles/green-valley-panjshir-afghanistans-secure-province/
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US government using CERP money and completed in 201047, Panjshir is also relatively
sparsely populated, with about 170 thousand habitants, mainly the Tajik ethnic group?8.

5.2 Coordination, Funding and Projects

Further defining the 2009-2010 PRT Panjshir case, in fact PRT’s CERP money was vast-
ly restricted as mentioned earlier in the text; PRT Panjshir was unable after 2009 to
purchase all necessary security and development objectives (top-down approach) and
instead had to inspire the local’s initiatives way more (bottom-up approach). However,
it is appropriate to say that before the 2009 money restrictions, local ownership and
institutional capacity-building initiatives were not always fostered either. Foundational
stability operations theory (ex. do no harm, employment of local solutions, etc.) was
overshadowed by a top-down perception that PRTs could purchase their way to victory.

Additionally, given the fact the PRT had been in the field since 2005, in 2009 the
PRT was directed by military leadership to conduct a “stability framework” designed to
determine sources of instability within the Panjshir area of operations. Following the pa-
rameters of the framework, the PRT leadership team (director and commander) viewed
the main source of instability in Panjshir coming from a government (both provincial and
national) that is unable or unwilling to take care of its constituents. The PRT discove-
red that among many other the PRT itself was one the sources of instability in Panjshir.
The reasoning lies in the fact that since 2005 the PRT had usurped the authority of the
provincial government, acting like a shadow government doing the work of the rightful
owners.4?

Besides, the approach always changed as the new commander was appointed. But it
seems that back in 2010, local ownership and mutual coordination and synchronization
were anchored. Unfortunately, the mutual coordination was not set institutionally but
ad hoc based on mutual respect?, Therefore, if the coordination between the military
and development officers was not anchored, the development personnel could have
been somewhat overshadowed.

Most development officers, mainly USAID, if the mutual coordination was anchored,
were regularly meeting the local entities to understand better what was going down the-
re in Panjshir. They reported this information to PRT Panjshir and the US Embassy in Ka-
bul. However, Jeremy Lewis3! (USAID) remembers that “talking to people” was the most
challenging part. Why? It was not easy to verify the validity of the information provided.

47 DVIDS. Panjshir PRT engineers survey road to Badakhshan. 2011. https://www.dvidshub.net/news/70480/
panjshir-prt-engineers-survey-road-badakhshan.

48 EUAA. Panjshir. 2020. https://euaa.europa.eu/country-guidance-afghanistan-2020/panjshir.
49 DeHart, J. P. Interview, 2022; Eric Hommel, “Interview”, 2022.

50 Hommel, E. Interview, 2022.

51 Lewis, J. Interview, 2022.
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The Afghan entities — the Shuras/Jirgas?2, district government, province government, and
national government — did not always talk to each other and exchange information. So-
metimes, there could have been local conflict which was difficult to identify to avoid any
issues. A lot of issues also stemmed from not knowing well the local environment. When
the PRT built something in one village, the other village immediately responded: “Why
this village and not us?” Moreover, many conflicts had nothing to do with the Taliban.

It was also widespread that once conducting local-ownership initiatives to find out
what the locals need, the USAID personnel received very different answers. For instance,
when Jeremy Lewis was seeking to find out whether a school could be built in a given
area, the responses differed: local Shira/Jirga said that a school is needed as soon as
possible, while the district government said a school is needed in different part; at the
same time the provincial government said the school is not needed at all, and at the end,
the national government announced that the school is in the national development plan
and will be built in two years. 53

Getting some development projects done was also very complicated since the PRT
deployment was one year long and most of the development or security initiatives had
to be approved at the US Embassy or the National Government in Kabul. The First 3-4
months it is just about gathering information. And there were just approximately 8 mon-
ths to do something — within this framework, one can never understand the complexity
of the environments. Some other PRT wanted to move very fast to have some tangible
results at the end of the deployment; however, this way only resulted in development
projects the locals did not have to like. The answer to why the DoD funds were often
used was simple. If the PRT director or commander wanted tangible results, they had
to rely on the DoD CERP funds since the USAID funding takes approx. 3-5 years. Besi-
des, when the PRT wanted to construct something (like hospitals, schools, dwells and
so forth), local contractors were needed. However, the contracting process was a huge
topic and not only due to corruption. The particular issues mainly stemmed from the
fact that the local contractors knew approximately how much money the PRT Panjshir
had, which very often influenced how much they charged for the work54. The shadow
of corruption was, however, partly diminished since the PRT always divided the remu-
neration for the contractors into 3 or 4 parts35. Moreover, most of the projects were
discussed with The Ministry of Rural Rehabilitation and Development, which according
to many respondents, was the most effective and trustworthy government place full of
enthusiastic professionals who wanted to see a developed Afghanistan3.

One of the most important projects was building schools since education is consi-
dered one of the key elements of societal development. For instance, two schools in

52 Grouping of elderly and respected men in the village — local governance (author’s note).

53 Lewis, J. Interview, 2022.

54 |bid.

5 Similar pattern could have been observed in the case of the Czech PRT in Logar province (author’s note).
56 Author’s note

w
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Dara and Paryan districts were built3?. Those projects were important. Schools helped
to alleviate public health. Schools increased the level of education. Building a school is
a relatively easy task; however, many schools were being built without knowing whether
there would be enough skilled teachers to work in. As argued by Eric Hommel, “If you
have a good teacher, classes can be conducted “below a tree”, but if you have schools
without teachers, then the school’s role cannot be accomplished. Getting adequate per-
sonnel was one of the most challenging tasks. The local teachers were uneducated, and
the PRT spent little time enhancing teachers education”58.

Except for education, another example of an interesting initiative that had a positive
impact was a farming project that bolstered income with bees. DoA representatives in-
troduced the project to increase agricultural productivity and boost the economic capa-
city of the locals. 450 families throughout Afghanistan’s Panjshir province were supplied
with training and materials to operate and manage their own honey production busi-
nesses. Local farmers generally agreed that selling honey brought them extra income
needed. Additionally, the project benefits the ecosystem and built capacity through co-
operation since the farmers were exchanging their best practices3. This is an example of
rather cheap development projects with economic and societal impacts.

Regarding the security part of the dimension, except for patrolling and general milita-
ry stuff, the military officers (mainly US Army police) trained the Afghan National Police
(ANP), whose task was to Panjshir’s six districts and one municipality. The ANP presence
in Panjshir was about 600 men. The training was difficult. Most of the men were illite-
rate®0. High illiteracy resulted in a situation where many of the officers charged with
enforcing the law could not understand the law they were charged to enforce. Hence,
additional educational programmes for ANP officers were provided. After all that, the
ANP forces could function from 2010 on. However, education is key and should be main-
tained afterwards as well. After 2010, civilian resources aimed to develop the justice
sector through rule-of-law training and broader ANP literary education declined®?.

As mentioned elsewhere in the text, after 2009, the military commander could no
longer rely on quick CERP funding. Therefore, the commander and director had to get
creative. The group thinking, in the end, resulted in the so-called “sweat equity” building

57 US Department of Defense. Members of the Panjshir Provincial Reconstruction Team check on the
progress of a school construction project. 2007. https://www.defense.gov/Multimedia/Photos/
igphoto/2001145371/.; Wilton, J. Red Bulls’ have helping hand in building of all-girls school in Afghanistan.
National Guard, 2011. https://www.nationalguard.mil/News/Overseas-Operations/Article/607130/
red-bulls-have-helping-hand-in-building-of-all-girls-school-in-afghanistan/.

58 Lewis, J. Interview, 2022.; Malkasian, C. and Meyerle, G. PROVINCIAL RECONSTRUCTION TEAMS: HOW DO
WE KNOW THEY WORK? Strategies Studies Institute, 2009, 1.

59 John T. Stamm, “Afghan farmers bolster income with bees.” CENTOM, 2009, https://www.centcom.mil/
MEDIA/NEWS-ARTICLES/News-Article-View/Article/883918/afghan-farmers-bolster-income-with-bees/.

60 Concerning interviews with other PRTs, it seems that the illeteracy was a common sign when training the
ANP or Afghan National Army (author’s note).

61 Hommel, E. Hope Doesn’t Live Here Anymore: An Afghan Civilian- Military Vision—One
Commander’s Experience. In: Gundersen, J and Civic, M. A., Unity of Mission. Maxwell: Air University
Press, 2016, 149-172, 162. ISBN: 9781585662470.
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program designed to empower rural villages to assist, for instance, in building their co-
mmunity schools. “Community buy-in was pivotal in ensuring the success of the sweat
equity program. When a society becomes conditioned to the donor-recipient mindset, it
tends to expect additional and continual support.”62

Besides, the often neglected topic is to what extent, especially soldiers, should use
humanitarian aid to win hearts and minds. As J. Lewis®3 remembers, this approach was
regularly anchored. According to others®4, humanitarian aid should not be used for the
win the hearts and minds purposes at all. The reasoning behind this idea is that the lo-
cals soon find out that humanitarian aid often and regularly aims to gather intel informa-
tion and that the win hearts and minds approach might be just a way to get information
from them. Moreover, if the humanitarian aid is too often, the locals can find out that
whatever they say, they will get some reward®5,

Another significant topic is that the PRT Panjshir should have been more aware of the
job the other NGOs in the province are doing. Sometimes, the PRT could have duplicated
the other NGOs’ jobs. This was not anything in Afghanistan; the duplication was happe-
ning. It appears the PRT Panjshir did not have sufficient knowledge about the NGOs
activities in the province. The PRT Panjshir personnel also stated that it would be better
if the PRT was involved in the districts where no NGOs worked®5. The PRT-NGO debate
is generally a very sensitive topic. The NGO workers assumed that PRT could worsen
NGO’s security since NGO workers could have been seen together with PRT personnel
and thus could lose their neutrality®7.

It is also crucial to discuss the potential security deterioration after the Taliban surge.
Panjshir province was a unique case. The security conditions were relatively acceptable
back in 2005, although the level of development was miserable. Nevertheless, as the
years passed, the security situation, especially after 2010, started getting worse. There is
not an easy answer why especially the security situation deteriorated inside of Panjshir
as well since it was relatively safe since the beginning with low insurgent activity. Accor-
ding to main interviewees — Lt. Col. Eric Hommel, Jeremy Lewis (USAID) and James P.
DeHart (DoS) assumed that the problem was not inside the province but outside. As the
security situation was deteriorating in other provinces, it logically impacted Panjshir, as
well as the Taliban insurgents, were getting closer.58

62 ibid, 165.

63 jbid.

64 Malkasian, C. and Meyerle, G. PROVINCIAL RECONSTRUCTION TEAMS: HOW DO WE KNOW THEY WORK?
Strategies Studies Institute, 2009, 2.

65 Information provided by Anonymous Czech PRT personnel when discussing the US PRT involvement
(author’s note).

66 Lewis, J. Interview, 2022.

67 Mitchell, D. F. Blurred Lines? Provincial Reconstruction Teams and NGO Insecurity in Afghanistan,
2010-2011.International Journal of Security and Development, 2015. 4(1). 9. DOI: DOI: 10.5334/sta.ev

68 Hommel, E. Hope Doesn’t Live Here Anymore: An Afghan Civilian- Military Vision—One
Commander’s Experience. In: Gundersen, J and Civic, M. A., Unity of Mission. Maxwell: Air University
Press, 2016, 149-172, 169. ISBN: 9781585662470.
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5.3 Closure of the PRT Panjshir

Panjshir FOB came under a coordinated Taliban attack in October 2011, wounding
several Afghan security guards and leaving five Taliban attackers dead®. This was the
first full-scale attack on the Panjshir FOB since 200179, and it came only after the civilian-
-military presence regressed into a military-only presence. The US returned to a milita-
ry-centric structure of the PRTs, started a slow security transition to the local security
forces and development activities and good-governance initiatives to sustain the insti-
tutions that the United States helped to develop has become an afterthought. Such an
attitude can be associated with the US strategy to withdraw from Afghanistan in the
future. Panjshir’s case was not any different. In 2010, the skilled civilian-military perso-
nnel of PRT Panjshir was ordered to Bagram Air Base while leaving a small cadre of the
military in Panjshir. But civilian experts dealing with the local habitants and government
of Panjshir were withdrawn as well.

However, few soldiers left in Panjshir could not replace the civilian experts working
on development and good governance to mentor Panjshir authorities’!. PRT Panjshir
in 2010 might have approached a successful security transition to the local authorities
and development initiatives, especially regarding good governance. The course of deve-
lopment changed in 2010, and the whole civilian-military engagement with it. the PRT
Panjshir was de facto closed in 2011. Just a couple of soldiers stayed in Panjshir till 2014,
when most of the PRTs were closed. These days, Panjshir has gained a strong Taliban
presence’2,

5.4 Lessons Learned

The previous section highlights several PRT Panjshir limitations but also relatively
well-managed initiatives. | draw from the PRT Panjshir analysis of particular lessons lear-
ned wrongdoings and relatively successful initiatives. | believe below-indicated fourteen
lessons can be generalized to some extent in future civilian-military initiatives.

69 |t is important to mention that the Taliban threat came from other provinces. Due to the strong anti-
Taliban feelings in Panjshir, it was rare to have locals getting recruited to Taliban (author’s note).

70 CTS Sentiel. Recent Highlights in Terrorist Activity. 2011. https://ctc.
usma.edu/recent-highlights-in-terrorist-activity-25/

71 Hommel, E. Hope Doesn't Live Here Anymore: An Afghan Civilian- Military Vision—One
Commander’s Experience. In: Gundersen, J and Civic, M. A., Unity of Mission. Maxwell: Air University
Press, 2016, 149-172, 168, 169. ISBN: 9781585662470.

72 US Department of State. Department Press Briefing. 2022, https://www.state.
gov/briefings/department-press-briefing-september-15-2022/.
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Clearly define the mission objectives

The note that the PRT was “civilian-led” is a misnomer. In the US, the DoS cannot lead
military forces since the DoS has no command authority. This led to the situation when
appropriate PRT work tremendously depended on the commander and civilian director
relationships. If they did not get along well with each other, PRT was not simply doing
a good job. In an environment as complicated as Afghanistan, mutual synchronization of
the PRT leadership is critical. This fact was somewhat confirmed by the Panjshir governor
Bahlol who said the PRT Panjshir deployed in 2009-2010 was the first PRT that made the
locals work. 73

Find the main sources of instability at the early stages of the mission

The PRT Panjshir approached this analysis in 2009 four years after its foundation. The
main source of instability in Panjshir coming from a government (both provincial and
national) that is unable or unwilling to take care of its constituents.

One main source of funding for development initiatives:

Panjshir case pointed out that the military had clear leverage over the development
projects with their CERP funds. Besides, USAID workers designated to do development
had to wait for their funds even a couple of years. It would be vital if there was one sour-
ce of relatively simple funding for both actors who would have to work with it altogether.
This would narrow the relations ship between the military and development workers.
Besides, it is also apt to ask whether the military should stick with implementing deve-
lopment tasks. Soldiers are designated for security, this should be their main task. The
development experts should be in charge of the development activities.

Security sector reform:

Once enhancing the SSR, the literacy education of the security professionals must
remain a top priority during the security transition process; otherwise, it would simply
train the security professionals to employ tactics and procedures without understanding
when and how to utilise them. It is also crucial to foster their education once they were
deployed to the field. Regarding education, having more educated people is always key.
However, you must know you will have teachers to fill the schools in.

Know better your environment:

Knowing better your environment and trying to understand the local decision-making
before you start doing something. The analysis revealed in many places that especially
during the infrastructure project it was very difficult to understand the local decision-
-making between Shuras/lJirgas, district government, province government, and national
government. This also goes hand in hand with the preparations of the personnel must-
n’t be underestimated. The cultural awareness training has to be more profound. PRT

73 Hommel, E. Interview, 2022; Lewis, J. Interview, 2022.
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should be aware of the historical and cultural roots of each specific area of operation. It
is necessary to understand regional dynamics to win hearts and minds.

Foster local ownership, empower the locals:

If you do not empower the locals and rely too much on the top-down approach,
you might never get the locals working and trying to rebuild the place for themselves.
Bottom-up approaches and fostering local ownership should be anchored instead. As
mentioned elsewhere in the text, after 2009, the military commander could no longer
rely on quick CERP funding. Therefore, the commander and director had to get creative.
The group thinking, in the end, resulted in the so-called “sweat equity” building program
designed to empower rural villages to assist, for instance, in building their community
schools. “Community buy-in was pivotal in ensuring the success of the sweat equity
program. When a society becomes conditioned to the donor-recipient mindset, it tends
to expect additional and continual support.”74 In other words, development and security
initiatives should reflect the needs of the locals. The bottom-up approach must be the
key priority.

Money is not Everything:

Some cheap development projects can have way bigger impacts than expensive de-
velopment initiatives. See the Bee and honey production project. It did not only help the
locals to earn more money but also showed that the project benefits the ecosystem and
built capacity through cooperation since the farmers were exchanging their best practi-
ces. Success does not always have to be measured by the amount of money allocated.

Focus on structural issues and not primarily on quick impact activities:

The PRT mission was relatively short which led most of the officers to do projects
with tangible results that they would get promoted later on. However, reconstruction
has to be structural. Structural reconstruction, nevertheless, is way more longer and
consistency in the rotations has to be anchored. To support the consistency of the long-
-term initatives, senior personnel should be prioritized. Based on the interviews with the
former US PRT personnel, it turns out that by appointing senior people who no longer
seek promotion, the PRT was efficient. To give an example, no one sees the impacts
of education programmes in the HQ; however, everybody sees how much money one
spends on infrastructure and so forth. In other words, younger professionals could have
tended to do projects that were not necessary for the locals but were well-perceived in
the HQ. Moreover, as it already works in the government, if the PRT did not spend the
allocated amount of money, he would get less of it next year.

74 Hommel, E. Hope Doesn't Live Here Anymore: An Afghan Civilian- Military Vision—One
Commander’s Experience. In: Gundersen, J and Civic, M. A., Unity of Mission. Maxwell: Air University
Press, 2016, 149-172, 165. ISBN: 9781585662470.
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Do not pull out skill personnel without knowing the place is ready:

Transitions to the locals who where not ready happened extremely fast. In 2010, the
skilled civilian-military personnel of PRT Panjshir was ordered to Bagram Air Base while
leaving a small cadre of the military in Panjshir. The analysis did not even detect whether
the PRT Panjshir assessed the locals are so-called “ready to go”. The CIMIC unit should
leave the region once the security transition to the local authorities is completed. As
mentioned above, most PRT Panjshir withdrew once the security situation deteriorated.

Continuity of the mission has to be ensured:

The given rotations have to exchange information among them closely. It was ine-
ffective when every new rotation had to spend 3-4 months to figure out what was going
on in Panjshir. The continuity of the leadership should have been maintained too. It is
only effective if a new commander comes out with a brand new strategy each year if the
previous strategy is poor.

Have knowledge what the others are doing:
Cooperation with international NGOs should be synchronized to avoid the duplication
of development projects.

Do not use humanitarian aid for the win and hearts:

The reasoning behind this idea is that the locals soon find out that humanitarian aid
often and regularly aims to gather intel information and that the win hearts and minds
approach might be just a way to get information from them. Moreover, if the humani-
tarian aid is too often, the locals can find out that whatever they say, they will get some
reward

Try to put as many obstacles to corruption as possible:

First, PRT should monitor aid allocation as the risk of corruption on both sides is po-
ssible. Furthermore, it turned out well when the remuneration fees for the local contrac-
tors had to be paid in several parts to decrease the risk of fraud.

Good governance requires time:

Good governance should be anchored if the headquarters intends to have a specific
CIMIC unit deployed for an extended period. It is possible to develop good governance
initiatives during five years long deployment. The question also arises whether CIMIC
units such as PRT should be doing any good governance. PRTs appeared to be somewhat
effective in building projects and generally short-time activities. Long-term initiatives
such as good governance should be left to designated professionals outside the PRT who
focus on good governance. Nevertheless, trying to build good governance is a task for
a long run, almost decades. To successfully approach good governance, the PRT would
have to probably stay way longer. However, it is not clear how much longer. During my
stay in NATO Civilian-Military Center of Exellence in Hague one of the former German
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PRT senior officers told me good-governance takes up to three generations of locals’s.
Jeremy Lewis’® mentioned during our interview, the good-governance initiatives like
advising the local authorities how to communicate among themselves, how to deal with
the national government and how to create a functional bureaucratic structure had only
limited impact due to the short period the PRT Panjshir focused on the topics mentioned
above which were from 2005 till 2011. But still, critically assessed, good governance
activities shall be carefully approached. One has to consider whether, for instance, the
village leader or governor of a province with distinct cultural and identity points of view
would fully listen to people from different parts of the World. It might eventually work
but after a long period. However, generally observed, good governance activities outside
of the Euroatlantic World generally do not work??.

CONCLUSION

First of all, it is vital to try to answer whether the PRT Panjshir mission was successful.
Generally, outside of the framework of causal quantitative analysis having clear depen-
dent and independent variables, it is very difficult to draw such a conclusion from a pu-
rely interpretative qualitative one. However, if we look at it from the most general line,
the PRT’s ultimate goal was to achieve security and development. After the Taliban surge
in 2010 the security situation generally deteriorated, and more enhanced development
could not be consequently achieved. In Panjshir, such conditions were accelerated by the
departure vast of the PRT Panjshir personnel after 2010. Hence, it is vital to look down
from the strategic level into the tactical level where the minor projects and initiatives
were conducted. It would be too easy to say that PRT Panjshir and other PRTs were not
successful at all. They did certainly help some locals to get from the miserable develop-
ment conditions, and built schools and critical infrastructure. Not every projected was
carried out and the infrastructure built was for nothing.

Nevertheless, it is also questionable whether we should be asking if something related
to PRTs was successful. | think it is more convenient to ask instead whether we reached
satisfying or sufficient results. In conflict zones, measuring success is always difficult. We
can, however, detect whether at least sufficient results were reached. The results do not
have to be perfect but functioning. We find analogical situation in the debate on conflict
resolution vis-a-vis conflict management. Just a few conflicts can be probably resolved
for good. However, most of them cannot. Hence, we can observe scholars and experts
tend to prioritize the word “manage”. | believe PRTs generally tried to manage the se-
curity and development conditions to a lesser or greater extent. However, they did not
definitely fully resolve those conditions.

75 Muehlich, S., Bundeswehr Germany. Interview. 2021.
76 Lewis, J. Interview, 2022.
77 Kocian, T. Interview with director from Czech NGO People in Need. 2022.
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The last question remains to be answered — can the PRT model be duplicated in fu-
ture conflicts? First, it is important to point out that PRTs in Afghanistan were so-called
context-oriented, hence, it brings difficulties to answer this question. Nowadays, | do not
see whether a similar model could be used, for instance, in the conflict Sahel which is be-
set by glooming insurgency and terrorism. Sahel is a conflict area and requires different
approaches than PRT which was intended for a post-conflict environment. Something
like PRT could be considered for the post-conflict environments which Afghanistan never
was. Panjshir was a low-threat environment, but it was not a post-conflict environment.
PRT’s elements might be theoretically duplicated in post-conflict zones such as in Wes-
tern Africa (e.i. Sierra Leone) or the Balkans (Kosovo) in the CIMIC initiatives. Some of
its elements might be used in post-war Ukraine in theory. Right now, we know that Eu-
ropean states have already preliminary divided Ukraine into regions they would like to
rebuild. However, if the West wanted to use the PRT model in Ukraine it would have to
avoid previous mistakes from the Balkans and Afghanistan. For instance, the Ukrainian
government would have to play a key role, and PRTs would just support the task’s exe-
cution. National PRTs should also synchronize their activities among themselves to avoid
the situation when each nation going to the provinces with their national PRT meant
the repetition of so-called balkanization. Lastly, the West in Ukraine would have to also
conduct a horizontal way to reconstruction, which Afghanistan never was as gen. Ton
van Loon8 (former ISAF commander of Regional Command South) pointed out during
our interview.
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Clanek predstavuje vice jak desetileté zkugenosti z testovani schopnosti
piloth pfi fizeni letu na leteckych simulatorech. Je vyréena hypotéza
o moznostech nalezeni spolecnych ryst pfi fizeni letu, uveden zakladni
matematicky aparat pro vyhodnoceni, predstaveny vyuzivané letecké
simuldtory a samoziejmé i dosazené vysledky. Otestovano jiz bylo 110
pilot a celkem simulovano 2360 misi — testovacich letd. Nasledna ma-
tematickd analyza poskytla na cca 40 tisic vysledkd vhodnych pro dalsi
statistické zpracovani. Toto mnoZstvi ziskanych dat z redlné simulovanych
letlh dava predpoklad pro definovani pouzitelnych zavérd k navrzenym
hypotékam. Pro potreby nasledné certifikace byl rovnéz pfipraven navrh
metodiky méreni pilotl, kterd shrnuje jak teoreticky pristup k testovani
pilot(, tak i postup realizace testl na jednotlivych simuldtorech. Soucasti
navrhu metodiky je uveden i prehled vytvoreného programového vyba-
veni jak pro usnadnéni evidence dat z jednotlivych misi, tak i programo-
vého vybaveni pro vlastni analyzy namérenych dat z misi.

The article presents more than ten years of experience in testing the
abilities of pilots during flight control on flight simulators. A hypothesis is
stated about the possibilities of finding common features in flight control,
the basic mathematical apparatus for evaluation is presented, the flight
simulators used and, of course, the achieved results are presented. 110
pilots have already been tested and a total of 2360 missions - test flights
- have been simulated. Subsequent mathematical analysis provided
approximately 40,000 results suitable for further statistical processing.
This amount of data obtained from realistically simulated flights provides
a prerequisite for defining applicable conclusions to the proposed
mortgages. For the needs of subsequent certification, a proposal for the
pile measurement methodology was also prepared, which summarizes
both the theoretical approach to pile testing and the procedure for
carrying out tests on individual simulators.

Letecky simulator; lidsky faktor; model chovani ¢lovéka; testovani pilot(.
Flight Simulator; Human Factor; Human Behavior Model; Pilot Testing.
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uvoD

Soucasny letecky provoz klade znaéné naroky na schopnosti, tedy vycvik piloth. Z eko-
nomického a bezesporu i z bezpe¢nostniho hlediska se ¢ast vycviku odehrdva na letec-
kych simulatorech rGiznych stupfiti dokonalosti. Rada firem nabizi riizné dokonalé letecké
simuldtory, ale vesmés zamérené jen na bézny vycvik a jejich dalsi vyuZiti ve prospéch
navrhovanych testd je minimalni.

Kvalita vycviku pilotd je déna i schopnostmi spolehlivé a v kratkém ¢ase reagovat na
zménu standartnich letovych parametr(. Tento text obsahuje teorii chovani pilotl pfi
fizeni letu, matematické postupl véetné zplsobl vyhodnoceni vysledkli a moZnosti tes-
tovani pilot pravé na vznik necekané zmény letovych parametrd. Na téchto zakladech
pak vznik ndvrh metodiky testovani pilotd s cilem ukdzat moznosti definovéni stavu vy-
cvi¢enosti konkrétniho pilota.

HYPOTEZA PRO TESTOVANi CHOVANI PILOTU

VSeobecné se vi, Ze ¢im déle délame urcitou ¢innost, tim se v ni zlepSujeme. Prikla-
dem mize byt Fizeni vozidla. Ridi¢ ziskava navyky v Fizeni auta a s dobou se v Fizeni zdo-
konaluje, zacina predpokladat nejblizsi situace (pred kfiZovatkou, pfi predjizdéni, pred
prechodem pro chodce apod.), ¢asem zacina ovladat auto podvédomé a vice se vénuje
vnéjsim - pfedevsim vizudInim situacim pred a pripadné i kolem vozidla. Podobné mu-
Zeme uvaZovat o pilotovi, co fidi let letounu. S dobou vycviku se jeho schopnosti spo-
lehlivé a bezpecné Fidit letadlo zvysuji. Naskyta se tu jistd moznost pokusit se stav jeho
schopnosti fidit letadlo vhodné a objektivné méfit, testovat ¢i hodnotit. MlzZeme tedy
vyfknout hypotézy:

1. Lze vyhledat spolecné rysy v chovéni pilotd pfi fizeni letu letounu s vyuZitim letec-

kych simulator(.

2. Je mozné k objektivnimu hodnoceni vyuzit dostupny matematicky aparat a statis-
ticky vyhodnocovat vysledky testa.

3. Lze porovnanim reakci na podnét u mladych, méné vycvic¢enych pilotl s piloty, ktefi
maji za sebou 400 - 500 ¢i jesté vice odlétanych hodin na skutecnych letounech,
nikoliv jen simulatorech, naznacit moznosti vyuZiti pouZitych testl ke stanoveni
vycvicenosti pilotd.

Dlouhodobé testovani zacinajicich i téch zkusenéjsich pilotl probihd na Katedre le-

tecké techniky Univerzity obrany jiz fadu let, presnéji od roku 2013 a pfindsi pouzitelné
vysledky v odhadech stupné vycvicenosti jednotlivca.
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2 MOZNY MATEMATICKY POPIS CHOVANI PILOTA

Pro alespon objektivni hodnoceni schopnosti pilotll a jejich chovani se historicky
zabyvala fada védci. Sledovanim mozného matematického popisu chovani ¢lovéka na
vnéjsi podnét se historicky zabyval védec Mc. Reuer a jeho kolegové cca v 80-tych letech
minulého stoleti. Tento autor dal zaklad pozdéjsim védclim, ktefi se nasledné problema-
tikou mozného popisu chovani ¢lovéka budou zabyvat. Jeho dvé (mimochodem dosti po-
dobn3, ale ne Uplné stejnd dila) jsou dostupnd v PDF kopiich strojopis 2. Mc. Reuer zde
poprvé popsal vazby mezi strojem a ¢lovékem — lidskym operdtorem (viz obrazek ¢. 1).
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Function S Stimul N Human cft) N Control mit) R
piay o Operator "1  Element v

Obrazek €. 1: Zakladni blokové schéma ruéniho Fizeni stroje3

Ve svych dilech Mc. Reuer rozebird elementdarni prenosové prvky, jiz z hlediska prvki
teorie automatické regulace. Soucasné se ovsem vénuje i problematice ¢lovéka, jeho vnitf-
nim pochodim pfi vzniku podnétu at jiz optického, zvukového nebo pohybového. Kom-
plexné je rozdéluje do Ctyr kategorii a uvadi je v prehledném diagramu — viz obrazek ¢.2.

e Task Variables - Proménné ulohy, které zahrnuji vSechny systémové vstupy a ovla-

dani systémovych prvkid vné pilota.

e Environmental Variables — Zivotni prostiedi — okoli — vné pilota, nezavislé na

pilotovi.

e Procedural Variables — Procesy realizujici ptipravu pilota.

e Operator - Centered Variables — Centralni operator — pilot, zajistuje bezprostfedni

fizeni stroje.

1 D.T. McRuer, E. S. Krendel, ,Mathematical Models of Human Pilot Behavior”, AGARD AG-188, 1974. [on-
line téZ na https://user.unob.cz/jalovecky/HMI/]

2 McRuer, Duane, Mathematical Models of Human Pilot Behavior [on-line téZ na https://user.unob.cz/
jalovecky/HMI/]

3 D.T. McRuer, E. S. Krendel, ,Mathematical Models of Human Pilot Behavior”, AGARD AG-188, 1974. [on-
line téZ na https://user.unob.cz/jalovecky/HMI/]
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Task Variables

Procedural Variables
Instructions
Order of Presentation
Experimental Design
Metods of

Administration \‘

/ Distubances
—y Physiological *

Enviromental Variables
Temperature
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Perceived input Outputs, ¢ System
Mission and Commands Output, (Errors) N —> Vehicle Qutput
Control Displays » Pilot »{ (C led »
Strategy Element) mit)
> Physiological
A Outputs, §
Operator -
Centered Variables
Motivation
Training
Response ,Set”
Fatigue
Arousal

Obrazek €. 2: Pfehledovy diagram — veli¢iny co ovliviiuji chovani pilota®

Timto ¢lenénim dal Mc. Reuer zdklad budouciho vzniku tzv. SHELL modelu 36738 (viz
obrazek ¢. 3.), ktery popisuje veskeré vazby mezi operatorem a okolim. Autor Sel i vyraz-
né dal a matematicky popsal mozné chovani ¢lovéka v tzv. uzaviené regulacni smycce viz
obrazek €. 4., ktery lze chapat jako naznak kompenzacniho fizeni se zafazenim lidského
operatora. Z celého jeho dila o rozsahu pres 90 stran lze i dnes ziskavat nové a nové
informace.

4 D.T. McRuer, E. S. Krendel, ,,Mathematical Models of Human Pilot Behavior”, AGARD AG-188, 1974. . [on-
line téZ na https://user.unob.cz/jalovecky/HMI/]

5 Shell Model in Aviation, [on-line 5. 1. 2023], www.aviationfile.com/shell-model-aviation/
6 |CAO SHELL Model, [on-line 5. 1. 2023], https://www.skybrary.aero/articles/icao-shell-model

7 T.T. Wong, S. Tong, An airworthiness SHELL model for aircraft maintenance, [on-line 30. 5. 2023], https://
ieeexplore.ieee.org/abstract/document/6837952

8 AviationKnowledge, Human factors models (in aviation), [on-line 5. 1. 2023] http://aviationknowledge.
wikidot.com/aviation:human-factors-models
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Hardware

Stroj
(letadlo)
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Programy ~ Pracovnik _ Okolni prostiedi
(letecké postupy) (pilot) (letoun v prostoru)

Liveware
Lidé okolo
(Fidici Iétani)

Obrazek €. 3: SHELL model®

REMNANT
n(i. Manipulator, {Y.}, Display, jw)
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{Ya( Manipulator, {Y.}, Display, jw) clt) Display Dynamics) mit)

HUMAN — PILOT CHARAKTERISTICS

Obrazek €. 4: Blokové schéma kvazi-linedrniho modelu pilota pfi fizeni letul®

9 Shell Model in Aviation, [on-line 5. 1. 2023], www.aviationfile.com/shell-model-aviation/

10 D. T. McRuer, E. S. Krendel, ,,Mathematical Models of Human Pilot Behavior”, AGARD AG-188, 1974. [on-
line téZ na https://user.unob.cz/jalovecky/HMI/]
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2.1 Matematicky zaklad pro analyzu chovani pilott

Pro pochopeni predchozich schémat a pro dalsi teorii v tomto ¢lanku si drobné objas-
néme zakladni pojmy a prvky z teorie automatického fizeni. Zakladem vseho je sledovani
zmén vystupni veliciny na zakladé zmény vstupni veli¢iny. Matematickym popisem tomu
fikdme prenos a predpokladame u néj dynamické zmény (Casové proménné hodnoty na
vstupu a nasledné pak i na vystupu). V podstaté nam jde o popis tzv. ,,Black box“ (viz ob-
razek €. 5.) s cilem objasnit vlastnosti toho bloku — obecnéji fidiciho systému. Na pocatku
o ném prakticky nic nevime. Jde ndm predevsim o zjisténi, jak vstupni veli¢iny zméni
a posle na vystupy. Tento popis nazveme ,, dynamické vlastnosti systému®.

Vstupni Vystupni
parametr parametr
w
Letovy Informace
parametr Pro...

Obrazek ¢. 5: Blokové schéma

Dynamické vlastnosti systému muizZeme popsat pomoci diferencialni rovnice n-tého
radu vyjadrujici vztah mezi vstupni a vystupni veli¢inou soustavy. Diferencialni rovnice
popisujici linedrni soustavu v obecném tvaru jsou pomérné sloZité a neni pfrilis prehledné
a jednoduché s nimi pracovat. Daleko Iépe se pouZije tzv. Laplacelv obraz vstupni a vy-
stupni veli¢iny. Laplaceovou transformaci 1112 jsme tedy diferencialni rovnici pfevedli na
polynomialni algebraickou rovnici, s kterou se podstatné lépe pracuje. Soucasné je to
prvni krok feseni diferencialnich rovnic pomoci Laplaceovy transformace. Pokud bude-
me potrebovat ziskat zpét original (Casové proménnou vystupni veli¢inu), pouZijeme tzv.
zpétnou Laplaceovu transformaci.

Mezi nejjednodussi pfenosové prvky patfi:

e Linearni ¢len — linearné zesiluje nebo zeslabuje vstupni signal.

e Integracni ¢len — integruje vstupni signal podle pribézného casu, tzn., Ze vystupni

signal s Casem roste nebo klesa, podle znaménka polarity.
Derivacni ¢len — derivuje vstupni signal podle pribézného Casu, tzn., Ze vystupni signdl je Gmérny derivaci
vstupniho signalu podle ¢asu (plocha pod kfivkou).

11 |aplaceova transformace, [on-line 5.1.2024], https://matematika.cuni.cz/dl/analyza/28-lap/lekce28-lap-
dmin.pdf

12 |aplaceova transformace, [on-line 5.1.2023], https://eluc.ikap.cz/verejne/lekce/940
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e Setrvacny ¢len — nejrozsitenéjsi dynamicky ¢len — v nejjednodussim pripadé kmi-

tavy ¢len neboli setrvacny ¢len 2. fadu. Jde o clen, ktery obsahuje dvé energetické
kapacity a definujeme u nich velikost tlumeni, tedy vlastnost, kdy kmitani (po pred-
chozim vybuzeni) prestane — je utlumeno s vlastni frekvenci téchto kmitd.

2.2 Matematicky popis chovani pilota pfi fizeni letu letounu,3

Mc. Reuer se se svym kolektivem pokusili o matematicky popis chovani ¢lovéka pra-
vé s vyuzitim prvk( automatické regulace. | v soucasné dobé jej lze povaZovat za za-
kladni matematicky model dynamickych vlastnosti pilota — tedy matematicky popis jeho

chovani.
Fy= Yo g (Estl) (/i)
X,  (Ts+1)Ts+1)
kde:
K

- prirGstek sily na kormidlech ve vztahu k jejich odchylce (1 az 100)

- integracni Casova konstanta, tj. schopnost pilota realizovat proménné cinnosti

T,
"l (0,2 az1s)

r | - dynamické vlastnosti vykonovych cleni pilota (0,1 aZ 2s) - neuromuskularni ca-
| sova konstanta

T, |- reakéni ¢asova konstanta, tj. schopnost reagovat na rychlost zmény vstupniho

signalu (5 aZ 20s) - prediktivni ¢asova konstanta
¥ | - dopravni zpozdéni (0,1 aZ 0,4s) - reakéni doba pilota
s | - Laplacelv operator

Soucasna literatura se v této oblasti vénuje predevsim analyze model( chovani ¢lové-
ka pfi Fizeni vozidla. Ke Uspésnym vysledkim dospéla disertaéni pracel4, kde autorka po-
mérné dobre rozpracovala dynamické chovani lidského operatora. Autorka rozpracovava
uvedeny model chovani ¢lovéka (1) a aplikuje jej na model fizeni vozidla, véetné mozného

13 Uvedeno té7 v: Jalovecky, R., Navrh metodiky testovani pilotti, Univerzita obrany, Fakulta vojenskych
technologii, Katedra letecké techniky, 2019, Brno

14 Havlikovd M., Diagnostic Of Systems with a Human Operator, Doctoral Thesis, Brno University of
Technology, 2008, 153 p.
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chovani takto vzniklé soustavy. Ve smyslu Mc. Reuer uvaZuje a prakticky simulaci i ovéru-
je zjednodusené modely chovani ¢lovéka vypusténim nékterych ¢asovych konstant. Na
ni pak Uspésné navazaly disertaéni prace 1516, které se jiz zabyvaly tématikou modelovani
chovani pilota pfi fizeni letu s vyuZitim leteckych simulator(. Testovaci lety na simulatoru
maiji velkou vyhodu v jednoznacné opakovatelnosti testu. Samozrejmosti pak je vysoka
bezpecénost téchto testl a minimalni naklady na tyto testy.

Vypusténim integracni Casové konstanty T, dostaneme zjednoduSenou pfenosovou
funkci, ¢asto oznacovanou jako Grosstv model dynamiky &lovéka 17:18;

(2)
Fv(s) — Y(S) =K (T3S + 1) -5 ,,B“
X, (T,s +1)

Mezi ty nejjednodussi zpUsoby Cinnosti ¢lovéka — pilota patfi procesy, kdy ¢lovék ne-
provadi Zadné , integrace” ¢i ,derivace” vstupniho signalu a vykonava ,jen” funkci zesilova-
ciho ¢lenu s dynamikou vykonového ¢lenu. Tim ziskdme nejjednodussi prenosovou funkci
dynamiky Clovéka — pilota *"*® jen s pouZitim neuromuskularni Casové konstanty T.:

Yo 3)

-7 “
IIC

(T2s + l)e

F

(s) X(S)

Prilisné zjednodusovani modell chovani pilotl pfi fizeni letu se v praxi ukazalo malo
pouzitelné, naopak dalsi resersi dostupné literatury se ukazuje potreba naopak zvySovat
pocty ¢asovych konstant v matematickym modelech chovani pilotd. Autor tohoto ¢lanku
maximalné tyto informace vyuziva ve prospéch dalSich analyz chovani ¢lovéka pfi fizeni
letu (vSechna ziskana a vyuZitelna literatura, véetné publikaci autora jsou k dispozici na
https://user.unob.cz/jalovecky/HMI/).

Matematickymi analyzami v disertaéni praci® bylo zjisténo, Ze pro pfesnéjsi vyhod-
noceni chovani ¢lovéka pfi fizeni letu letounu by bylo vhodné rozsitit rovnici (1) o dalsi
Casové konstanty (T4 a T5). Ziskdme tak prenosovou funkci vyssiho fadu a pfi aplikaci
vhodnych identifika¢nich metod pro uréeni parametr(i navrzené prenosové funkce do-
staneme i lepsi vysledky. Fyziologické pripadné psychologické déje, které by bylo mozné
témito ¢asovymi konstantami interpretovat, jsou prozatim soucasti dalsiho vyzkumu.

15 Bofil J., Analyza mechatronické soustavy pilot - letadlo - autopilot z hlediska systém( automatického fizeni
letu, disertacni prace, Univerzita obrany, Brno, 2005

16 Jirgl, M. Analyza model(i chovani pilota pfi fizeni letu letounu, disertacni prace Vysoké uceni technické
v Brné, Brno, 2016. 142 s.

17 Gross, J. J. (201 Emotion regulation: Conceptual and empirical foundations. In J. J. Gross (Ed.), Handbook
of emotion regulation (pp. 3—20). 2014, The Guilford Press.

18 Gross J.J., Emotion regulation: current status and future prospects. Psychol Ing, 26 (2015), pp. 1-26

19 Jirgl, M. Analyza model(i chovani pilota pfi fizeni letu letounu, disertacni prace Vysoké uceni technické
v Brné, Brno, 2016. 142 s.
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Déle ale predpokladat, Ze pUjde o svaly, které v urcitém okamziku strnulosti se mohou
rozkmitat, vibrovat s néjakou frekvenci.

F(S) — Y(S) — K (T3S + 1)(T5S + 1) e*TS ”(D4,),
X,  (@s+1)Ts+1)(T,s+1)

Variaci Casovych konstant T, a T, ziskdme dal3i modifikace matematického modelu cho-
vani ¢lovéka pfi fizenf letu letounu.

Foo Y, =K(T3S+1)(T5S+1)e"” (E,),
“ X, (T,s +1)T,s +1) ”
F — Y(S) — (TSS + 1) e—rs (S,),
CX, o (Ts+)Ts+1)Ts +1) §

Vsechny uvedené rovnice (1) aZ (6) zdaleka nepokryvaji dalsi moZnosti tvorby pfeno-
sovych funkci modelu chovani ¢lovéka. Jde o dalsi moznosti zvySovani fadl pfenosovych
funkci. Potfebna fyziologicka interpretace v lidském téle zatim chybi, pfestoze i Mc. Re-
uer ve své praci2®2! zmiriuje mozné vyssi Fady pfenosovych funkci, ale prezentuje je jako
tlumené kmity svalQ. Pro prehlednost matematickych modeld je autor i v ndvrhu Meto-
diky oznacuje pismeny ,A” aZ ,F“, coz je souc¢asné uvedeno v odkazech rovnic.

022

ZPUSOB MERENI A MOZNOSTI TESTOVANI REAKCI PILOTU

Matematickou analyzou ziskanych dat z experimentadlnich méfeni reakci ¢lovéka na
podnét v procesu fizeni letu letounu lze ziskat parametry modell chovani ¢lovéka. Para-
metry modell jsou definovany rovnicemi (1) aZ (6). Testovany pilot sleduje na obrazovce
¢i palubnich pfistrojich simuldtoru skokovou zménu vysky a snaZi se vychylkou fidici paky

20 D.T. McRuer, E. S. Krendel, ,,Mathematical Models of Human Pilot Behavior”, AGARD AG-188, 1974. [on-
line téZ na https://user.unob.cz/jalovecky/HMI/]

21 McRuer, Duane, Mathematical Models of Human Pilot Behavior, [on-line téZ na https://user.unob.cz/
jalovecky/HMI/]

22 Uvedeno téZ v: Jalovecky, R., Navrh metodiky testovani pilotli, Univerzita obrany, Fakulta vojenskych
technologii, Katedra letecké techniky, 2019, Brno

135



Vojenské rozhledy ¢. 1/2024 Testovani schopnosti pilotl na leteckych simulatorech

dosahnout pavodni vysky letu. Principialné lze tento zplsob pfibliZit na obrazku ¢. 6.
Vzorkovany ¢asovy pribéh pohybu fidici paky je pfenesen do pocitace a zaznamendavan
spolu s velikosti vnéjsiho podnétu. Oba tyto Udaje spolu s ¢asovou osou se pak pouZiji
v matematickych metodach experimentalni identifikace.

-

Cas [s]

Obrazek €. 6: Princip méfeni odezvy ¢lovéka na vizualni podnét23

K uréeni jednotlivych Ciselnych hodnot ¢asovych konstant uvedenych prenosovych
funkci vSsech model( chovani pilota se pouziva rada matematickych metod experimen-
talni identifikace redlnych systémd. Rad z nich je integrovana do simulaéniho prosttedi
MATLAB® 24, 5t jiz v podobé iteraéni funkce fminsearch, kterd hledd minimum viceroz-
mérné funkce, ¢i pfimé pouziti knihovny ,,System Identification Toolbox“ 25, Tato knihovna
obsahuje celou fadu nastrojl pravé na vypocty odhad( dynamiky nelinearniho systému.

ar s

i cela rada dalSich publikovanych ¢lank( jak autorem, tak i jeho doktorandy ¢i diplomanty.

23 tamtéz

24 MATLAB, SIMULINK, Handle Grafics a Real-Time Workshop jsou registrované znamky firmy The
MathWorks, Inc., 3 Apple Hill Drive, Natick MA 01760-1500, USA

25 System ldentification Toolbox, Create linear and nonlinear dynamic system models from input-output
data https://nl.mathworks.com/products/sysid.html

26 Havlikovd M., Diagnostic Of Systems with a Human Operator, Doctoral Thesis, Brno University of
Technology, 2008, 153 p.

27 Bofil J., Analyza mechatronické soustavy pilot - letadlo - autopilot z hlediska systému automatického Fizeni
letu, disertacni prace, Univerzita obrany, Brno, 2005

28 Jirgl, M. Analyza modeld chovani pilota pfi fizeni letu letounu, disertacni prace Vysoké uceni technické
v Brné, Brno, 2016. 142 s.
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4  CHARAKTERISTIKA POUZITYCH LETECKYCH SIMULATORU

V priibéhu feseni problematiky testovani pilot a nasledné vyhodnoceni jejich reakci
se postupné vyuZilo 5 leteckych simuldtorG. Na obrazku €. 7. je uveden néahled na moz-
nosti vytvofeného programu HUFA_V?2°. Zakladem veskerého testovani a vyhodnocovani
reakci pilotli byl a je letecky simuldtor postaveny na platformé Windows X-Plane-10. Diky
ziskani projektu TACR3? bylo moiné vyu#it dva simuldtory — 1410 a 2D simulatoru ve
firmé Lets‘Fly. Spolupraci s kolegy z CVUT pak byl vyuZivan simulator C172 postaveny na
pohyblivé zakladné. Tésné pfed Covidem se podafilo ve spolupraci s firmou VRGroup3!
vyuZivat simuldtor L159 postaveny na letecké zakladné v Caslavi s naslednou moznosti
testovat piloty v pribéhu jejich bézné praxe.

LIxt CSV

( Simulétor X-Plane UO )

(‘Simulitor L410 Lets'Fly )

(_simulitor 2D Lets'Fly

((simulstor L159 Eéslav }

Obrazek €. 7: Nahled na moznosti zpracovéni vstupnich dat z riznych leteckych simuldtora32

Analyzou moznych zplisobd vyhodnocovani namérenych Udaji byl zaveden systém
pravidelnych testl budoucich pilotl vidy ptred a po jejich leteckém vycviku. V souc€asnosti

29 Jalovecky R. HUFA_V.EXE - Programové vybaveni pro evidenci vSech pilotd, jejich misi a vysledkl analyz,
véetné grafickych vystupl. Autorsky program, Brno, 2012

30 TA04031376 Vyzkum/vyvoj metodiky vycviku leteckych specialistdl L410 UVP - E20, https://starfos.tacr.cz/
cs/projekty/TA04031376

31 VR Group, TiskaFska 270/8, Praha 10, 108 00, pobocka Brno, Sumavska 15,

32 Uvedeno téZ v: Jalovecky, R., Navrh metodiky testovani pilot(i, Univerzita obrany, Fakulta vojenskych
technologii, Katedra letecké techniky, 2019, Brno
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ar e
T

T

tounu L159 a jejich testy probihaji na leteckém simulatoru KTL159 umisténém na letecké
zakladné v Caslavi. V nékolika sériich méfeni se povedlo otestovat 10 pilott celkem v 18
misich, vidy po 10 ,skocich” vysky. Planovani téchto testl komplikuje pomérné vysoka
zaneprazdnénost pilotll na zakladné.

4.1 Letecky simulator na bazi X-Plane-10

Katedra letecké techniky na Univerzité obrany v Brné vybudovala v roce 2012 letec-
ky simulator (viz obrazek ¢. 8), ktery je postaveny na platformé leteckého simulatoru
X-Plane-10. Obsahuje pracovisté testovaného pilota a pracovisté instruktora. Zakladni
programové vybaveni obou PC je operacni systém Windows 7. Programové vybaveni
leteckého simulatoru je postaveno na X-Plane 10 GLOBAL + World Wide Global Scenery.
Jde o plnou funkéni verzi X-Plane v origindlni verzi doprovazenu téz kompletnim ¢eskym
manudlem. Scenérie obsahuje cely svét, véetné realné celosvétové databdaze Jeppesen.
Soucasti je vysoce podrobnd i Ceskd republika - véetné viech letidt (fizenych i nefize-
nych). Software je opatfen fadou samostatnych «plug-inli» umoznujicich okamzité pfi-
pojit celou radu hardwarovych periferii - od certifikovanych vyrobcl ovladacd v podobé
berand, pedall, plynovych kvadrantli az po pohyblivé platformy. Z hlediska mozného
programového vybaveni pro automatické fizeni testl lze vhodné vyuzit programovaci
prostiedi MATLAB® a cely pohyb simulatoru zfidit z vytvoreného programu. Tim pak od-
pada nutnost pouzivani instruktorské stanice.

Obrazek €. 8: Pohled na letecky simulator na katedre letecké techniky Univerzity obrany
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4.2 Letecky simulator na bazi FlightGear

Dvoumistny letecky simulator na CVUT (viz obrazek &. 9.) patfi do skupiny pohybli-
vych simulatord, vyuZivajici k pohybu plosiny tzv. Stewardovu zédkladnu. Pohyb plosiny
zajistuje 6 linearnich elektromotord, které zajistuji pohyb kabiny simulatoru prakticky ve
vsech tfech osach a to jak rotac¢ni tak i translacni. Z hlediska konstrukce jsou samozrej-
mé nékteré pohyby zna¢né omezeny. Presto Ize se simulatorem dobfe navodit pohyb
jako pfi skute¢ném letu. Na displejich pred piloty jsou zobrazeny letové Udaje, na dvou
velkych a dvou malych displejich se zobrazuji vizualni situace letu. Ovladani simuldtoru
je ve velké mire totozné jako u realnych letoun(. VyuZiva se joysticku pro fizeni pohybu
letounu v prostoru a paky ovladani motoru ke zménam tahu a vykonu motoru. Ovladaci
prvky simuldtoru jsou vytvoreny na bazi koncepce HOTAS (Hands On Throttle-And-Stick).
Z hlediska moZného programového vybaveni pro automatické fizeni testd Ize i zde vyuZit
programovaci prostfedi MATLAB® a cely pohyb simulatoru fidit z vytvofeného programu.

Obrazek €. 9: Pohled na letecky simuldtor CVUT zapdjéeny Univerzité obrany

4.3 Profesionalni letecky simulator KTL159

Profesionalni letecky simulator letounu L159 — KTL159 (viz obrazek ¢. 10.), ktery je
umistén na letecké zakladné v Caslavi bezprostiedné neumozriuje realizovat testy pilot
pfi jejich vycviku. Neni mozné ani realizovat testy vhodnym doplnénim programového
vybaveni, jak je tomu u dvou vyse popsanych simulator(. Je to dano tim, Ze cely simula-
tor pracuje v uzavieném prostredi operacniho systému UNIX a neni to otevieny systém.
Diky spolupraci a ochoté firmy VRGroup bylo mozné ziskat pozadované letové Udaje
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v potfebném formatu pro dalsi zpracovani dat. Testy pilot(, resp. fizeni skok( vysky je
provozovano rucnim zasahem do letu z instruktorské stanice (viz obrazek ¢. 11.) formou
tzv. Teleportu.

Obrazek €. 11: Pohled na pracovisté instruktora — na levém monitoru sleduje let a ovlada testy
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EVIDENCE TESTOVANYCH PILOTU

A NAMERENYCH DATOVYCH INFORMACI

Pro pfehledné a soucasné ,,anonymizované” vysledky ve vztahu ke konkrétnimu testo-
vanému pilotovi byl realizovan evidencni program, ktery pridéluje jak pilotovi, tak i kazdé
misi konkrétni Ciselny identifikator. Tak neni mozné pfimo z datovych soubort urcit kon-
krétniho pilota a jeho chovani pfi fizeni letu. To umoZriuje zvefejnovat dosazené vysledky
zcela verejné a pfitom zachovat podminky ochrany osobnich Gdajd (GDPR). V pribéhu
testovaného letu se uklada cela fada letovych parametr(i do datového souboru s frek-
venci 20Hz az 50 Hz podle typu simuldtoru. K témto udajlim se synchronné uklada i re-
akce pilota, tedy fizeni simulovaného letu, pfedevsim pohyb fidici paky. Ziskany datovy
soubor je pak evidovén v evidenénim programu tak, aby jej bylo mozné vidy jednoznac-
né prifadit jak k testovanému pilotovi, tak i k realizované misi.

Pro vypocCty Casovych konstant uvedenych v rovnicich (1) az (6) bylo nutné vytvofrit
nékolik samostatnych programovych dél v simulacnim prostfedi MATLAB® . Ten je pre-
devsim urcen pro simulaéni technologie, ale velice pohodiné a hlavné rychle zvladne
i iteraéni metody vypoctu casovych koeficientl. Vstupem pro iteracni metody vypoctu
vyuziva datovy soubor z realizované mise. Ve spolupréci s evidenénim programem je pak
pfifadi ke spravnému pilotovi a misi.

Ke konci roku 2023 jiz bylo otestovano pres 110 pilotd a vyhodnoceno kolem 45 ti-
sic analyz. Rada z testovanych pilotd, tedy predeviim studentd — piloti, i 3x za dobu
studia. Kapitola 2.2 predstavila matematicky aparat pro vyhodnoceni reakci — chovani
pilota v prabéhu letu. Pravé vicenasobnym a dlouhodobym testovanim lze ziskat véro-
hodné vysledky a to jak pro konkrétniho pilota (tedy v pribéhu vycviku) tak i moznosti
statistického zpracovani vypoctenych ¢asovych konstant prenosovych funkci a to vidy
pro konkrétni simuldtor a konkrétni matematicky model chovani pilota. Autor se svymi
doktorandy tyto vysledky publikoval v nékolika €lancich, z nich lze zdraznit33:34,

33 Jalovecky, R., Tools for Analysing Measured Data of Human Behaviour While Flying an Aircraft, In Modern
Safety Technologies in Transportation, 2015, KoSice, Slovenska republika

34 Jirgl, M., Boril, J., Jalovecky, R. The Identification Possibilities of the Measured Parameters of an Aircraft
Model and Pilot Behavior Model on the Flight Simulator. In International Conference on Military
Technologies (ICMT 2015), Brno, 2015
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Protokol z analyzy mise jako reakce pilota Vstup:  altitude-ft Vistup: elevator-po-n
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Daturn méfen 19.03.201910:53  Rocnik: jon of transfer Functi
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o =S e
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= 08
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Dataod | Datado | ] Casowé kanstanty o
155.320s | 182.340s T 0.338746 5 | E .
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Komentaf:

Obrazek €. 12: Priklad generovaného protokolu z testd (jméno pilota je zamérné vymazano)

Vysledkem analyzy jednoho testu je pak napr. ,,protokol” (viz obrazek ¢. 12), na némz
je zobrazen cely test v podobé grafického pribéhu, tedy let i se skokem vysky a zasahem
pilota a vypocteny ,,model” chovani pilota s uvedenim vypoctenych ¢asovych konstant
pro zvolenou metodu vypoc¢tu — model pilota (A aZ F). Variantné Ize generovat i zprimeé-
rované hodnoty pro celou realizovanou misi (10 ,,skokl vysky“) jak byla v ramci navrze-
ného postupu testovani realizovana. Je zcela jasné, Ze tyto vysledky se obecné nezverej-
nuji v této podobé a jsou uréeny predevsim pro konkrétni testovanou osobu pfipadné
personal kolem simulatoru.

Daleko prehlednéjsi a vyraznou vypovidajici hodnotu jsou pak tzv. histogramy (tedy
sloupcové grafy vyjadrujici pocet udajd, spadajicich do daného intervalu). Ty se musi
vzdy pocitat s vybérem simulatoru, metodou vypoctu (model chovani pilota) a vypocita-
ného koeficientu. Jde o statistiku, je tedy velmi vhodné mit pomérné hodné namérenych
misi na konkrétnim simulatoru, pilotd a spoc¢tenych analyz. ProtoZe nas predevsim zaji-
ma Casové zpozdéni —tedy reakce pilota, je na obrazku ¢. 13 zobrazen ptiklad histogramu
,dopravniho zpoZdéni“ pro vybranou skupinu testovanych pilot(.
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Obrazek €. 13: Priklad histogramu pro vyhodnoceni dopravniho zpozdéni z vybrané skupiny testo-
vanych pilot(

ZAVER

Vice jak desetileté testovani zacinajicich pilotl — studentll z Univerzity obrany i pilotd
z praxe v poctu 110, predstavuji databazi 2363 namérenych misi a vice jak 40 tis. ana-
lyzovanych datovych soubord. Toto mnozstvi realizovanych matematickych analyz dava
moZnost konstatovat, Ze miZeme vyicené hypotézy, uvedené v Uvodu ¢lanku konstato-
vat za splnéné:

1. Dosazené vysledky potvrzuji, Ze je mozné opakovatelné testovat piloty v pribéhu
vycviku i v prlibéhu jejich dalsi kariery a to nejen pro statistické Gcely, ale i pro
osobni zjisténi stavu schopnosti, potazmo vycvi¢enosti kazdého pilota.

. Namérend data z testl Ize jednoznacné vyhodnocovat navrZzenym matematickym

aparatem, pricemz vétsi ¢ast vyhodnocovani je mozné realizovat automaticky.

. Z realizovanych test( se ukazuje schopnost vyssi vycvicenosti piloti s vySSim na-

letem hodin v redlném provozu. Tento zavér je matematicky doloZitelny a lze jej
chapat i jako objektivné posouditelny.

Pro potfebu objektivniho a opakovatelného pouziti testovani pilotl na dostupnych
simuldtorech byl vypracovéan ,Navrh metodiky testovani pilotG“ 35. Tento Nédvrh metodi-
ky obsahuje jak teorii matematické analyzy chovani pilotl, Rozdéleni postupu testovani

35 Jalovecky, R., Navrh metodiky testovani pilot(, Univerzita obrany, Fakulta vojenskych technologii, Katedra
letecké techniky, 2019, Brno
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na jednotlivych leteckych simuldtorech konkrétni popis testovani na simulatorech C172
— CVUT, L159 — LZ Céslav a predeviim na simulatoru X-Plane — UO a to jak v ruénim tak
i automatickém reZimu. NavrZzena metodika dale obsahuje popis vsech vytvorenych pro-
gramU pro evidenci, zpracovani dat a vyhodnoceni analyz.

Autor:

Prof. Ing. Rudolf Jalovecky, CSc., narozen 1956. V letech 1980, 1985 absol-
vent inZenyrského studia a védecké pripravy na Vojenské akademii v Brné
plsobi od roku 1982 na katedrdch Vojenské akademii a ndsledné i Univerzity
obrany odborné smérujici letecké elektronice. V letech 2005—2012 byl po-
véren vedenim katedry Leteckych elektrotechnickych systému. Odborné se
zabyvad databdzemi, leteckou elektronikou, mérenim neelektrickych velicin
na letecké technice, vyvoji méricich a ridicich systémi na bazi jednocCipovych
mikroprocesorti, automatickymi systémy frizeni letu letadel a testovdnim
schopnosti pilotd i studentui-pilota.

Jak citovat:
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Recenze

Recenze monografie autora - Jiri Fidler

Jan Eichler

Symbol Ludvik Svoboda: (1895-1979)

Na podzim 2023 byla vydana kniha, ktera
obsahle pojednava o sedmém prezidentovi
nasi zemé, kterym byl armadni general Ludvik
Svoboda (dale jen LS). Hned prvni slovo jejiho
nazvu zni ,,symbol”. To kazdého ¢tenare pod-
nécuje, aby se zamyslel nad tim, co vSechno
LS symbolizoval. Nakolik to neni v monografii
explicitné napsano, je na ¢tenafi, aby si odpo-
véd dal sdm. Ovsem hned je potreba uvést, ze
kniha je tak dobre napsana, Ze je inspirativnim
navodem pro takové premysleni. Z toho, co je
Vv ni uvedeno, je mozné si davat nékolik nasle-
dujicich odpovédi.

Zaprvé byl LS, spolu se spoustou svych dru-
h{, symbolem statecného legionare, bojovni-
ka za vytvoreni samostatného statu po skon-
¢eni 1. svétové valky. Zadruhé byl spolehlivym
prvorepublikovym  dlstojnikem, velitelem
i znalcem mobilizacnich postupl, coz se mu
nakonec velice hodilo. Zatreti byl symbolem
vysoce obétavého odbojare, vérného odkazu
TGM a také loajality vici jeho nastupci, ktery béhem 2. svétové valky fridil odboj z lon-
dynského exilu. Navic, jak autor spravné pripominag, LS tuto pozici drzel i na poc¢atku roku
1948, coz potom Gottwald, Slansky, Reicin a dalsi povaZzovali za jeho velky prohresek
a také s nim podle toho jednali.

Zactvrté mlzeme v LS spatfovat symbol nerovného boje proti silicimu tlaku na sové-
tizaci povale¢né CSR. Fidler spravné pripomind (s. 203—-206), Ze tento boj zacal jiZ vytvo-
fenim a vycvikem 1. ¢s. samostatného praporu v Buzuluku a tim, jak mu londynské MO
nevénovalo néleZitou pozornost. NepovaZovalo za nutné, aby do SSSR poslalo nékterého
ze svych generall, a takovyto nedbaly pristup jenom rozsifoval prostor pro stale silnéjsi
pronikani politikdl z moskevského vedeni KSC.

A boj o charakter ¢sl. armady se stuprioval i po skonéeni 2. svétové valky, v dobé, kdy
LS zastaval funkci ministra narodni obrany. Fidler tuto etapu Zivota LS vystizné nazval
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slovy ,,Ministr pro forma*“. Upozoriuje, Ze LS byl pretéZzovan administrativou a byrokracii
a ze byl zcela zdmérné zuZovan jeho vliv na chod armady. Zaroven s tim vSak Fidler vy-
soce ocefiuje, e v zavéru svého piisobeni na funkci MNO LS spolu s tehdej§im NGS Dr-
gacem ukazali, Ze jejich poslusnost vici Moskvé ma své meze souvisejici s odpovédnosti
vici vlastni branné moci, coz nakonec Moskva posuzovala jako smrtelny hfich (s. 313).
Slo zejména o nesplnéni kategorického pozadavku Moskvy, aby 3—4 divize byly doplnény
na valecné pocty a stavy vyzbroje, coz by zcela rozvratilo cely mobilizaéni systém tehdejsi
CSR (s. 312).

V zavéru této kapitoly se Fidler zastavuje (s. 330-332) u nejtézsiho obdobi Zivota LS,
u zavéru roku 1950, kdy byl véznén na Ruzyni a kdy dokonce psal pateticky dopis tehdej-
Simu prezidentovi Gottwaldovi, se kterym se znal uz z dob 2. svétové valky. Nakonec to
byla kratka epizoda, ta vSak v pIném rozsahu svédci o Silenosti té doby, ve které si nikdo
nebyl jisty svym Zivotem.

Zapaté se LS jevi jako symbol velkych nadéji po svém zvoleni do funkce prezidenta
CSSR na konci brezna 1968. Jenomie tyto nadéje byly jiz na konci srpna 1968 utnuty
brutdlni invazi vojsk Varsavské smlouvy. A pravé v téch dnech pfrislo to, ¢emu Fidler rika
,Jeho nejskvélejsi okamziky”, cozZ je nazev kapitoly, kterd pokryva strany 367—392.

Velmi zajimavé jsou strany 383—388, na nichz Fidler predstavuje svoji vlastni hypotézu
toho, pro¢ moskevska jednani zacala schiizkou nejvyssich predstavitel( obou jednajicich
stran mezi ¢tyfma ocima. Neni z ni Zadny oficidlni zapis, ale Fidler vyjadfuje nazor, Ze
béhem ni Breznév tehdej$iho prezidenta CSSR sezndmil s né&im strategicky vyznamnym,
o ¢em on do té doby viilbec nemél ponéti: na zakladé smlouvy z prosince 1965 se ve vo-
jenskych prostorech Mimon, Bilina a Jince zacaly budovat sklady jadernych zbrani pro So-
vétskou armadu. V onom roce 1965 o tom védeéli pouze tfi lidé: Antonin Novotny jakozto
1. tajemnik UV KSC (jeho funkce prezidenta republiky byla aZ podruzna), MNO arm. gen.
Bohumir Lomsky a NGS arm. gen. Rytit, pfic¢emZ o tom nesmél mluvit ani jeden z nich.

Po zasadnich zménach na pocatku roku 1968 s onou prisné tajnou skutec¢nosti byli
seznameni jejich nastupci: A. Dubcek jako novy prvni tajemnik, genpor. Martin Dzur
a genpor. Karel Rusov. Na rozdil od nich byl LS od svého nastupu do funkce hlavy statu
vyuzivan jako majestatna postava se strhujicim Zivotopisem, ktera ma predevsim pusobit
jako zklidnujici prvek a ziskavat podporu pro nové vedeni. Nikdo mu nebranil v jeho Usili
0 co nejrozsahlejsi rehabilitaci obéti justicnich zlocinli podnorové doby. Ale stejné tak
nikdo, ani v Moskvé, natoZ pak v Praze, nepovaZoval za nutné ho seznamovat s néc¢im
tak choulostivym, jako byly sklady jaderné munice v zemi, na jejimz cele stanul. Pfitom
marsal Grecko zacal naléhat na souhlas s rozmisténim nékolika sovétskych divizi na uze-
mi tehdejsi CSSR.

Velkou pozornost Fidler vénuje noci z 20. 8. na 21. 8., kdy se k prezidentovi na 23:00
objednal tehdejéi velvyslanec SSSR Cervonénko, aby jej sezndmil s tim, 7e vojska zemi
Varsavské smlouvy pravé prekracuji statni hranici, a neprodlené mu predlozZil text plny
frazi o bratrské pomoci, pficemz ocekaval, Ze prezident s nim vystoupi v rozhlase a v te-
levizi. Fidler naleZité ocenuje, Zze LS néco takového kategoricky odmitl a rozhodl se pro
odlet do Moskvy s cilem privézt zpét vSechny unesené politiky. Diky tomu ,prvni sovét-
sky plan na Svobodovo vyuZiti ztroskotal v samotném zarodku“ (s. 378), coz je potreba
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vysoce ocenit jako neohroZeny odpor vici doslova gangsterskému a teroristickému jed-
nani tehdejsich sovétskych spicek.

Fidler pokracuje argumentem, Ze pravé po pfiletu do Moskvy dne 23. 8. nastala chvi-
le, kdy Breznév prezidenta Svobodu seznamil s prisné tajnymi informacemi o skladech
jaderné munice v CSSR. Fidler pravé tuto schiizku povaZuje za hlavni ddivod toho, Ze LS
potom unesenym ¢s. politikim vytkl, Ze se dozvanili az k tomu, Ze maji obsazenou zemi,
a 7e on nedopusti, aby kvili jejich Zvanéni v CSSR vypukla ob&anska valky s tisici mrtvych.
Tato Fidlerova hypotéza je bezesporu velice zajimava a predstavuje mozna nejpozoru-
hodnéjsi ¢ast celé jeho monografie.

Hodnoceni dramatickych moskevskych rozhovortd je mozna vibec nejvyraznéjsi pri-
danou hodnotou Fidlerovy knihy, ktera svym vyznamem prevysuje i to, co mnozi ¢tenafi
budou vnimat jako nejvétsi slabinu knihy. Fidler na mnoha mistech takrikajic nechava
hovofit jiné autory, ktefi uz na toto téma leccos napsali. Vysledkem jsou dlouhé odstav-
ce citaci jinych odbornik(, cozZ je typické zejména pro hodnoceni dramatickych udalosti
v roce 1968, kdy ¢teme nazory Z. Mlynéare, C. Cisafe a daldich aktér(i. Pravda, jedna se
o velice zasvécené a erudované autory.

Pozornost zasluhuje i posledni kapitola nazvana ,,Z poslednich sil“. Upozornuje na do-
sud nedocenénou sérii setkani LS s hlavami neutrélnich ¢i nezacastnénych statd, jakymi
byli zejména finsky prezident U. Kekkonen nebo indicka premiérka I. Gandhiova a rada
dalsich.

V samém zavéru Fidler vyjadfuje prani, aby jeho monografie prispéla nécim prinos-
nym k poznani osobnosti LS a k vyvraceni nékterych nepravd, které o ném v poslednich
letech koluji. To se mu bezesporu podafilo. Predlozil poctivé védecké dilo, které je zalo-
Zeno na hloubkovém studiu obrovského mnozZstvi dostupné literatury a archivnich pra-
menu. Zdafrila je i etapizace, autorovi se podafilo vystizné propojit hlavni idobi ve vyvoiji
nasi zemé a chovani a postoje ¢lovéka, ktery se nakonec stal sedmym prezidentem nasi
zemé. Kniha navic obsahuje medailonky desitek vojenskych Ciniteld, se kterymi LS béhem
svého Zivota pfichazel do styku, at uz jako jejich podfizeny v dobé 1. republiky a odboje,
nebo jako jejich nadrizeny béhem valky a po jejim skonceni. Na stranach 417-426 je pak
podrobné kalendarium, které urcité uvitaji vSichni, ktefi se budou k osobnosti LS vracet.
Ve Fidlerové knize maji po vSech strankach bohaty zdroj inspirace. Jeho monografie v pl-
ném rozsahu naplniuje pozadavky na to, za co se dfive pfizndvala védecka hodnost DrSc.

Prof. PhDr. Jan Eichler, CSc., narozen 1952. Je absolventem Vojenské politické
akademie v Bratislave (1974). V minulosti byl zdstupcem vedouciho odboru
na Institutu pro strategickd studia Ministerstva obrany (1991-1993), plso-
bil v Generdinim stdbu Ceskoslovenské armddy (1990-1991) a na Minister-
stvu obrany CSSR (1982-1990). V roce 1985 obhdjil disertacni prdci (CSc.),
v roce 2004 obhdjil habilitacni prdci (Doc.), v roce 2014 tspésné ukoncil jme-
novaci fizeni, aby aZ v roce 2021 byl oficidlné jmenovdn profesorem (Prof.)
v oboru mezindrodni politické vztahy. Byl Fesitelem nékolika granti MZV CR,
MO CR, IGA VSE, GACR a TACR. Piisobi jako seniorni vyzkumny pracovnik
Centra evropské politiky Ustavu mezindrodnich vztaht v Praze. Kromé toho
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vyucuje na Fakulté mezindrodnich vztahi Vysoké skoly ekonomické v Praze.
Predmétem jeho odborného zdjmu jsou transatlantické vztahy, strategickd
kultura, vdlky v dnesnim svéte, terorismus a bezpecnosti politika Francie. Je
¢lenem oborové rady doktorského studia FSV UK, MUP Praha a FBMI CVUT
na Kladné. Je autorem trfi monografii v anglickém jazyce, sesti monografii
v ¢eském jazyce a rady odbornych ¢lanki v domdcich i zahrani¢nich ¢asopi-
sech (Francie, USA, Velkd Britdnie, SRN).
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VazZeni ¢tenari,
predkladame vam ¢lanek publikovany v nasem ¢asopise €. 1/1924. Jedna se o ptispé-
vek kapitana R. Wolfa ,,Podstata valky“.

Tento i dalsi historické ¢lanky si mlzZete prohlédnout, precist nebo stahnout na webo-
vych strankach naseho ¢asopisu www.vojenskerozhledy.cz v nabidce archivu.
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Kapitin R. WOLF:
Podstata valky.

(Predneseno v Husové Skole Osvétového Svazu dne 6. Fijna 1923.)

Domnivam se, Ze nebylo za posledni valky ¢lovéka, Ktery by se
bvl ve své myvsli, at’ iz uvédomdéle nebo neuvddeméle, nepozastavil
nad hroznym zjevem lidskych déjin, jemuZz rikame vialka. — Co jest
lidstvo lidstvem, modlilo se, aby byl odnat tento kalich od ného, ale
vZzdy znovu po ném sahalo, jakoby nemohlo uhasiti vé¢nou Zizen po
jeho obsahu. Kde je skryta podstata tajemstvi, jeZz lidstvo plati do-
slova svou krvi? — Kde je puvod nejvétsiho zla. jez se vpisuje
Zelezem a ohném do lidského masa a do lidskych srdei? Bude trvati
dale? Jak si je vysvétliti? Jak se ho zbaviti?

UCelem mé dnesni piredndsky neni podati hotovy vymér valky.
Cim by mohl tento vymér byti? Byl by to vysledek subjektivniho
zpracovani vlastnich zaZitka a cizich my8lenek. P¥i ohromném ma-
teridalu, Kktery jest o vdalce viibec napsan, byla by to préace velmi
cbtizna a celkem nevdééna.

O to mi tedy nejde, podati vymér valky, ale zahledéti se do jeji
temné hlubiny, z niz vyvird — dotknouti se jeji podstaty.

Valka se rodila a rodi ze skuteéného Zivota spoletenského a na
jeho dal&i tvoreni ma zase vliv. Jak se rodi? Cim je diktovana?
Slychame ¢asto: valka je tvrdy, neuprosny zakon. TaZeme se: jaky
zakon? Snad zakon prirodni? Kdyby byla vialka takovym ziakonem
jako smrt nebo dédi¢nost, musili bychom ji riditi celou organisaci
lidské spoletnosti. Kdyby pro vSechny bytosti platily jen porazky
a vitézstvi, byla by valka zakonem svéta., IFrancouzsky  filosof
Dantec pravi: ,Byti znamend zdpasiti, Ziti znpamena
vitézitit Kyslik zapasi se Zelezem, Zelezo rezavi. Jsou tu dva
poraZeni, ponévadz Zadny nedovedl zachovati své puvodni podminky
existenéni. Mikrob v néjaké organické substanci assimiluje ji a pro-
ménuje ji v nové mikroby — vitézi. Ale nesmime zde zapomenouti
jedné véci. Mikroby, dobyvajice prostiedi, v némz Ziji. ¢ini je svymi
odpadky neschopnym assimilace, dokonce jedovatym. V omezeném
prostredi vyZivy nastane okamzik, kdy nemaji ¢eho jisti a hynou.
Povrch zemé jest zasobarna omezend i pro mikroby. Vyvmiely by,
kdyby tu nebylo jinych organismu, jez kladou meze tomuto do-
byvani prostiedi. A tak je to u vEech Zivo¢ichu vice nebo méné rych-
leji. Zivouci substance klade mez tomuto dobyvani pod trestem
uplného sebezniceni. Uréitd rovnovaha jest nutna, jinak nastiva
zanik. Myg&lenka zdpasu poskytuje Dantecovi radu obrazi, jez
lze snadno spolu sepnout a jeZ vzbuzuji obraz podobny védlce. Ne-
smime se viak dat klamat symbolem a zaménovati jej za fakt. Zapas
je symbolem véalky, neni vSak valkou. — Ale zase slyvSime: valky
byly vidy a budou vidy, jeto védny zdpaso Zivot -
a vidime machnout fatalisticky rukou ¢lovéka, jenZ nema odvahy
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podivati se ji pevnéji v tvar, — A zda se skutecné, Ze neni nic jas-
néjiiho. Organické bytosti zdpasi o zivot, zapasi nutné, ponévadz se
rozmnozuji a dospély by velmi brzy k okamziku, kdy by nebylo
dosti pro vsechny. Slabsi a neschopnéjsi podléhaji, silnéjsi preziji.
Je to tedy prirozeny vybér? Némecky general Bernhardi
pravi dokonce, Ze vialka jest biologicka nutnost. Biologické
doktriny souhlasi vSechny v tom, Ze k dnesnim formam jsme dospéli
vyvojem. Jak, nevime. Bytosti neschopné zanikly. Tak se aspon
rikda. Ale coz kdyz zanikly urcité druhy treba i schopné prevraty
zemské kury? Kde zde byl boj o Zivot? Kde zde byl prirozeny vybér?
A coZ nevidime dnes pribuzné druhy spasati klidné spolefnou trodu,
aC se navzajem olupuji. Ziji v miru vedle sebe a nezapasi. Myslenka
vznikla z toho, Ze masoZravei vrhaji se na bylozravcee, ponévadZ ne-
mohou jinak Ziti. Aleitu s hlediska biologického ukazuje zKkusenost,
Ze byloZravei vitézi nad masoZravei — Korist nad uchvatiteli. Zapas
0 zivot u zvirat nemd nic spoletného s vialkou. Ué&inili jsme z ného
synonymum pro valku, a tak se stala valka ¢initelem ozdravovacim,
silou pokroku, jez popohani Zivot k formam vyssim. Kdybychom jiz
chteli mluviti o valece mezi zviFaty, a to dokonce o valce loupezné,
kterd koné¢i uplnym vyhubenim poraZeného, oloupenim a znic¢enim
jeho sidla, nebo o vdlee otrokarské, kterda jest jakymsi bojem o Zivot,
musili bychom se obrdatiti do Fisi véel a mravencu. Brasilské, tro-
pické veely, sestry naSich véel, jez nemaji Zahadel, ale kusadla
silnda a jedovata, jsou utocéné. Brunet, francouzsky konsul v bra-
silské provineii Bahii, ktery studoval tyto véely, tvrdi, Ze i mezi
dvéma osadami, jakmile je zaloZime na blizku, vznika boj az do
polovyhubeni. Pak Ziji v miru, Napocital v jednom piipadé pres
3000 mrtvych. Nejsou to vZak loupezné vypravy. — Poulnéjsi jsou
druhu mravencu, jenZz by nezil spolefensky. Jsou mezi nimi druhy
otrokarskeé, jez musi zotrociti jiné mravence, aby se jimi dali
ziviti, aby tedy vubec mohli Ziti, a zase . jiné druhy, kde se valéi sice,
ale loupez je teprve vysledkem, nikoli viak ucelem. I'orel je nazyva
valkami ,narodnimi*. Kazdy mravenec bojuje za svou obec s takovou
silou, s jakou ji staveél. — Vdlka vSak piFes to neni mezi zviraty zd-
konem prirodnim, neplati v8cobeend jako smrt. Zajimavé jest, Ze
zuri jen mezi zivocichy spolec¢enskymi, ale nikoli mezi vSemi, jako
jsou vosy, ¢meldci, bobri, ptaci. Vosy ku prikladu jsou také vyzbro-
jeny, také produktivni, a pFece Ziji jejich osady v miru. - Plati snad
tedy prirozeny vybér ve vilkach vedenyeh ¢lovékem? Proti tomuto
nazoru mluvi nejjasnéji valka sama. Reknéme. Ze mame v nasi
republice 500.000 mladych muzi, z nich je 100.000 neschopnyeh. Ze
zbyvajicich 400.000 schopnych, zahyne ve valee 100.000. ‘Puvodni
pomér neschopnych ke zdravym 1:4 se zhorii v pomér 1:3
v neprospéch zdravych a dobrych budoucich oten. Tak zvany ziapas
0 zivot, tak zvany prirozeny vybér jest tu vlastné pravym opakem

umiranim silnych. Prirozeny vybér pry se podle nékterych
theoretiku uplatnuje nejvice ve valkach plemennych, 1asovych.
Ale jsou skuteéné mnéjaké valky rasové? Pro plemena zname
charakteristické vlastnosti anatomické, Jaké jim nalezeji  vlast-
nosti psychologické, nevime. A to jest vlastné podstata rozdilu
nlemen. Gobineau, francouzsky diplomat a udenec, nesel
daleko pro theorii ras. Vymyslil hierarchii plemen a z ni hierarchii
narodu. Narod, jenz ma ve svych Zilach nejvice Cisté arijské Krve,
ma pravo, ba povinnost, vnutiti své panstvi jinym. Sociolog G um-
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plovig¢, podle néhoz jsou valky podstatnym znakem vyvoje lid-
ského, vymyslil pro svou theorii ,plemeno historické", Aysak
my vime, ze anthropologické ruznosti plemen nemaji nic spoletného
2 ruznostmi jazyka a ndarodnosti. My vime, Ze anthropologicky jsou
ku prikladu pribuznéjsi Francouzum Némei nez Spandélé. Mluviti
dnes o rase latinské, germanské nebo slovanské nema se stanoviska
anthropologie smyslu. Tim méné lze mluviti o psychologii ras, kdyz
nezndme vubec paralelnost, jakda plati mezi psychou a anatomil
c¢lovéka urcité rasy. Znaky anthropologické ndm nic nerikaji o zna-
cich psychickych. Budeme vubec kdy znati psyvchologii ras?

Mezi narody neni otdzKky rasové, Neékdy se jen zdd, jakoby anta-
gonismus kolektivni byl antagonismem rasovym, K tomuto klamu
svadi spolefny jazyk, ndboZenstvi, tradice, spolefné vzpominky histo-
rické. Neni tedy rasovych valek, ponévadz neni ¢éistyeh ras, jsou
jen vialky mezi smisenci vasovyvini.

Ponévadz tedy valka neplni svého ukolu prirozeného vybéru,
neni vyrazem zapasu o zivot, neni prirodnim zakonem, nezbyva neZ
riei, ze jest jen faktem historickym jest nahodou, ¢i lépe nehodou.
A tu mi namitnete: Jsou katastrofy Zeleznicé¢ni, jsou
katastrofy vale¢né, jako budou ony, budou i tyto.
Ano, v tom je mnoho pravdy. Véény mir i vééna valka maiji v sobé
tolik neznamych. Ze nemuzZeme a priori souditi a rozhodovati o bu-
doucnosti. Ale mame pravo veériti, Ze jako technika bude se sna-
Ziti svym pokrokem zabraniti katastrofam Zeleznitnim, bude i lidsky
duch kraceti tak, aby se vyhnul valkam. Je proto treba zkoumati
priciny a nasledky vilek a prostiedky, jak jim zabraniti.

Amundsen na své vyprave K jizni toéné pozoroval casto své
tazné psy ve chvili odpocinku. Jakmile se néktery z nich vzdalil od
ostatnich vice nez bylo slusné, vznikal boj. Vzddleny stal se ne-
pritelemn ostatnich. Z tohoto boje se nakonec vyvinul vzajemny
zipas viech proti viem. Kazdy byl nepiitelem viech. To nebyla valka.

- Valka predpoklada akei kolektivni, dvé nepratelské skupiny, jez
kazda pro sebe zachovdvaji svou soudrznost a prislusnost., Kazda
bytost, kazdy ¢len této skupiny, tohoto kolektivniho celku, ma v sobé
dvé Casti: jednu vlastni, vnitini. druhou vnéjsi, zavislou na pro-
stiredi a jeho vlivu. Jsou to jaksi dvé osobnosti v jedné bytosti, jedna
individualni, druhda podminénd prostredim socidlnim, rek-
néme socidalni. Nejlépe je znatelny tento rozdil u véely, Co je
vySsiho v dusi véely, jeji inteligence, pracovitost, oddanost k ulu,
pud orienta¢ni, to vse zdvisi na ulu. Vsechny véely jednoho ulu
jednaji harmonicky, jako udy jednoho téla, jakoby se vie délo z jedné
osobnosti. Pozorujte viak vcéelu, je-li daleko od 1lu a jest nejstu-
pidnéjsi ze vieho hmyzu. Ve véele jsou tedy dvé osobnosti: indi-
vidualni a socidlni. Veela je zajimava tim, Ze jeji strianka
individudlni jest témér uplné zanedbdana, coZ nenajdeme nikde jinde
v tak veliké mire, Co plati ¢ véele, plati o vSech bytostech, Kkteré
tvori spolecnost. Tato dualita jest vyvinuta svrchované u clovéka.
Clovék bez Clovéka nemuze Zziti. Jeho Zivot télesny i dufevni zavisi
na prostiedi, v némz vyriusta. MySlenkovy vyvoj zpusobuje nejen
vzrust  solidarity mezi individuem a lidstvem, ale jim  vzrusta
i schopnost individua, odpoutati svou dusi od lidstva. Myslenkovy
pokrok ¢ini ¢loviéka individudlngjgim i socialnéjsim. To je dvoii
lidska tvar, pavod veétsiny dramat, pricina lidské velikosti i lidského
utrpeni. Clovék individudlni a socidlni projevuje se stiidave v téze
lidské dusi. Cloveék socidlni zcela neveédomky sniZuje nékdy svij
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rozum i =mysl kriticky. Tim se vysvétluje, pravi Le bon, Ze rozu-
mova uroveil davu jest obeené mnohem niZsi nez prumérnd roz-
umova uroven jeho jednotliven. Tim vsak se také vysvitluje fakt
opafény v projevech citovych: uroven vasné davu jest obeené mno-
hem vyssi nez prumérna uroven vasné jednotliveu. Nenavist i laska
jeho jsou mnohem silnéjsi. Tak setkdme se mnohdy se skuteénymi
prevraty v charakterech. Dav lakomeu se stavd marnotratnym, dav
udatnych zbabélym, dav lenochu pracovitym. Mluvime vsak jen
obrazné o dusi davu, o dusi kolektivni, ponévadz to, co dava dav
svym jednotlivetim, ma jiz kazdy od drivéjika v sobeé, Novd jest jen
prizniva prileZitost, jez probudila clovéka socidlniho v rodiné, nabo-
enske cocel, strane politicke, narode, skupiné jazykove.

Pod vladou této kolektivni duSe jedname Casto proti svému
rozumu, proti svym touham, proti sveé vuli. To je tajemsivi duSe
Kolestivii lato jeji ohromna sila nejlépe se zjevuje ve valce. Prosty
vojak, daleky toho, aby chapal hloubku velikych citu, jako je po-
vinnost,¢test,obétavost, nebo velikveh idealn jako jepravo,
civilisace,demokracie, narod, vojak, ktery mnohdy mluvi
zeela otevienéd a uprimné proti nim, jde prece dobrovoelné na smrt,
jakmile se ho zmocni, jakmile ho zvladne mystickda sila kolektivni
duge, jakmile se v ném probudi ¢lovék socialni.

Vasné a zajmy Kkolektivni, z jejichz konfliktu vznika valka, jsou
velml rozmaniie, podie aruind Kowesavoich ceitku. Jest rozdil ez
city narodn, kteri jsou vedeni v boj z vule absolutniho krdle, nebo
Z€ SVODOUile vule uemosradckelos naroda, jesi 10Lali mezi obeemi
starovékymi, které mély sotva tolik tisic ob&and, co maji milionu
moderni staty. Viechny tyto kKolektivni celky se vyvijely po slaleti,
viechny mély a maji své kolektivni duse.

Deéjiny nam ukazuji, #e ve vyvoji kelektivnich celku vladne
rytmus. Uny mély vzdy snahu vzrastati, tedy shromazdovati v sobé
vic a vice lidi. Po periodé vzristiani nastava vidy perioda rozkladu.
Za starovéku kol Stiedozemniho mofe vzrustaly a rozpadaly se tyto
CIVIIsACE pOes e velinl ryclhie, .\1'_|\lt'2|l‘ (rvad atim, jt'u?. V s0UE suu-
stiedil cely tehdy znamy svét. Cisarstvi bylo poddtkem rozkladu,
jenz, po padu rise ¥imské znamena dlouhou periodu, Po ni nasleduje
zase obdobi soustfedovani, jez trva az dodnes. Zdalo by se snad,
soudic podle Rakousko-Uherska a Ruska, ze jsme svédky poéina-
jiciho nového rozkladu, ale zde nutno uvaziti, Ze ndrodove, kteri se
skryvali za pojmem celku, nikdy nezmizeli. V celku lze Fici, Ze stdle
Jeste panuje sousiredovanl.

Proti starovéku uéinilo toto soustfedovani ohromny pokrok.
Jeho dusledky jsou pro kolektivini dusi velmi dulezite. Obcan atlicii-
sky dotykal se takirka rukama statnich zdleZitosti. Od zdajmn stit-
niho k zajmu osobnimu byl jen krok. Dnes obfan narozeny v 1Iiné
-milionového naroda nevidi témér nic ze Zivota politického a hospo-
darského. Jeho ndzory a minéni nefidi se osobni zkuSenosti.
Jejich pramenem jsou jen ideje, jez éerpa neprimo. A tak vy-
sledkem tohoto soustifedovani jest, Ze sviét jest veden ideami.

Vsechny mravni svazky uréité spoleénosti, urcéitého kolektivniho
celku, vzbuzuji v dusich jednotliven vasné, jez nejsou steiné s jejich
vasnémi, kdyz ziji na sviaj vrub. Vysledkem téchto vasni jsou pro-
jevy duse Kolektivni, Casti téchto projevu jest verejny nazor,
velrfejné minéni.

Verejné minéni se zpravidla vztahuje jen na véci politické, jako
se ve stiredovéku vztahovalo na véei naboZenské. Ale ve skutefnosti
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jest v tomto minéni obsaZeno mnoho vztahu mravnich, niaboZen-
skych, které sidli v kolektivni dusi utajené, neuvédoméle, jako od-
povédi na otazky, které zatim nikdo nevyslovil. Toto vefejné minéni
jest bud’ jednomysiné nebo previdadajici minéni neéekteré zeme a stoji
tu naproti jednomyslnému nebo previadajicimu minéni zemé jiné.

Minénl ma svuj puved v citu, neni tak jasne, spise vasnivejsi,
jako vibec dugfe kolekfivni proti dusi individualni. V té piiciné se
podoba kolektivni celek ditéti. Proc¢ dité nemiluje své druhé matky,
treba byla sebe laskavéjsi, milejsi, pozornéjsi a oddanéjsi? Ono
prosté nemiluje neni zde zadného ,pro ¢, Na city neplati zadné
argumenty. Dnes se verejné minéni rozvasni pro svobodu, demo-
kracii, pravo — jako se drive dovedlo rozvasnit pro Krizackeé vy-
pravy. A ponévadZz ma svaj puvod v citu, déla nahlé skoky. Laska
i nenavist drimaji dlouho, probudi-li se viak, vzplanou netuienou
silou, tisickrat silnéjgi nez city, jimiz vleceme =svuj viedni Zivol.
Kazda vasen se rozpouta, jakmile je ohroZeno to, co milujeme nebo
aenavidime.

A tak je to i s vefejnym minénim. Jak vznikd, nevime, jest jiz
vdavu, Rec¢nik z tribuny toto minéni jen propaguje. A to do-
vede pravé nejlépe ten, kdo dovede nejlépe uhidnouti, jakeé eity
sidli v dusi kolektivni. Tisk pocinda si jiz, nebo si muze pocinati
rafinovanéji, pondévadz jeho projevy nejsou tak bezprostiedni. ale
uvazené. Tim dovedeme také nebezpedi vybuchu zabraniti, KkKdyz
povolime nespokojenosti. Minéni jest jako pdara v kotli, tisk jako
pojistka. Castymi projevy nespokojenosti pira vyprehi. Coz za valky
nebyvlo dosti nespokojencu, kteil denné prisahali. Ze jiz nepujdou
ani krok a Sli zase. Tisk pusobi na vefejné minéni a naopak.

Minéninebo jak spige Fikdme ndalada, jest vyron dufe ko-
lektivni, této slozité, tajemné duse, jez ni¢i ve slabych chvilich, jeZ
viak jest obdivuhodnd ve své sile. A tuto dugi a jeji vasné musime
studovati, cheeme-li rozuméti moderni vdlce.

Jednou ze zakladnich vlastnosti lidské duSe. jez mda jeSté cosi
spoleéného s dusi zvirecl, jJe Xenotobie — strach pred vsim,
co jest cizi, Ve svaté zvirecim je to vaSen pochdzejici ze snahy
10 sebezachovdani a obrand, rikime ji divokost — plachost.
Plati pro jednotlivee jako pro celek. Jsou xenofobiec mistni
axenofobie ndrodni i za miru, Hlavné vsak tato antipatie
mezi skupinami, jez jest projevemn duse kolektivni, v celé své hrize
vystupuje teprve za valky. Proti cizimu, proti nepriteli, se smysl
kriticky zatemnuje, uvadi do neporiadku. Je to prevaha projeva citu
podvédomych, jez se vvbavuji viivem kolektivnin.

Tato xenofobie jest cit uzitefny. pokud bdi nad spolefnosti
v dobé miru a pokud plodi nadseni za valky. Cim vice podvédomdého
v tom okamziku, tim léepe. Nesmime vsak zapominati, Ze tato ecle-
mentarni nenavist, ktera se v urcéitveh okamzicich valky proménuje
v energii fysiologickou, neni jedinym motivem.  Rdyby tomu tak
bylo, peznal by voidk po néiakém Case, Ze valka jest projevem
stejné brutdalnim z obou stran a rekl by si, ze viichni lidé jsou stejni.
Tento nazor by viak byl falesny, ponévadz ku prikladu za svétove
vilky neslo o to, zdali ucastnici na obou stranach jsou lidé dobri
nebo zli, ukrutni nebo milesrdni, ale £lo o to, Ze pri¢iny nebyly
stejné. Nendvist K nepriteli neni jen elementarni, ale jest také po-
depiena tim, ze v nepriteli vidime predstavitele této priciny. PPo-
tlatme tento antagonismus a nenavist narodni padne soudasné.
Ponévad? viak trvaji pri¢iny, trva i antagonismus, frvid i nendvist.
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Vzpomenme jen u nds; co se zda Némeum spravedlivé, zda se
nam nespravedlivé, a dokud bude tryvati antagonismus, jest
kaZzdy mir pouhym snem, ponévadz nenavist bude dFimat lethar-
gicky, zatim co priciny budou Zil. Dokud bude platit anta-
gonismus mezi myslenkami a idealy, dotud nebude miru. Vilka
bude trvat, dokud ony budou trvat. Lidé se snad prestanou na cas
bit, ale nenavist v nich zustane i po dlouhém spanku. Nebude sta-
lého miru, dokud jeden idedl nebude znicen druhvm, nebo dokud
privizenci jednoho nepodrobi se dobrovolné druhému.

Vsimnéme si jesté poslednich pohnutek a motivia, které rozpou-
tavaji dusi kolektivni ve vilce a v nichz mylné byvd spatfovina
podstata valky. Jest to touha jeanotiivee po valecne
slaveé, zajem kasty vojenské — militarismus, na-
rodni egoismus a zajem hospodarsky. Zkoumejme tyta
pohnutky a viimnéme si, pokud by mohly jesté dnes rozpoutati
valku.

Valeény duch spontinni g nacionalni, jenz panoval za Napoleona,
ktery Sel za valecénou slavou, nemuze jiz dnes byti pricinou
valky. Ani vlivem kasty vojenské ktera milovala valku pro
vilku, tedy z militarismu, nemuze dnes vzejiti valka. Cim vice
ma vlivu politika, tim méné jest militarismus mozny, tim mensi
jest nebezpedi vilky.

rosudme tedy vliv narodniho egoismu. V praxi se ¢asto stotoZz-
nuje nacionalismus s imperialismem. Abychom si vée
lépe ujasnili, uvazme tuto vée. Kazdy ¢lovek reaguje na to, co smé-
fuje proti nému, proti jeho vkusu, proti jeho citum, myglenkam a
nazorum. A proto si stavi Kolem svého wvnitiniho Zivota hradbu,
kterd je hranici mezi nim a okolnim svétem. Je to chovidni obranné

je to jeho osobni nacionalismus. Naproti tomu viak
kazdy ¢lovek se snazi uplatnovati své nazory, sve myslenky, sve
idealy, chce miti moe, slavu, bohatstvi, ¢est, chee viddnout a skviti
se, chee byti obdivovan a milovan, chee byti obavan a poslouchdin.
Jevi se v ném jista expansivnost, a to je jeho imperialismus
osobni. JsoutudvE protichtidné vlastnosti — bytosti plach ¢
adobyvadéné Stejné je tomu u celktu kolektivnich. A jako
nacionalismus a imperialismus osobni vrcholi
v egoismu osobnim, tak i nacionalismus a imperialis-
musnarodni vrcholi vegoismunarodnim. A jako z osob-
niho egoismu se rodi absolutni JTd, rodi se z egoismu narodniho
absolutni stat, jehoz theorie potlacuje Kazdou mezinarodni
ethiku. Pfed imperialismem narqodnim byl zde imperialismus mo-
narchicky, ktery nebyl o nic méné egoisticky. Vzpomenme si na
vyhlagky: Mym narodum. Cim je narod demokrati¢téjsi, tim méne
jest egoismu narodniho, tim vice jest tu minéni, ktera jsou dosti
silnd, aby s nimi bylo potitino. A proto vlada demokraticka jest
zarukou miru a spravedlnosti. Kazdé rozhodnuti jest velmi (e¢zke,
tim spige valka. Také city a zdjmy ndarodni jsou dnes iz zeela jiné
nez byvaly city a zajmy Kralu a cisaru.

Dotkniéme se zde jeité jedné viei, kierda Mzee souvisi s pojmem
nacionalismu. Ma-li se néjaky kolektivni celek udrzeti, musi miti
za sebou vérnost svych ¢lent nebo zahyne. To je absolutni prakticka
nutnost kazdého kolektivniho celku. Zbvva rozhodnouti, jakoun me-
thodou se nejlépe uskuteéni soudrznost celku, jenz spofiva na
vasnich politickych. To jeotazka vliasti a vliasteneectvi. Vlasti
jsou razna psvehologicka a teritoridlni prostiedi, a ta stoji proti
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sobé, jako kdysi stdla proti sobé dvé nabozZenstvi, Narazi-li na sebe,
vznika valka. Muze dokonce vzniknouti i valka oblanskd, a to pro
lisku K vlasti podepienou ruznymi idedly. V normdalni dobé jest
laska k vlasti utajena, jest latentni, ale sahnéte na ni a Krise se
proméni v pozar. Klameme samy sebe, podeenujeme-li silu svych citu,
Které nas poutaji k vlasti nebo silu citu svych spoluobfanu. Proto
je détinské tvrditi s anarchisty, Ze nebude valek, aZz nebude vlasti.
Vlast jest hodnota, kKterda se neda odstraniti, jest to hodnota mravni.
Vzpomenme jen socialistu z roku 1914, Clovék ma vlast tam, kde
se naucil mluvit, myslit, kde deédil civilisacl, kde zkratka kK nému
mluvi vysledky tisicu generaci. Francouzsky historik Fustel de
Coulanges pravi o obei antické: ,,VSe, co mél anticky
¢lovék nejdrazsiho, se stotoZnovalo s vliasti, V ni
nachazel sviaj statek, svou bezpeénost, své pravo,
svou viru svého boha. Kdyby ji byl ztratil, byl by
ztratil viechno. Bylo skoro nemozZné, aby zajem
soukromy byl v nesouladu se zdjmem vefejnym.”
Ani ti nemaji pravdu, kteri chtéji redukovati pojem vliastenectvi na
vlast ekonomickou, ponévadz blahobyt neni jen fysicky, ale také
mravni. Radéji suchy chléb na svobodé, nez tuéné sousto v otroctvi.
Blahobyt bude na zemi teprve tehdy, aZz nebudeme trpét druh dru-
hiem, az nebude lze pokorit nasi dustojnost lidskou, narodni, osobni.
A cheeme-li dojiti k tomuto cili, musime klasti odpor kazdému po-
koreni a mravnimu ponizeni. Vlast jest ideal mravni. Radéji
menSiblahobytpozubyozbrojeny, nezsedatzotro-
cCit apokorFit.

Zbyva nam jesté uvaziti motiv hospodaského zdjmu, U ¢lovika
barbarského. puvodniho, kdy byl pouhym loveemn, mohla byt valka
puvodu hospodarského loupezného. Dnes neni ziadny jedntlivec
v primém styku se vSeobecnym zdjmem hospodarskym. Aparit
hospodarsky jest tak sloZity, ze ho prosty clovék nechape. Predsta-
vujeme-li si duoes pFicinu vdlek hospodafrskou, najdeme ji vzdy,
ponévadz konec koncu zadny =tat se nebude biti s my&lenkou, aby
se ruinoval. Vzdajemné vztahy hospodarské jsou vsak dnes tak pevné
skuty, Ze stat jeden ruinuje valkou stdat druhy, ruinuje také sebe.
A muzeme sméle rici, Ze, jakmile vstoupily stity do dnesniho obdobi
hospodarského, jest vseobecnvm hospodarskym zajmem — mir,
Jak je tedy mozne, Ze tato zasada jest tak zneuznivana? Pondvadz
v lidské prirozenosti jsou vétsi sily nez je ona. V kaZzdém Eloveku
Jsou zastoupeni lidé vSech véka. ruzné civilisace od fervianku lidské
historie aZz po dnefek. Zijeme v obdobi hospoddafském, myslime viak
jedtdé myslenkami obdobi predchazejicich. Co zde klame, jest char-
akter moderni valky, jez se stala valkou kovu, chemie, mechaniky
a vyzivy — a bude v budoucnu jesté vice — ponévadZz Zivotnim za-
jmem budouci valky jsou zasoby uhli, Zeleza, obili. Hospodifska
politika jest jen prostredkem k nad@&ji, zZe utinime vialku vzacnijsi,
ponévadZ mnesnadneéjsi. Cim budu silnéjsi, tim méné bude valek,
ponévadZz soused. u néhoz predpokladam zlou vuli, nebude miti
odvahy, aby atoc¢il. Vnutiti svétu mir, znameng piresvédeiti, ze rad
moderni spolecnosti jest hospodarsky a jeho zajmem jest mir. Ixi-
stuji-li tedy valky mezi modernimi narody, byt i jejich nepiatelstvi
byla protichudna jejich zdjmum hospodaiskym, jest hlisand hospo-
dirska vialka maskou, za niz se skrrvaji pohnutky citoveé.

ITistorie nds uéi, Ze vilky byly vzdy a svétova vdlka nam do-
kdzala, Ze definitivni mir jest zatim chimérou. VaZzime-li posledni
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pric¢iny valek, muZeme se tazati, co jsine vyvojem noveé ziskali a co
ziratili pro ~taly mir. Obdobi hospodéiské, jez tolik utrptlo svitovou
valkou na obou stranach a jez by mélo ¢init narody solidarnéjsi
nez kdy jindy, nedokazuje zatim nic. Vztahy se priostiuji, ponévadZz
tu zasahuji touhy po panstvi nebo obavy pred nim, Zarlivost, ne-
duvéra, pyecha — a K nim druzi se opravnéné city neodvislosti a du-
stojnosti narodni. To je vzrust idei. Moderni vyvoj nuti jednotlivee
projevovati to, co jest zajmem ndrodniho celku, Ponévadz nemuze
viechno obsdhnouti zkufenosti, primym pozorovanim, jest veden
zasadami, idealy, myslenkami, ideami. Chtit mluvit o moZnosti sta-
lého miru znamena zvazit mravni priciny valek. A tu naskyta se
otazka: rozvoj idel zvétSuje ¢i zmensuje nadéji na valku?  Oboji
soucasné, Pacifisté se domnivaji, Ze moderni myslenkovy vyvoj,
jimz duse lidska spéje k vyssimu pojimani Zivota, jest silnou za-
rukou proti valce a pro mir. Ale zapominaji, Zze tentyZz vyvoj &ini
lidi citlivéjsimi a pobuiuje proti vSem, co by jen zdaleka dotykalo
se neodvislosti, spravedlnosti a c¢ti narodni, co by bylo pirekazkou
v rozvoji vlasti. Vzrast myslenkovy zeslabuje i posiluje nadéji na
valku. Hospodarsky zdajem modernich demokratickych statu, mohl
by byti posilou k potlateni vilek, kdyby zde nebylo citu, jez budou
musit byt ukojeny, uspokojeny. Kromeé toho potlaceni pri¢in valeé-
nych budou také braniti hluboké rozdily dusi kolektivnich celku.
Nebude miru, Fekli jsme jiz, dokud zbudou v téchto duSich nepid-
telské city. 1 kdyZ bude mir. nebude opravdovy, ponévadi nebude
uzavien v lidskyeh srdeich. Staly  mir  predpoklada tedy uvésti
v soulad narodni duse.

['smivite se v duchu a taZete se asi: Je takovy soulad moZny?
Vzdyt kaZdy ndrod jest celkem suverénim, absolutnim, jenZ nebude
miti nikdy nepravdu. Cim vyse se bude vyvijeti, tim méné snese,
aby byl souzen jinym ne# sam sebou. A bude-li souzeno jeho mi-
néni, jeho duse, i kdyz nepujde o jeho neodvislost nebo uzemni
integritu, zbude v ném vzdy horkost, ponévadZz podle svého mi-
neni nebude nikdy souzen spravné. Pujde tedy o to, smifiti pravo
narodi s jejich svrchovanosti — tedy smifiti néco relativniho
s necim absolutnim. Toho lze dociliti jen dvoji cestou: nasilim
nebo vyvojem.

1. Bud se jeden ndarod — nejsilngjsi — zmoeni vldady, bude
diktovat a ndsilné potla®i svrchovanost narodi slabSich:

2. nebo svrchovanost narodu se bude vyvojem rozkladat, témér
nepozorované se ztrati za lidského vyvoje a cely sviét bude jednim
narodem s jednou dusi.

Jen tak bude moci byti zabezpecen staly mir.

V prvém pripad® prichdzeji v uvahu dva pojmy: pravo a sila,
Slychdame Fikati: sila jest pravo nebo sila piredchazi
pravo, nebo zase pravo predchazi silu, pravo jest to,
cose podaifiuplatnit, komu se to podafi vliadne.
Podle néekterych némeckych ideologit jest pravo ulofillvm slabych.
Podle nich jest sila souhirnem viech duchovnich vlastnosti naroda;
narod nejsilnéjsi jest i nejmravnéjii. Uplatnuje-li takovy ndrod
svou silu v lidstvu, vykonavad jen své tajemné poslani — jest to
priavo silnéjsi civilisace. My vSak soudime, Ze sily lze uZivati jen
tam, kde uplatinujeme idedl mravni, ideal dobra. Neodporovati zlu
neni tedy podporovati idedl mravni, nybrz souhlasiti s tim. aby zlo
triumfovalo, vitézilo. A€ tedy lidstvo v theorii hlasa ideal dobra, piece
to nebrdani konfliktim, které nejsou jen mezi kolektivnimi celky, mezi
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jednotlived, ale i v du&i jedincové., A te proto, Ze v dusi kazdého
Clovéka jest dvoji element — socidlni a individualni. Tyto dva ele-
menty jsou stiale v boji — jest to vééné hledani rovnovahy mezi
pravy spole¢nosti a pravy jedince. A tak je to i s dusi narodu,
V dusi kazdého naroda jest rozkol mezi pravem suverénim, pravem
naroda a mezi  pravem mezindrodnim. Pravo ndarodni duse
K Zivotu jest pravem ndrodu. Jest to pravo k trvalé a
viiajemné  jednoté  citéné viemi  prvky naroda. Proti  tomuto
pravu stoji pravo mezinarodni. Snad bude s podivem mnohyvimn, jak
je te mozné, Vzdyt pravo mezinarodni se zakliada na respekto-
vani smluy a tim bude mir zajistén. Je to pevna pravni-zikladna,
Ano, to muze viak platit jen tenkrat, je-li vvsledkem dobrovolnvim
a svobodnym vSech smluvnich narodu a neni-li vvbudoviano proti
Jejich vuli. A k takovému mezinarodnimu pravu jsme jesté nedo-
spéli. Vnutime-li ndrodu osud, s nim# je nespokojen, je tu sfilé
nebezpedi poruseni miru. Prdvo naroda jest tu znasilnéno.

Mir, Ktery nebude jen prestivkou mezi dvema valkami., mir
staly, muze nastati jen uplnou zménou viech dosavadnich smluyv,
nahrazenim zisady poradku a organisace pravem jasnym a lid-
skym, jez jest pravem narodi. Jak se to stane, nevime, Nezname
lidského vyvoje a nechceme a ani nemiZeme b¥ti proroky. Nedo-
vedli bychom jisté ani logicky vysvétliti usmifeni téchto mySlen-
kovyceh protiv, kdyz =i sotva dovedeme predstaviti mySlenkovy soulal
malé skupiny normdlné vyvinutyeh duchu, Psyvehologie usmiteni
mezi lidmi, stranami, narody jest psychologii budoucnosti.

Vilka jest fakt historicky, neni to prirodni zakon. Jeji podstata
tkvi v lidskyeh sedeieh, v rozdilu &lovika socidlniho a individual-
niho, jichz spor se odrazi i v dusi kolektivniho celku. Jedinym fese-
nim bylo by potlaciti vSechen nacionalismus, viechny vlasti, a i
milovati viechny kolektivni celky. Nic viak nezdd se umdéle]
a tajemnéjsim.  Je to viechno velmi nepravd® podobneé. J
Jest abstrahovati od lidskych vasni diimajicich v lidskveh dusich.
Ale i kdyZz nezname cestu vyvoje, jenz pieklene snad tvio propasti,
doufejme piece, Ze jednou valek nebude, Valky jsou bolestmi lidstva.
A kazda bolest zbavuje nds nedostatku, Cinic ndas lepsimi a pro-
bouzejic v nas sily  oddanosti a ldsky, jez nosime ve svém nitru.
Val'v maji e*istvjici #ilu. Doulejme, Ze ony samy prispéji k tomu,
aby vilka zhynula. Budeme-li predpokladati, ze valky budou vZdy,
budeme souasné predpokladati, zZe choutky, vule, vasné a zajimy
narodni nebudou nikdy usmifeny. Plyne z toho absolutni ndrodni
egoismus,  Bude salbou  zasvécovati sveé narodni touhy morilee,
Kterou cizinee zndsilni pri pryvni prilezitosti, bude-li se citit silnéj-
Sim. Statnik proniknuty témito idejemi, bude povaZovati za svatou
povinnost vésti svou zemi k ofensivé preventivni, jakmile okolnosti
budou priznivé, Tedy vialka za vdlku. A ponévadz budeme viFiti, Ze
vialky budou vzdy, bude lépe ji vésti ihned, kdy mame nadéji byti
vitézi. Tim odsuneme valku, v niz bychom mohli byti porazeni.

Budeme-1i v8ak proniknuti myslenkou miru, budeme duvéiovati
rozumu a svédoemi, jez vyluéuje nasili, Uskutecnujice svuj idedl,
budeme ozbrojeni jen na obranu, coz oviem nds nezbavuje povin-
nosti, mysliti tuto obranu vazné, velmi vazne.

38

158



Vojenské rozhledy ¢. 1/2024 Otiskli jsme pred 100 lety

Pravi-li Auguste Comte, Ze ,lidstvo jest sloZeno
nejen ze zivych, ale i mrtvych" a tvrdi-li Renan, Ze
.nadipfedkové nas ucinili takovymi, jakymi jsme®,
jest to velmi svadné, nezapomenme viak, Ze nasi potomei budou
takovymi, jakymi je udinime my.

Proto doufejme, Ze vilek jednou nebude. A parafrasuje Ma e-
terlincka, kon¢im: ,I kdyz ten ¢as neprijde nikdy, nebude zlo-
¢inem, Ze jsme v to doufali.”

Literatura: Jako hlavniho pramene, z néhoz jsem pro prednasku cer-
pal, uzil jsem dila Jules Sageretova: Philosophie de la guerre
et de la paix. (Parie 1919), v némé najde laskavy ¢tendi hlavni myslenky
rorvinuté 3ie nez to bylo mozné v hedinevé prednasce. Kreomd toho doporutnji
k podrobnéjsimu studiu nékteryeh problému, o nichZz je v pirednasce zminka,
literaturu, které jsem sam také pouzil:

Jules d'Auriac: Les lois de la vie des peuples (Paris 1917).

instave Le Bon: Lois psychologiques de 1'évolution des peuples
(Paris 1922), L

Friedrich v. Bernhardi: Yem heutigen Kriege, I, 1T (Berlin 1912) a od
tcho#z autora: Deutschland und der nachste Krieg (Stuttgart 1913).

Dr. Edvard Benes: Vialka a kultura (Praha 1922).

Feélix Le Dantec: La lutte universelle (Paris 1920).

Alfred Fouillée: Esquisse psychologique des peuples europeens (Paris
1914), hlavnd vod.

Charles Gide: La grande illusion (La Vie Militaire, Rot. I, Paris 1913)

aul Gaultier; Lecons morales de la guerre (Paris 1919), hlavné kapi-
tola 1. a zivér,

De. Jiiri Jelinek: Vieobeena stitovéda (Praha 1906), hlavné kap. XIX az
XXI na str. 666. az 836. o utlenéni statu, statnich formach a edruzeni stati.

I'rof. Dr. Frant. Krej¢i: Positivni etika (Praha 1922),

Jaroslav Kallab: Narod, privo a stit (Praha 1918).

Fr. v. Liszt: Mezinavedni pravo (Praha b. r.), hlavné kap. IV. o sporech
mezi staty a jejich rozhodovani

Bernard Lavergue: Le principe des Naticnalités et les Guerres
(Paris 1921).

J.L de Lanessanu: Lidéal moral du matérialisme et la guerre (Paris 1918).

Dr. Jindiich Matiegka: Plemeno a narod (Praha 1919).

T. G. Masaryk: Narodnesini filosofie doby novéjsi (Praha 16919).

Novicow: Les luttes entre soci¢tés humaines. (Paris 1904).

Ant. Pillet: La guerre actuelle et le Droit des Gens (Paris 1916).

Robert Redslob: Histoire des grands principes du dreit des gens
(Paris 1923).

Dr. Em. Radl: Rassové theorie a narod (Praha 1918).

Jules Sageret: La guerre et le progrés (Paris 1917), zv1asté kap. TV.
vitlka a prirozeny vybér, na str. 60.) a dedatek k ni na str. 219,

Dr. Tom4ai Trnka: Filosofick¥ problém vialky (Praha 1917).

Dr. R. Tschorn: Myilenky o vilee a vojsku (Véstnik Sokolské zupy Ba-
rakovy, ro&. VII. & 7 a d.).

Dr. v. Willisen: Begriff und Wesen des Wirtschaftskrieges (Jena 1919).
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